Proposal for ONAP to be able
to support Service Testing

Whatis OTF?

* Aframeworkto support patterns for automated E2E Service testing and fault isolation support.

« Comprised of existing discrete ONAP functionsand new discrete functions/codethat support OTF Patterns.

Questions to answer:
— Why is this project important to the ONAP Community?
— Whatis new to ONAP?
— How does this project fit in the ONAP Architecture?
— What platform development is needed for this project?
— What finished goods and/or improved operations can be developed as a result of this project?
— Who is interested in developing this project?
— What is the projected ongoing cost to develop and consume this project from ONAP?
— Why s this an important problem to solve?
— Project Use Cases?
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OTF Role in Test Design Patterns

Certification Test:

+

_ ' * Old Feature Test 1 * New Feature Test 1
~ Donein Lab or Sandbox environment « Old Feature Test ... e New Feature Test ...
— Focuson verifying the functionality within the service design process ¢ Old Feature Test N * New Feature Test N

— May usetools not available in production environment: simulators, emulators, fault injectors

% OTF provides the simulators, emulators, fault injectors and data to configure and
execute each test in a suite of tests

Lifecycle Test:
— Donein Lab, Sandbox and Production environments
— Verifies progress at major orchestration milestones

— Enables incremental testing to validate intermediate work steps (Turnup Testing)

% OTF separates test details from lifecycle steps )
eTest (OTF) [

*Observe (DCAE)

e Analytic (DCAE)
eEvent (DCAE/
Optimizer)

Monitoring & Troubleshooting:
— Done in Lab, Sandbox and Production.
— Focuson testing used to isolate and determine root cause of detected condition.

— Participates as part of an active closed loop or to validate functionality of a closed loop Decide

eService
Orchestration

% OTF provides tool set for closed loop test activities «Controller

— Manual Initiation by Operations personnel
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Why is OTF Important to the ONAP Community?

>

Service Providers

— Consistent Framework in the Management Platform (ONAP) to support E2E Service testing and faultisolation.

— Createsacommon environment to access the test implementations and tools to support a service of diverse “elements”.
— Provider Collaborative contributions will provide a more robust and accepted approach to standardize testing.

v’ Lower costs of adoption to emergent script enginesin the industry

v’ Lower finished goods costs due to standardization
v’ Enables Marketplace for standardized tests and test tools

VNF Suppliers

— Automatesthe setup and “connect the dots” that needsto occurto enable a certification test to be executed.
— Enables streamlined processfor evolution of proprietary (secret sauce) test tools (simulators/emulators).

— Provide the ability to isolate faults to/from vendor products.

v’ Decrease Vendor time to market by simplifying VNF design pattern
v Decrease VNF costs by simplifying test development (certification, operations)

Test Scripting/Software and Test Head Suppliers
— Enable a marketplace for “tests” as finished goods that may be service specific but not VNF specific.
— Provides common mechanism for ONAP Integration and promotes test interface standards.

v’ Provide market competitive tests and test tools that are ONAP Finished Goods that can be

(@@

bought by VNF Vendors or Providers to provide them a competitive.
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What exactly is the Open Test Framework

e Standardized Test Control Engine
e Standardized invocation: REST, DMaaP,

e Standardized Policy Enforcement
P I a tfo rm » Standardized Result Reporting ECOSVSte m to s u p po rt

e Standardized Script Engine

*SDK for Test Developers manual and aUtomated

e Standardized GUI for:
e Test Invocation

¢ Test History View SerVice/nEtwork teSting

e Detailed Results View / Progress Monitoring

e Ability to onboard Test Head Microservices via SDC
e Ability to add additional script engines

Ca pa bi | itIeS e Ability to define a test (name, scripts, test heads, test strategy, etc.)
e Ability to onboard test metadata (scripts, strategy, policies)

Provides

¢ Test Heads

Service  Test Scripts

¢ Test Strategy

Plugins and [

Enables Users to Develop : ; |
Appllcatlons * Analytics

Finished Goods

(@@
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What is new to ONAP?

SDE
Service
Designer
Policy
Designer
Flow
Designer

gn Studio

CL Designer

Test
Designer?!

Catalog
Dictionary

Certification
Studio?

Distribution
Manager

Desi

Common Services

Test Manager
(Function)

© 2017 AT&T Intellectual Property.

: Design Time
Portal ‘

Onboard Test Head Microservices

Onboard Test Head VNFs
|
Design/Assemble/Configure Test Policies

Incorporate Tests into Service Lifecycle

Incorporate Tests into Closed Loop Flows

|
Design/Assemble/Configure a Test Model
(Name, Strategy, Script, VTH, VTH Config)

Deploy a Test Objects/Data to Sandbox
| Deploy a Test Objects/Data to Production

View Test History/Progression

Il Manually initiate a Test

View Test Progression/Detailed Results
¢ g /

Run Time
e (@AY =8 VNF Command Invocation
VANV e VNF Health Check

SO Service
Orchestration

DCAE
Analytics

Orchestrate a Test Strategy

Analyze Test Telemetry to form Heuristic*

Associate Test Definition with Runtime Objects

Configure a Test Head Microservice

Test Control
Unit
(Function)

Execute a Test Script

Establish Needed Test Configuration
Initiate a Test3

Enforce Test Policies

Store Test Metadata
Store Test Results/History

1. TestDesigner does not existand may be implemented in an existing designer but is not part of the
Framework

2. Certification Studio is identified in the architecture but not yet existing.

3. Test Initiation can comefrom Manual, Orchestration, or Closed Loop. All come into OTF, OTF will
determine the Strategy and Request Orchestration of the Strategy with the instancedatato
establish thetestcontext. Even in Orchestrated flows such as Change Management and
Instantiation the Test may requestan orchestrated sub-flow (test strategy) to be spawned. This
provides a separation of concern between thelifecycle flow and the test implementation flows.

4. EvaluatingHeuristics for Pass/Fail conclusion is partofa Script, Strategy, or VTH all of which are
not part of OTF or any other ECOMP Component

5. Data Storage as a Service is proposed Casablanca project. OTF intends to use such a platform
abstraction for its Data Centricapproach to Test Data
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HOW dOeS |t f|t |n the ONAP ArChlteCture’> As a common platform service similar to OOF
cu | uvu

ONAP External APIs

RUN-TIME

Resource Onboarding Data Collection, Active &
Analytics, & . i
. . LU Orchestration AVEILELLE
Service Design Events Inventory
Event Correlation External Registry

Application ONAP
Authorization || Optimization Logging
Framework Framework

Platform
Scaling &
Resiliency

Policy Creation & Validation Audit — Tracing

. . Micro Service File Transfer/ETL
Intra-Platform Communications Data Mov: Traffic Control/Queuing

Analytic Application Design

Closed Loop Design

ONAP Operations Manager

Change Management Design

Multi-Cloud s Controllers 0gs History Replication

VNF / PNF Onboarding

Adaptation Configuration Life Cycle Rudes \éefsl‘éns SF”e Mamt
Management 23S ata R\gzr;tsnté?;mmg
Catalog <:>

Legend
s .‘ ________________________________________________ | eStlj::i?trOI . <:> Microservice
' Hypervisor / OS Layer _______ i o
¢
Development

Recommended il
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Legend

What platform developmentis needed for OTF?
SDC

Test Designer * Provides a way for test to be integrated with service/resource and policy design

Extensible Cata Iog > * Catalogneedsto be enhanced to be extensible for Designer Plugins

Extensible Data Dictionary * Data Dictionary needs to be enhanced to be extensible for Designer Plugins

Certification Studio

OTF

Test Manager * Provides dashboard of executing tests and ability to initiate or schedule tests
Initial Script Engine * Although an extension of the platform at least one must be used.

OTF Shared Library & * Common utilities, functions are packaged, shared and made available to other OTF components and microservices
SDK

OTE S ice DB * The datastore for OTF. It’s to store temporary and permanent data that is used to configure, control test service.
SSEE * Test results and history data is also stored here

Test policy enforcement (allowed execution times, authorization controls, etc.)

fixed logic pattern to organize different sets of metadata to affect the execution of different tests

Service API: The generic RESTful API that is exposed to client. The Service API supports both synchronous and

asynchronous mode.

Message Listener: The Message Listener listens to client’s test request from the Message Bus (DMaaP), which
is asynchronous by nature. The test result/response is posted to the DMaaP message topic specified by client

Test Control Unit
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What finished goods and/or improved operations can be developed as a result of Legend

Eehad &
Finished Goods

. * Visualized business logic and flow of the test. Camunda BPM (but not constrained to) will be used to model the test strategy.
Test Strategles * This may be composed of both Service Orchestrated Activities and Cloud Orchestrated Activities.

Test Scripts >

vTH Configurations

Virtual Test Head (VTH )

Adapter vTH

» This type of test headserves as anadaptertoexecute test throughanexternalsystem that alreadyimplements the test.
ProxyvTH

This prevents duplicatingand reinventing the wheelif the test capability is already available externally and can be used
directly through API calls.

Rob TH * Many components of ONAP and VNFs using ONAP are demonstrated by ROBOT tests. The initial OTF capabilities for ONAP
obot v should support these tests as test objects listed inthe SDC Catalog.

Operations Improvements

© 2017 AT&T Intellectual Property.
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Who is interested in developing OTF?

Providers:
AT&T
Reliance Jio

Vendors:
Spirent

Need to reach out to broader ONAP community for additional support

© 2017 AT&T Intellectual Property.
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Why is this an important problem to solve?

By creatinga common test framework that can be used by both AT&T internal developers and external vendor partners
will increase consistency and reuse across AT&T. This can result in major cost savings in both operations and
development costs for AT&T.

Driving this capability as a part of ONAP will allow end-to-end service testing to be developed as finished goods which
can either be developed in OpenSource reducing development cost for AT&T by “crowd sourcing” of the finished goods.
Or by suppliers wanting testing as part of their onboarded package. Additionally this will allow all ONAP Suppliers and
ONAP Providersa common mechanism to onboard VNFs "certified" ina Vendor ONAP Lab, to be re-certifiedin the
Provider ONAP environment. Shortening the time between onboarding and deployment of the VNF.

10

(@@
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OTF Initial Use Cases
Design

Add Test Designer Plugin to Design Studio

Create Test Objects

Distribute Test Objects

Add new Design Studio Applications (Plugins)
Add new Model Types to Design Catalog
Extend existing Model Types in Design Catalog
Create new Dictionary Terms

Extend existing Dictionary Terms

Create VFW Demo Test Object (Creates vFW VNF)
Onboard vFW Healthcheck Test Object

This would follow standard SDC Distribution practices

Run Time

Manually Execute Test

11

vFW Demo Test (Does Instantiate)

VFW Health Check (From Inventory, must be instantiated)
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Al rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks are the property of their respec

tive

owners..

(@@



Add Test Designer Plugin to Design Studio

12

sd Add Test Design Plugin to Design Studio /

% SDC Admin App

SDC Administrator

ISDC Design Catalo SDC Data

Dictionary

| 1.0 Add New Designer(Designeri’
L

ackage)

J

1
; 1.1 Manifest=Unpackage(DesignerPackage)

alt Packagelnstall /

[fordag¢h Item in Manifest]

alt Install Package Item /

[Add New Studio Application]

[New Catalog Object]

; }1.2nstal
B)

Application(NewStudiioBinary)

[Existing Catalog Object Extension]

[Existing Dictionary Term Extensign|

| |

| |
............... REETEEEEEPETEPERE FEED
| I ER

1.3AddCatangMoggll(),,,a—*'"' :

.il |

| |

| |
............... ===
| A

1.4 AddDictionaryTerm() ____-----"" |

|

| |
............... R R

| |
| PP

1‘5ExtendCataIogl\_/loldeI(ModeIID)' :

———®0 I

| |

| |
............... e
| Jo.--

1.6 UpdateDictionaryTerm(Term, NewTermVéIues)

| available to SDC Users.

Used to add the Design Studio, define any new roles, and
associate existing users with new roles making the studio

| Application

AN
Used to Add the Test Object to the Design Catalogand
associate those types of objects with the Design Studio

AN

Used to add the "Proxy" and "Robot" values to the new
"Test Type" entry.

AN

Used to extend the Service/Resource Models to be able to
reference associated test models.

AN

Used to extend the "Workflow Types" for the Work Flow
Designer to now be able to classify work flows as a "Test
Strategy"
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Create Test Objects

X

Test Designer
I

|

|

|

|

1.0 CreateNewTest(Name)
1

sd Create Test Objects /

Test Design Studio| Design Catalog Dictionary

I

I

I

I

I I
I

- [
I

I
I
1.2 GetInventory(vTH): TestHeadList

I

I

1.3 PUT TestObject(Name, VTHList, VTHConfigList, ScriptList,
[

1.1 GetDefinition(TestTypes) |

I
I
|
I
I
TestStrategylID)
|
I
I
I
|

sd Onboard Test Object /

X

ServiceDesigner
|

1.0 OnboardVNF()

Service Design Test Design Studio Design Catalog

Studio

} — — —

>

. ; 1.1 UnpackManifest()

1.2 AddTestObject()
—>

1.3 ConfirmValues()

1.4 PUT TestObject(Name, VTHList, VTHC
[

[
|
|
|
|
I
I
I
I
I
I
I
I
|
|
|
'
o

nfiglList, ScriptList, TestStrategylID)

13
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Distribute Test

14

sd Distribute Test Objects to Production /

SDC Distibution
Studio

Operations Personnel

DMaaP

(Central)

1.0 Subscribe(TestDistributionStatus)

|
|
|
1.2 Distribute Test(TestObject)]|

|
|
|
|
|
|
|
|
\
| - 1

0

¢<

1.5 TestObject

1.1 Subscribe(DistributionEventNo

OTF

DBaas$ (Music)

1.3 Publish(DistributionEventNotify, TestObjectID)
|

gl

=GET(TestObjectID)

1.4 Receive(TestDistributionNotification, TestObjectID)
Lt

o

1.8 Receive(TestDistributionStatus)

o )

1.7 Publish(TestDistributionStatu

tify)

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-

%
—_——

@i

-

————a-

1.6 Store(RuntimeTestModel)
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Catalog flow structure.
Message flow would be
differentonce RTCis
available.
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Manually Initiate Test

sd Manually Execute Test /

% OTF - Test Manager, DBaaS A&AI OTF-TCU Policy Robot vTH Proxy VTH NF Controller

Operations Personnel
! T

| 1
1.0 LaunchApp(TestManager)
n »

|

1.1 GET AvailableTest(): TestDefinitionList
1.2 GETselectedTest
L|J~

alt Input Check /

[Test |nput Required from A&Al Query] |
1.3 GET /services(): ServicelList
T

vy

[ s PN B ——

R |, Lo
[Test |nput Required from Opélrdtor]

1.4 GetldentifiedInput()

Y

I
1.5 RequestTestExecution(TestID, InputParameters)

1.6 GET Policies(TestID)

|
|
|
| |

| 1.7 PolicyEnforcementCheck(
! L y! ()

—

1.8 GET TestSetup(TestID)

alt TestToExecute /

|

|

|

|

|

|

|

[Rgbpt Test] |
1.9 Cor;ﬁgure()

|

'
1.10 Execute()

A J

EF — @ —— === m e e e e ]

»
> !
1.11Ri
1.11Run() —»()
! llaunch Robot vFW Demo
B TR ek T demm el b o B T
[Prpyy Test] ! !
1.12 Dispatch() ! :
>
|
|

1.14 Run()

Run vFW Health Check

|
|
|
|
|
|
o
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

——
———
-
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Testing & Certification Requirements Across Service Lifecycle

Phase

Step

Task

17

Design

Onboarding (Pre-Production Certification)

Cloud
Verification

e Stand Alone VNF with
Supplier Specifications

e Are required artifacts
Compliant to Guidelines
for the specified cloud

e Install per Vendor Specs
in Service Provider Cloud

e Validate VNF Operates

Walled Garden

© 2017 AT&T Intellectual Property.
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Functional
Validation

¢ VNF Isolation

e Stand Alone VNF With
Service Provider
Specifications

e Verify VNF meets Service
Provider defined
functionality

Interoperability
Validation

e Service Isolation

e Integrated with Other
VNFs

e Verify Inter-VNF
functions operate End-to-
End

Sandbox

Operate

Certification

Deploy Assure

Service
Diagnostics

Configuration
Validation

e Service Configuration e Connectivity Testing

e Service Model containing
VNF Resources

e Link, Node, and Service Testing
¢ Health Checks
® Passive Testing

® Does the Service Model e Active Testing

Configure the VNFs

Correctly ¢ Trouble Isolation

® Does the Service operate
correctly through all
Lifecycle Events

Production

(@@
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Testing Recommendations

— Develop mechanisms for standardized onboarding of Network Tests even regardless of developer
« Couldbe dataonly, leveraging existing test functions
— Develop model driven mechanisms for standardized test invocation:
» As part of Certification Testing
« On Demand
» As part of Service Orchestration
« As partofa ControlLoop
— Standardize access to Network Functions
« Viaa managing controller,notdirect to the element
— Standardized tooling, but not force it to be fixed
« Tooling may differ for each Providers implementation of ONAP
» Toolsthat are provided work in a cohesive pattern or roles withinthe framework
« Tool set should be extensible

— Provide an SDK to standardize common functions leveraging platform capabilities

© 2017 AT&T Intellectual Property.
Al rights reserved. AT&T, Globe logo, Mobiizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property and/or AT&T affilated companies. All other marks arethe property of their respective owners.

(@@



OTF Component Development Design/Deep-dive

19
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y

l Test Clients

SVC API

Message
Listener

DMaaP

Common Tasks

Scheduling
Log & Status

Authorization

JSR-223 Script

Engines

N

N

Data

A

Stateless vTH
(mS, scripts)

Extension

Adapter

Controllers

VNF

Network
Devices

External
Tools
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Dublin Focus Alignment
Operator Adoption/Flexibility/Deployability

— Vendor Provided Certification Tests can be easily re-executed in Operators Instance

Model Driven Platform (Service/Resource)

— Formalizes Test as part of Data Model

Continuous Improvement & Technical Debt

- Employs Data Centric Architecture Dublin Release Focus (Suggestion for Discussion)

* Federation
* Delegation (e.g., SO/DO)

Allgns with ARC Priorities St ! —

\ DB management
M|CroserV|CeS 2 e Operator Adoption/ ‘; - Standards Alignment
: : e b ‘ 3 *« TOSCA
Mwm it . * Geo-redundancy
— Modular N | dccloshiky
— Standards Alignment o o
_ I 1 | o NN _‘,‘.»' \ e
API Standardization/Improvement , Modelrien’ | . | . ”""""
. platform ../ Improvement & /
— Containers (service/ \ /" Technical Debt / :mnﬁ?::&
Service Mesh . resource) \_/  linc.53p) i sl s
- ervice mes N - o O > ' « Security/ID mgmt

Theme: Global Scalable Deployment (?)
DO THELINUX FOUNDATION
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Sample Ping Test Strategy (BPM)

BPEL Test Strategy

equest
Parameters

vV

Get Service Topology

Determine Reference
Host (Jump Server)

«BPELProcess»
Ping VNFs

BPEL Ping VNFs /

Get Next VNF to Test

False

A&AI

Get VNF OAM IP
Address

Use IPv6 address if
available

Pingthe Host

ecord VNF Result

Last VNF

Edge Router
Ping
Requested

False

e

Get PE/CE Routers for
Service Instance

v

N

Login to PE Router

v

Ping CE Router

J

v

Logand Return
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