Release D - Run

This page describes how to get the release D version of Non-RT RIC up and running locally with three separate Near-RT RIC Al simulator docker
containers providing STD_1.1.3, STD_2.0.0 and OSC_2.1.0 versions of the Al interface.

All components of the Non-RT RIC run inside docker containers and communicate via a docker network with container port available on localhost. Details
of the architecture can be found from Release D page.

Ports

Project Requirements
Images

Prerequisites

Run the Policy Management Service Docker Container
Run the Al Controller Docker Container (ONAP SDNC)
Run the Near-RT RIC Al Simulator Docker Containers
Run the Enrichment Service Docker Container

Run the Non-RT RIC Gateway and Control Panel Docker Container
Run the App Catalogue Service
Run the Helm Manager

Project Requirements

® Docker and docker-compose (latest)

Images

The images used for running the Non-RT RIC can be selected from the table below depending on if the images are built manually (snapshot image) or if
staging or release images shall be used.

In general, there is no need to build the images manually so either staging or release images should be used. Instruction on how to build, see Release D -

Build.

The run commands throughout this page uses the staging images and tags. Replace the staging images/tags in the container run commands in the
instructions if release or snapshot images are desired.

Component

Policy
Management
Service

Near-RT RIC Al
Simulator

Enrichment
Coordinator
Service

Non-RT RIC
Control Panel

SDNC Al-
Controller

Gateway

App Catalogue
Service

Ports

Release image and version tag

nexus3.o0-ran-sc.org:10002/o-ran-sc/nonrtric-
policy-agent:2.2.1

nexus3.o-ran-sc.org:10002/o-ran-sc/al-simulator:
2.1.0
nexus3.o-ran-sc.org:10002/o-ran-sc/nonrtric-

enrichment-coordinator-service:1.1.0

nexus3.0-ran-sc.org:10002/o-ran-sc/nonrtric-
controlpanel:2.2.0

nexus3.onap.org:10002/onap/sdnc-image:2.1.2
nexus3.o-ran-sc.org:10002/o-ran-sc/nonrtric-
gateway:1.0.0

nexus3.o-ran-sc.org:10002/o-ran-sc/nonrtric-r-app-
catalogue:1.0.1

Staging images and version tag

nexus3.o0-ran-sc.org:10004/o-ran-sc/nonrtric-
policy-agent:2.2.1

nexus3.o0-ran-sc.org:10004/o-ran-sc/al-simulator:
2.1.0
nexus3.o0-ran-sc.org:10004/o-ran-sc/nonrtric-
enrichment-coordinator-service:1.1.0
nexus3.0-ran-sc.org:10004/o-ran-sc/nonrtric-
controlpanel:2.2.0

Use release version

nexus3.o0-ran-sc.org:10004/o0-ran-sc/nonrtric-
gateway:1.0.0

nexus3.0-ran-sc.org:10004/o-ran-sc/nonrtric-r-app-

catalogue:1.0.1

Manual snapshot (only available if
manually built)
and version tag

o-ran-sc/nonrtric-policy-agent:2.2.1-
SNAPSHOT

o-ran-sc/al-simulator:latest

o-ran-sc/nonrtric-enrichment-coordinator-
service:1.1.0-SNAPSHOT

o-ran-sc/nonrtric-controlpanel:2.2.0-
SNAPSHOT

Use release version
o-ran-sc/nonrtric-gateway:1.0.0-
SNAPSHOT

o-ran-sc/nonrtric-r-app-catalogue:1.0.1-
SNAPSHOT

The following ports will be allocated and exposed to localhost for each component. If other port(s) are desired, then the ports need to be replaced in the
container run commands in the instructions further below.

Component

Port exposed to localhost (http/https)
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Policy Management Service 8081/8443
Near-RT RIC Al Simulator 8085/8185, 8086/8186, 8087/8187

Enrichment Coordinator Service = 8083/8434

Non-RT RIC Control Panel 8080/8880
SDNC A1-Controller 8282/8443
Gateway 9090

App Catalogue Service 8680/8633

Prerequisites
The containers need to be connected to docker network in order to communicate with each other.

Create a private docker network. If another network name is used, all references to 'nonrtric-docker-net' in the container run commands below need to
be replaced.

docker network create nonrtric-docker-net

Run the Policy Management Service Docker Container
To support local test with three separate Near-RT RIC Al simulator instances, each running a one of the three available A1 Policy interface versions:

® Create an application_configuration.json file with the configuration below. This will configure the policy management service to use the simulators
for the Al interface

® Note: Any defined ric names must match the given docker container names in near-RT RIC simulator startup, see Run the Near-RT RIC Al
Simulator Docker Containers

® The application supports both REST and DMAAP interface. REST is always enabled but to enable DMAAP (message exchange via message-
router) additional config is needed. The examples below uses REST over http.

The policy management service can be configure with or without a A-Controller. Choose the appropriate configuration below.

This file is for running without the SDNC A1-Controller




application_configuration.json

{
"config": {
"//description": "Application configuration",
"ric": [
{
"nane": "ricl",
"baseUrl": "http://ricl:8085/",
"managedEl enent I ds": [
"kista_1",
"kista_2"
]
H
{
"pane": "ric2",
"baseUrl": "http://ric2:8085/",
"managedEl enent I ds": [
"kista_3",
"kista_4"
]
o
{
"name": "ric3",
"baseUrl": "http://ric3:8085/",
"managedEl enent I ds": [
"kista_5",
"kista_6"
]
}
]
}
}

This file is for running with the SDNC Al-Controller.



application_configuration.json

{
"config": {
"//description": "Application configuration",
"controller": [
{
"nane": "alcontroller",
"baseUrl": "https://alcontroller:8443",
"user Nanme": "admin",
"password": "Kp8bJ4SXszMIWKl hak3eH cse2gAwB4vaoGGmivUy2U"
}
I,
"ric": [
{
"nanme": "ricl",
"baseUrl": "http://ricl:8085/",
"controller": "alcontroller",
"managedEl ement 1 ds": [
"kista_1",
"kista_2"
]
b
{
"panme": "ric2",
"baseUrl": "http://ric2:8085/",
"controller": "alcontroller",
"managedEl ement 1 ds": [
"kista_3",
"kista_4"
]
},
{
"pane": "ric3",
"baseUrl": "http://ric3:8085/",
"controller": "alcontroller",
"managedEl enent I ds": [
"kista_5",
"kista_6"
]
}
]
}
}

To enable the also the optional DMAAP interface, add the following config (same level as the "ric" entry) to application_configuration.json.

Be sure to update http/host/port below to match the configuration of the used message router.



optional dmaap config in application_configuration.json

"streans_publishes": {
"dmaap_publisher": {

"type": "nessage-router"”,
"dmaap_i nfo": {

"topic_url": "http://dmaap-nr: 3904/ event s/ Al- POLI CY- AGENT- W\RI TE"
}

}
o
"streans_subscribes": {
"dmaap_subscriber": {
"type": "nessage-router"”,
"dmaap_i nfo": {
"topic_url": "http://dmaap-nr: 3904/ event s/ Al- POLI CY- AGENT- READJ user s/ pol i cy- agent ?
ti meout =15000&! i mi t =100"
}
}
H

Start the container with the following command. Replace "<absolute-path-to-file>" with the the path to the created configuration file in the command. The
configuration file is mounted to the container. There will be WARN messages appearing in the log until the simulators are started.

docker run --rm-v <absolute-path-to-file>/application_configuration.json:/opt/app/policy-agent/data
[ application_configuration.json -p 8081:8081 -p 8433:8433 --network=nonrtric-docker-net --nanme=policy-agent-
cont ai ner nexus3. o-ran-sc. org: 10002/ o-ran-sc/ nonrtric-policy-agent:2.2.1

Wait 1 minute to allow the container to start and to read the configuration. Then run the command below another terminal. The output should match the
configuration in the file - all three rics (ric1, ric2 and ric3) should be included in the output. Note that each ric has the state "UNAVAILABLE" until the
simulators are started.

Note: If the policy management service is started with config for the SDNC A1 Controller (the second config option), do the steps described in section Run
the A1 Controller Docker Container below before proceeding.

curl I ocal host:8081/al-policy/v2/rics

Expected output:

{"rics":[{"ric_id":"ricl","managed_el enent _ids":["kista_1","kista_2"],"policytype_ids":[],"state":"
UNAVAI LABLE"}, {"ric_id":"ric3","managed_el enent _ids":["kista_5","kista_6"],"policytype_ids":[],"state":"
UNAVAI LABLE"}, {"ric_id":"ric2","managed_el ement _ids":["kista_3","kista_4"],"policytype_ids":[],"state":"
UNAVAI LABLE"}]}

For troubleshooting/verification purposes you can view/access the full swagger API from url: http://localhost:8081/swagger-ui/index.html?configUrl=/v3/api-
docs/swagger-config

Run the Al Controller Docker Container (ONAP SDNC)

This step is only applicable if the configuration for the Policy Management Service include the SDNC Al Controller (second config option), see Run the
Policy Management Service Docker Container.

Create the docker compose file
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docker-compose.yaml

version: '3'

net wor ks:
defaul t:
external :
name: nonrtric-docker-net

services:
db:
i mge: nexus3.o-ran-sc.org: 10001/ mari adb: 10. 5
cont ai ner _nane: sdncdb
net wor ks:
- defaul t
ports:
"3306"
envi ronnent :
- MYSQL_ROOT_PASSWORD=i t sASecr et
- MYSQL_ROOT_HOST=%
- MYSQL_USER=sdnct |
- MYSQL_PASSWORD=gamma
- MYSQL_DATABASE=sdnct |
| oggi ng:
driver: "json-file"
opti ons:
max-si ze: "30nt
max-file: "5"

alcontroller:
i mage: nexus3. onap. org: 10002/ onap/ sdnc-i mage: 2. 1. 2
depends_on :

- db
cont ai ner _nane: alcontroller
net wor ks:
- default
entrypoint: ["/opt/onap/sdnc/bin/startODL. sh"]
ports:
- 8282:8181
- 8443: 8443
i nks:
- db: dbhost

- db: sdnctl db01
- db: sdnct| db02
envi ronnent :
- MYSQL_ROOT_PASSWORD=i t sASecr et
- MYSQL_USER=sdnct |
- MYSQL_PASSWORD=gamma
- MYSQL_DATABASE=sdnct |
- SDNC_CONFI G_DI R=/ opt / onap/ sdnc/ dat a/ properties
- SDNC_BI N=/ opt / onap/ sdnc/ bi n
- ODL_CERT_DIR=/tnp
- ODL_ADM N_USERNAME=admi n
- ODL_ADM N_PASSWORD=Kp8bJ4SXszMWKI hak3eH cse2gAw84vaoGGmlvUy2U
- ODL_USER=admi n
- ODL_PASSWORD=Kp8bJ4SXszMWKI hak3eH cse2gAw84vaoGGmivUy2U
- SDNC_DB_I NI T=true
- Al_TRUSTSTORE_PASSWORD=aladapt er
- AAl _TRUSTSTORE_PASSWORD=changei t
| oggi ng:

driver: "json-file"
options:

max-si ze: "30n{

max-file: "5"

Start the SNDC A1 controller with the following command, using the created docker-compose file.



docker - conpose up

Open this url in a web browser to verify that the SDNC A1 Controller is up and running. It may take a few minutes until the url is available.

http://localhost:8282/apidoc/explorer/index.html#/controller%20A1-ADAPTER-API
Username/password: admin/Kp8bJ4SXszMOWXlhak3eHIcse2gAw84vaoGGmJvUy2U

The Karaf logs of Al controller can be followed e.g. by using command

docker exec alcontroller sh -c "tail -f /opt/opendaylight/datal/log/karaf.|og"

Run the Near-RT RIC Al Simulator Docker Containers

Start a simulator for each ric defined in in the application_configuration.json created in Run the Policy Management Service Docker Container. Each
simulator will use one of the currently available Al interface versions.

Ricl
docker run --rm-p 8085:8085 -p 8185:8185 -e Al_VERSION=CSC 2.1.0 -e ALLOWHTTP=true --network=nonrtric-docker-
net --nane=ricl nexus3.o-ran-sc.org: 10002/ o-ran-sc/al-sinulator:2.1.0

Ric2
docker run --rm-p 8086: 8085 -p 8186: 8185 -e AL_VERSION=STD 1.1.3 -e ALLOWHTTP=true --network=nonrtric-docker-
net --name=ric2 nexus3.o0-ran-sc.org: 10002/ o-ran-sc/al-sinulator:2.1.0

Ric3

docker run --rm-p 8087:8085 -p 8187:8185 -e Al_VERSION=STD 2.0.0 -e ALLOWHTTP=true --network=nonrtric-docker-
net --nane=ric3 nexus3.o0-ran-sc.org: 10002/ o-ran-sc/al-simulator:2.1.0

Wait at least one minute to let the policy management service synchronise the rics. Then run the command below another terminal. The output should
match the configuration in the file. Note that each ric now has the state "AVAILABLE".

curl I ocal host:8081/al-policy/v2/rics

Expected output - all state should indicated AVAILABLE:

{"rics":[{"ric_id":"ricl","managed_el enent _ids":["kista_1","kista_2"],"policytype_ids":[],"state":"AVAI LABLE"},
{"ric_id":"ric3","managed_el ement _ids":["kista_5","kista_6"],"policytype_ids":[],"state":"AVAI LABLE"},
"ric_id":"ric2","managed_el enent _ids":["kista_3","kista_4"],"policytype_ids":[""],"state":"AVAI LABLE"}]}

The simulators using version STD_2.0.0 and OSC_2.1.0 supports policy types. Run the commands below to add one policy types in ricl and ric3.

Create the file with policy type for ricl


http://localhost:8282/apidoc/explorer/index.html#/controller%20A1-ADAPTER-API

osc_ptl.json

"name": "ptl",
"description": "ptl policy type",
"policy_type_id": 1,
"create_schema": {
"$schemn": "http://json-schema.org/draft-07/ schema#",
“title": "OSC_PT1_0.1.0",
"description": "QoS policy type",
"type": "object",
"properties": {
"scope": {
"type": "object",
"properties": {
"ueld": {
"type": "string"
H
"gosld": {
"type": "string"
}
H
"addi tional Properties": false,
"required": [
"uel d",
"qgosl d"
]
b
"statenment": {
"type": "object",
"properties": {
"priorityLevel ": {
"type": "nunber"
}
b
"additional Properties": false,
"required": [
"priorityLevel "

Put the policy type to ricl

curl -X PUT -v "http://1ocal host: 8085/ al-p/ policytypes/ 123"

-H "accept:

-H "Content-Type: application/json" --data-binary @sc_ptl.json

Create the file with policy type for ric3

application/json" \



std_ptl.json

"policySchema": {
"$schema": "http://json-schema. org/draft-07/schema#",
“title": "STD Q0SS _0_2_0",
"description": "STD QOCS policy type",
"type": "object",
"properties": {
"scope": {
"type": "object",
"properties": {
"ueld": {
"type":
}
"gosld": {
"type":
}
},
"addi tional Properties":
"required": [
"uel d",
"qosl d"
]

"string"
"string"

fal se,

}

osObj ectives": {
"type": "object",
"properties": {
"priorityLevel": {
"type": "nunber”
}
},
"addi tional Properties":
"required": [
"priorityLevel "

]

fal se,

}
}
I
"statusSchema": {
"$schemn": "http://json-schema. org/draft-07/schema#",
"title": "STD QOS_0.2.0",
"description": "STD QOCS policy type status",
"type": "object",
"properties": {
"enforceStatus": {
"type": "string"
b
"enforceReason": {
"type": "string"
b
"addi tional Properties":
"required": [
"enf orceSt at us"

fal se,

]
}
}
}

Put the policy type to ric3
curl -X PUT -v "http://1ocal host: 8087/ policytype?i d=std_pt1" -H "accept:

application/json" --data-binary @td_ptl.json

Wait one minute to let the policy management service synchronise the types with the simulators.

List the synchronised types.

appl i cation/json"

-H "Content - Type:



curl local host:8081/al-policy/v2/ policy-types

Expected output:

{"policytype_ ids":["","123", "std_pt1"]}

Run the Enrichment Service Docker Container

Run the following command to start the enrichment coordinator service.

docker run --rm-p 8083: 8083 -p 8434:8434 --network=nonrtric-docker-net --nanme=enrichnent-service-container
nexus3. o-ran-sc. org: 10002/ o-ran-sc/nonrtric-enrichment-coordinator-service:1.1.0

Verify the Enrichment Coordinator Service is started and responding (response is an empty array).

curl | ocal host: 8083/ dat a- producer/vl/info-types

Expected output:

For troubleshooting/verification purposes you can view/access the full swagger API from url: http://localhost:8083/swagger-ui/index.html?configUrl=/v3/api-
docs/swagger-config
Run the Non-RT RIC Gateway and Control Panel Docker Container

The Gateway exposes the interfaces of the Policy Management Service and the Enrichment Coordinator Service to a single port of the gateway. This
single port is then used by the control panel to access both services.

Create the config file for the gateway.


http://localhost:8083/swagger-ui/index.html?configUrl=/v3/api-docs/swagger-config
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application.yaml

server:
port: 9090
spring:
cl oud:
gat eway:
httpclient:
ssl:
usel nsecur eTrust Manager: true
wiretap: true
httpserver:
wiretap: true
routes:
- id: Al-Policy
uri: https://policy-agent-container: 8433
predi cat es:
- Path=/al-policy/**
- id: Al-El
uri: https://enrichment-service-container: 8434
predi cat es:
- Pat h=/ dat a- pr oducer/**
nmanagenent :
endpoi nt :
gat eway:
enabl ed: true
endpoi nt s:
web:
exposure:
include: "gateway, | oggers,|logfile, health,info,netrics,threaddunp, heapdunp”
| oggi ng:
level :
ROOT: ERROR
org. springframework: ERROR
org. spri ngframewor k. cl oud. gat eway: | NFO
reactor.netty: INFO
file:
nanme: /var/log/nonrtric-gateway/application.|og

Run the following command to start the gateway. Replace "<absolute-path-to-file>" with the the path to the created application.yaml.

docker run --rm-v <absol ute-path-to-config-file>/application.yan:/opt/app/nonrtric-gateway/config/application.
yam -p 9090: 9090 --network=nonrtric-docker-net --nane=nonrtric-gateway nexus3.o0-ran-sc.org: 10002/ o-ran-sc
/nonrtric-gateway: 1.0.0

Run the following two commands to check that the services can be reached through the gateway

curl I ocal host: 9090/ al-policy/v2/rics

Expected output
{"rics":[{"ric_id":"ricl","nmanaged_el enent _ids":["kista_1","kista_2"],"policytype_ids":["123"],"state":"
AVAI LABLE"}, {"ric_id":"ric3", "managed_el enent _i ds":["kista_5","kista_6"],"policytype_ids":["std_pt1l"],"state":"

AVAI LABLE"}, {"ric_id":"ric2","managed_el enent _ids":["kista_3","kista_4"],"policytype_ids":[""],"state":"
AVAI LABLE"}]1}

Second command:

curl | ocal host: 9090/ dat a- producer/v1/info-types

Expected output:



Create the config file for the control panel.

nginx.conf

event s{}

http {
i ncl ude /etc/nginx/ m me.types;
resol ver 127.0.0.11;
server {
listen 8080;
server _nane | ocal host;
root /usr/share/nginx/htm;
i ndex index.htnl;
location /al-policy/ {
set $upstream nonrtric-gateway;
proxy_pass http://$upstream 9090;
}
| ocation /data-producer/ {
set $upstream nonrtric-gateway;
proxy_pass http://$upstream 9090;
}
location / {
try_files $uri $uri/ /index.htm;

}

Run the following command to start the control panel. Replace "<absolute-path-to-file>" with the the path to the created nginx.conf.

docker run --rm-v <absol ute-path-to-config-file>/nginx.conf:/etc/nginx/nginx.conf -p 8080:8080 --
net wor k=nonrtric-docker-net --nane=control-panel nexus3.o-ran-sc.org:10002/o0-ran-sc/nonrtric-control panel:2.2.0

The webbased Ul can be accessed by pointing the web-browser to this URL:

http:/ /1 ocal host: 8080/

Run the App Catalogue Service
Start the App Catalogue Service by the following command.

Ricl

docker run --rm-p 8680: 8680 -p 8633: 8633 --network=nonrtric-docker-net --name=rapp-catal ogue-service nexus3. o-
ran-sc.org: 10002/ o-ran-sc/ nonrtric-r-app-catal ogue: 1.0.1

Verify that the service is up and running

curl | ocal host: 8680/ services

Expected output:

[]


http://localhost:8080/

Run the Helm Manager

See this sub-page: Build/Run Helm Manager
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