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© RIC Platform:
© RIC Aux

® E2 Simulator deployment steps
© Wireshark deployment

Both VMs:

nmkdi r wor kspace

cd wor kspace

git clone "https://gerrit.o-ran-sc.org/r/ric-plt/ric-dep"
cd ric-dep/bin

sudo ./install _k8s_and_hel m sh

sudo ./install _common_tenpl ates_to_hel msh

sudo ./setup-ric-common-tenplate

RIC Platform:

Under ~/workspace/ric-dep repo:

nano hel m appngr/ val ues. yan

# replace tiller image with these val ues
# tiller:

registry: gher.io

nanme: helnmtiller

tag: v2.12.3
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nano hel minfrastructure/val ues. yani

# replace tiller image with these val ues
# tiller:

registry: gher.io

name: helmtiller

tag: v2.12.3

H* B

# edit the ../RECI PE_EXAMPLE/ exanpl e_reci pe_| atest _stabl e. yani
.linstall -f ../RECI PE_EXAVPLE/ exanpl e_reci pe_| atest_stabl e. yanl

RIC Aux



cd ~/workspace

git clone "https://gerrit.o-ran-sc.org/r/it/dep"

cd dep

nano RECI PE_EXAMPLE/ AUX/ exanpl e_r eci pe. yani

# replace the ric-dashboard i nage with the one bel ow

# 1 mage:
# regi stry: nexus3.o-ran-sc.org: 10002/ o-ran-sc
# nane: ric-dashboard

# tag: 2.1.0

nano ric-aux/hel ninfrastructure/subcharts/kong/val ues. yan
# replace the ingressController inmage with the one bel ow
#i ngressControl | er:

# enabled: true

# 1 mage:

# repository: docker.i o/ kong/ kubernet es-i ngress-controller
# tag: 0.7.0

sudo apt install dos2unix

cd dep/bin

dos2uni x -o depl oy-ric-aux

kubect!| |abel --overwite nodes $(hostnane) portal-storage=enabl e
kubect!| |abel --overwite nodes $(hostnane) aaf-storage=enable

./ depl oy-ric-aux ../RECH PE_EXAMPLE/ AUX/ exanpl e_r eci pe. yam

E2 Simulator deployment steps

git clone "https://gerrit.o-ran-sc.org/r/sime2-interface"

sudo apt-get install -y cmake buil d-essential |ibsctp-dev autoconf
aut omake |ibtool bison flex |ibboost-all-dev

cd e2-interface/e2sim

mkdir build
cd build
cneke .. && make package && cmake .. -DDEV_PKG=1 && nake package

cp *.deb ../e2sm exanpl es/ kpm e2sn
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version: '3.8'

services:
e2-sinul ator:
i mge: "o-ran-sc/ntsime2-sinulator:2.0.0"
bui I d:
context: /home/ ubuntu/workspace/ e2-interfacel/ e2si m e2sm exanpl es
/ kpm_ e2sm
cont ai ner _nane: e2-sinul ator
entrypoint: ["kpmsint, "10.106.23.83", "38000"]

#!/ bi n/ bash

NCDE_| P=$( kubect| get pod -n=ricplt -1 app=ricplt-e2termal pha -0
jsonpath="{.itens[0].status. hostIP}")

NODE_PORT=$( kubect| get svc -n=ricplt service-ricplt-e2termsctp-alpha -o
j sonpat h="{. spec. ports[0].nodePort}")

echo "E2 term | P address: ${NODE_IP}"
echo "E2 term port: ${NODE_PORT}"



cd /workspace

nkdir e2-sim

cd e2-sim

nano e2siminfra.sh

# copy above script for getting the IP and Port of the E2 ternination point
# run the script and use the IP and port in the follow ng docker-conpose

nano docker - conpose. yni
# copy above YAML into this file
# replace the entrypoint IP and port with the above |P and port

sudo nkdir -p /etc/apt/keyrings
curl -fsSL https://downl oad. docker. conf | i nux/ubuntu/gpg | sudo gpg --
dearnor -o /etc/apt/keyrings/docker. gpg
echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings
/ docker. gpg] https://downl oad. docker. cont | i nux/ubuntu \
$(1sb_release -cs) stable" | sudo tee /etc/apt/sources.|ist.d/ docker.
list > /dev/null
sudo apt-get update
sudo apt-get install docker-conpose-plugin
sudo docker conpose build
sudo docker conpose up -d

Wireshark deployment
Wireshark can also be deployed to sniff the traffic inside the k8s cluster.
Steps:

krew installation (instructions here):

(

set -x; cd "$(nktenp -d)" &&

Cs="$(uname | tr '[:upper:]" '[:lower:]")" &&

ARCH="$(unane -m| sed -e 's/x86_64/and64/' -e 's/\(arm)\(64\)\?2.*/\1\2
/' -e 'slaarch64$/arng4/')" &&

KREWE" kr ew ${ OS} _${ ARCH} " &&

curl -fsSLO "https://github. conl kubernet es-sigs/krew rel eases/ | at est
/ downl oad/ ${ KREW . tar. gz" &&

tar zxvf "${KREW.tar.gz" &&

A U${KREW" install krew
)

export PATH="${ KREW ROOT: - $HOME/ . kr ew} / bi n: $PATH'

ksniff installation (instructions here):

kubect| krew install sniff

Wireshark can be deployed inside a docker container, as described in the OAM repository (wireshark
section) in O-RAN-SC.

In order to see the packets captured with “kubectl sniff* in Wireshark, a pipe needs to be created
(instructions here):

nkfifo /tnp/capture.pcap

Please make sure that the above pipe (/tmp/capture.pcap) is mounted as a volume in the
Wireshark docker container!

Configure Wireshark to capture packets from that pipe:


https://krew.sigs.k8s.io/docs/user-guide/setup/install/
https://github.com/eldadru/ksniff/blob/master/README.md
https://gerrit.o-ran-sc.org/r/gitweb?p=oam.git;a=tree;f=solution/integration/smo/common;h=718c606110538df81bada8063c6cd7f317177d44;hb=HEAD
https://wiki.wireshark.org/CaptureSetup/Pipes#way-1-mkfifo-on-un-x

Capture Options

& > C A Notsecure | 10.31.1.100:3000

File Edit View Go [&LNdRN Analyze Statistics Telephony Wireless Tools Help

Qaa_

Ctrl+K
ctrl+E

prt Destination
2022-06-08 09 4560 10.244.0.54

4283 2022-06-08 09  Capture Filters.. 57210 10.96.83.131

4284 2022-06-08 09 4560 10.244.0.54

Refresh Interfaces F5
4285 2022-06-08 0%-owror-ozuarz IOz I 57210 10.96.83.131
4286 2022-06-08 09:34:57.596622 10.96.83.131 4560 10.244.0.54
4387 2022-06-08 09:36:02.605330 10.244.0.54 57219 10.96.83.131
4388 2022-06-08 02.605436 10.96.83.131 4560 10.244.0.54
4389 2022-06-08 02.605934 10.244.0.54 57210 10.96.83.131
4390 2022-06-08 09:36:02.606008 10.96.83.131 4560 10.244.0.54
4489 2022-06-08 87.587989 10.244.0.54 57210 10.96.83.131
4490 2022-06-08 07.588041 10.96.83.131 4560 10.244.0.54
4491 2022-96-08 07.588254 10.244.0.54 57219 10.96.83.131

4492 2022-06-08 .588280 10.96.83.131 4560 10.244.0.54

Manage Interfaces:

Wizeshark - Copture Options oo
Tnput | Output | Options
Interface Tnaffic Link-layer Header Promisc snaplen
» ens3 - Ethernet v default
» dockerd — Ethernet v default
» flannel.1 Ethernet v default
» cnio Ethernet v defalt
» vethbb27ec1d — Ethernet v default
» vethad27sdae — Ethernet v default
» vethSccs3as? — Ethernet v default
» vethffdcaizb - Ethernet v default
» vethd960s355 J— Ethernet v default
» veths2fabfes — Ethernet v default
» vethfasaddaa - Ethernet v default
» vethasfesson Ethernet v default
» vethdolc1fzs — Ethernet v defalt
» veth7be7edbl - Ethernet v default .
« y
| Enable promiscuous mode on all interfaces ﬁ Manage Interfaces.
Capture filter for selected interfaces: [ [Enter o copture filter -] Compile BPFs
XClose || 3ikelp

Add a new pipe pointing to the pipe inside the mapped volume of the Wireshark docker container.

Local Interfaces | Pipes yo

Local Pipe Path
Iconfig/pcap/capture. pcap

This version of Wireshark does not save pipe settings.

X cancel || SiHelp

Select that pipe as the interface to run the capture on:

Wizeshork - Copture Options B/x
Input | output | options
Interface Traffic Link-layer Header Pronisc snaplen ~
» vethbc261f2 Ethernet v default
» vethd73fo3b3 v default
» vethboec3se? v default
» br-b159492d4ash v default
» vethi3ifbae v default
any Linux cooked v1 v default
» Loopback: lo Ethernet v default
» kube-ipvso - unknon v default
nflog Linux netfilter log messages v default
Raw IPva v default
DisplayPort AUX channel monitor capture: dpawxmon _____________ DisplayPort AUX channel monitor

Generator dependent DLT

Randon packet generator: randpk
wp

¥/ Enable promiscuous mode on all interfaces Manage Interface:

Capture filter for selected interfaces: [W[Enter a capture filt -] Compile BPFs.

Pstart X Close 5 SHelp

Start the k8s sniffer on the Pod of interest:

kubect| sniff ricxapp-rc-86f7dfd8ff-5klz8 -n ricxapp -0 /tnp/capture.pcap
# this will sniff traffic fromthe RC xApp k8s pod to the /tnp/capture.
pcap pi pe

Important: the order matters! The Wireshark capture needs to be started first, and only then the
sniffing of the traffic towards that pipe!
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