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JIRA Ticket

NONRTRIC-634 - Getting issue details... STATUS

ISTIO

Istio is a service mesh which provides a dedicated infrastructure layer that you can add to your applications. It adds capabilities like observability, traffic
management, and security, without adding them to your own code.

To populate its own service registry, Istio connects to a service discovery system. For example, if you've installed Istio on a Kubernetes cluster, then Istit
automatically detects the services and endpoints in that cluster. Using this service registry, the Envoy proxies can then direct traffic to the relevant
services.

Istio Ingress Gateway can be used as a API-Gateway to securely expose the APIs of your micro services. It can be easily configured to provide access
control for the APIs i.e. allowing you to apply policies defining who can access the APIs, what operations they are allowed to perform and much more
conditions.

The Istio API traffic management features available are: Virtual services: Configure request routing to services within the service mesh. Each virtual
service can contain a series of routing rules, that are evaluated in order. Destination rules: Configures the destination of routing rules within a virtual
service.

Destination Rule

api Versi on: networking.istio.io/vlal pha3
ki nd: DestinationRul e
nmet adat a:
nane: booki nfo-ratings
spec:
host: ratings. prod. svc.cluster.|ocal
trafficPolicy:
| oadBal ancer:
si npl e: LEAST_CONN
subset s:
- nane: testversion
| abel s:
version: v3
trafficPolicy:
| oadBal ancer:
si npl e ROUND_ROBI N

Istio provisions the DNS names and secret names for the DNS certificates based on configuration you provide. The DNS certificates provisioned are
signed by the Kubernetes CA and stored in the secrets following your configuration. Istio also manages the lifecycle of the DNS certificates, including
their rotations and regenerations.

With Mutual TLS (mTLS) the client and server both verify each other’s certificates and use them to encrypt traffic using TLS.. With Istio, you can enforce
mutual TLS automatically.

PeerAuthentication

api Version: "security.istio.iolvlbetal"
ki nd: " Peer Aut henti cation"

net adat a:
nane: “"default"
nanespace: "istio-systent
spec:
nls:

node: STRICT


https://jira.o-ran-sc.org/browse/NONRTRIC-634
https://istio.io/
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JWT

JSON Web Token (JWT) is an open standard (RFC 7519) that defines a compact and self-contained way for securely transmitting information between
parties as a JSON object.

JWT is mostly used for Authorization. Once the user is logged in, each subsequent request will include the JWT, allowing the user to access routes,
services, and resources that are permitted with that token (User context). You can pass the original jwt as an embedded jwt or pass original jwt in the http
header (Istio / IWTRule).

JWT can also contain information about the client that sent the request (client context).

We can use Istio's RequestAuthentication resource to configure JWT policies for your services.

Request Authentication

api Version: security.istio.iol/vlbetal
ki nd: Request Aut henti cation
net adat a:
nane: httpbin
namespace: foo
spec:
sel ector:
mat chLabel s:
app: httpbin
jw Rul es:
- issuer: "issuer-foo"
jwksUri: https://exanple.conl.well-known/jwks.json
api Version: security.istio.iol/vlbetal
ki nd: Aut hori zati onPolicy
net adat a:
name: httpbin
namespace: foo
spec:
sel ector:
mat chLabel s:
app: httpbin
rul es:
- from
- source:
requestPrincipals: ["*"]


https://istio.io/latest/docs/reference/config/security/jwt/

JWT can also be used for service level authorization (SLA)

Authorization Policy

api Version: security.istio.io/vlbetal
ki nd: Aut hori zationPolicy
net adat a:

name: httpbin

nanespace: foo

spec:
sel ector:
mat chLabel s:
app: httpbin
rul es:
- from
- source:
request Principals: ["*"]
- to:
- operation:
paths: ["/heal thz"]
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Use Case



1. A client makes a request on a specific port.

2. The Load Balancer listens on this port and forwards the request to one of the workers in the cluster (on the same or a

new port).

3. Inside the cluster the request is routed to the Istio IngressGateway Service whichis listening on the port the load

balancer forwards to.

4. The service forwards the request (on the same or anew port) toan Tstio IngressGateway Pod(managedbya

Deployment).

5.The IngressGateway Podisconfigured by a Gateway (Nandavirtualservice.

6. The Gateway configures the ports, protocol, and certificates.

7. The VirtualService configures routing information to find the correct Service

8. The Istio IngressGateway Pod routesthe requesttothe application Service.

9. And finally, the application Service routes the requesttoanapplication Pod(managed by a deployment).

KUBERNETES

K8S RBAC (Role Based Access Control) - supported by default in kubernetes.

K8S Service Account

Kube use service account (sa) to validate api access

SAs can be lined to a role via a binding

A default sa, with no permissions (no bindings), is created in each namespace — pods uses this namespace unless otherwise specified

Pods can be specified to run with a specific sa

The helm manger needs a SA with cluster wide permission (to be able to list installed charts etc)

However, during installation the pod running the helm install/upgrade/delete should run with a sa with only namespace permission to ensure not
other modification is made to kube objects outside the namespace

K8S RBAC - controlling access to kubernetes resources

Role and and rolebinding objects defines who (sa, user or group) is allowed to do what in the kubernetes api
Role object

© Sets permissions on resources in a specific namespace
ClusterRole object

O Sets permission on non-namespaced resources Or across namespaces
RoleBinding object

© Binds one or more Role or a ClusterRole object(s) to a user, group or service account
ClusterRoleBinding object

© Binds one or more ClusterRole object(s) to a user, group or service account
No installation requried — RBAC enabled by default

Network Policies

K8S supports Network Policy objects but a provider need to be install for the polcies to take effect, e.g. Calico

Network policies can control ingress and/or egress traffic by selecting applicable pods - bacially controlling traffic between pods and/or network
endpoints

Several providers: Calico, Cillium etc

Allow traffic from ns: kong (the gateway), nonrtric and onap
Deny traffic from any other ns



apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: np-nrt-ingress
namespace: nonrtric
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
= from:
= namespaceSelector:
matchLabels:
kubernetes. io/metadata.name: Kong
- namespaceSelector:
matchLabels:
kubernetes. io/metadata.name: onap
- namespaceSelector:
matchLabels:
kubernetes. io/metadata.name: nonrtric

KONG

Kong is Orchestration Microservice APl Gateway. Kong provides a flexible abstraction layer that securely manages communication between clients and
microservices via API. Also known as an APl Gateway, APl middleware or in some cases Service Mesh.

® Kong can be used as an API gateway:
® Hiding internal microservice structure
® Could be used as R1 API front-end

Kong acts as the service registry, keeping a record of the available target instances for the upstream services. When a target comes online, it must
register itself with Kong by sending a request to the Admin API. Each upstream service has its own ring balancer to distribute requests to the available
targets.

With client-side discovery, the client or API gateway making the request is responsible for identifying the location of the service instance and routing the
request to it. The client begins by querying the service registry to identify the location of the available instances of the service and then determines which
instance to use. See https://konghq.com/learning-center/microservices/service-discovery-in-a-microservices-architecture/

Kong datastore
Kong uses an external datastore to store its configuration such as registered APIs, Consumers and Plugins. Plugins themselves can store every bit of

information they need to be persisted, for example rate-limiting data or Consumer credentials. See https://konghg.com/fags/#:~:text=PostgreSQL%20is%
20an%?20established%20SQL%20database%20for%20use,Cassandra%200r%20Postgre SQL%2C%20Kong%20maintains%20its%20own%?20cache.


https://konghq.com/learning-center/microservices/service-discovery-in-a-microservices-architecture/
https://konghq.com/faqs/#:~:text=PostgreSQL%20is%20an%20established%20SQL%20database%20for%20use,Cassandra%20or%20PostgreSQL%2C%20Kong%20maintains%20its%20own%20cache.
https://konghq.com/faqs/#:~:text=PostgreSQL%20is%20an%20established%20SQL%20database%20for%20use,Cassandra%20or%20PostgreSQL%2C%20Kong%20maintains%20its%20own%20cache.
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https://konghq.com/blog/jwt-kong-gateway

Kube objects for Kong

echo "Create JWT KongPlugin in nonrtric namespace”
echo *
apiversion: configuration.konghq.com/vl
kind: KongPlugin
metadata:
name: app-jwt
namespace: nonrtric
plugin: jwt
* | kubectl apply -f -

echo "Create secret, public key, for pas-user IWT™
Kubectl create secret \
generic pas-jwt - noartric \
—~froa-LiteralskongCrestypesjut \
—-troa-Uiteralakeys-pas-vser” \
—-fron-Literal=algor stha=RS256 \
—-froa-Literalersa_public_key="
nizex

echo “Create ACL KongPlugin for PMS group”
acho "
apiVersion: configuration.konghq.con/v1
kind: KongPlugin
metadata:
nase: pas-group-acl
nasespace: noNrLric
plugin: acl
contig:
whitelist: [*pas-group']
" | kubectl apply ~f -

echo “Create seccret for PHS group”
Kubectl create secret \
generic pas-group-acl -n nonrtric \
~—fron-literalskongCredTypesacl \

QZaKgSYaC/n20JMY g 2

Aedren ey

wIOAGAS
0 PUBLIC KEY.

echo “Create secret, public key, for ecs-user INT™
JuBectl create secret \
generic eCs-fwt -0 nonrtric \
~~troa-literal=kongCredTypesjut \
~~from-Literalekeys"ecs-user” \

~~fron-literal=algorithashS256 \
~-froa-literalsrsa_public_keys"-——-BEGIN PUBLIC KEY-————
WP
QZIGSYAC/N2D) StoLs
3 1
9t eay
TWIDAGAB.
rrrrr 20 PUBLIC KEY~

echo “Create ACL KongPlugin for ECS group™
echo "
apiVersion: configuration.konghq.con/vi
Kind: KongPlugin
metadata:
name: ecs-group-acl
nasespace: nonrtric
plugin: act
contig:
whitelist: (‘ecs-group')
" | kubectl apply -f -

echo “Create seccret for ECS grovp”
kubectl create secret \
generic ecs-group-acl -n nenrtric \
~-fron-literalskongCredTypesacl \
==fron-literalsgroupsecs-group

echo "Create KongConsumer for pas-user”
echo *
apiversion: configuration.konghq.com/vi
kind: KongConsumer
metadata:

name: pms-user

namespace: nonrtric

annotations:

kubernetes.io/ingress.class: kong

username: pms-user
credentials:

- pms-jut

= pas-group-acl
" | kubectl apply -f -

echo "Create KongConsumer for ecs-user”
echo *
apiversion: configuration.konghq.com/vl
kind: KongConsumer
metadata:

name: ecs-user

namespace: monrtric

annotations:

kubernetes. io/ingress.class: kong

username: ecs-user
credentials:

- ecs=jwt

- ecs-group-acl
* | kubectl apply ~f -

echa “Create Lngress for A"
apiversion: extensiens/videtal

36p-Ju, pas-group-act

Kengha.con/st + *false”

st
sath

path: /at-poticy

backend:

rviceame: policmanagenentservice
rviceport: 8881

* 1 kaectl apply -f -

echa "Create ingress tor ECS”
apiVersion: extens lons/vl
King: Ingress
setadata:
sane: r1-ing-ecs
anespace: meartric
annotations
Kengha.con/plugins: a6p-jut,ecs-group-acl
Kongha.<on/steig- false”
Kumernetes. 10/ 1agress. class: ong
spec
netpr
saths:
- Bathi /data-consumer
bachens:
Servicasme: erichmentservice
serviceport: 983
path: /oata-presucer
backens:
serviceName: enricmentservice
servicedort: H83
* 1 kuecti apply ~f -

Network Policy

api Ver si on: networki ng. k8s.io/vl

ki nd: Networ kPol i cy
nmet adat a:
name: networ kpol i cy-nr
namespace: nonrtric
spec:
podSel ector: {}
pol i cyTypes:
- Ingress
ingress:
- from
- namespaceSel ector:
mat chLabel s:

kuber net es. i o/ met adat a. nane: kong

- nanespaceSel ector:
mat chLabel s:

kuber net es. i o/ net adat a. nane: onap

- nanmespaceSel ector:
mat chLabel s:

kuber net es. i o/ net adat a. nane: nonrtric

Kong Gateway JWT

api Versi on: configuration. konghg. confvl

ki nd: KongPl ugi n
net adat a:
name: app-jw -kp
nanespace: nonrtric
plugin: jw

api Version: vl




ki nd: Secret
net adat a:
name: pns-jw -sec
nanespace: nonrtric
type: Opaque
stringDat a:
kongCr edType: jw
key: pns-issuer
al gorithm RS256
rsa_public_key: |
————— BEG N PUBLI C KEY-----
M | Bl j ANBgkghki GOWOBAQEFAAOCAQBAM | BCgKCAQEAWet ud+suoz6c7elkQz7l
Jmuj ci 8zHpp4qh3nsnEL8e3Q0Kz WsLuQPcF8l OLbBoChSA+KMNI5r Ei xGABxC p
9Xr oBSgr vj DsKt pPI | BQvhy QUYRSXWhI odmiN+7wA72pTx07Jt AypPzRscSgi 007t
9dt mv50RLr 9Wph5cl +1 E9Or gWb8OKt dFRG gGHf dUEWr T/ MPw2r QUB5YRFaEQT/ i
weuQCe+Znf 2S2gVgK62u51ZFFn2VycJT1Lc Ot 9cdqr SXYZAPf VKnQ EgYvDdzFL1
x73Jkr r SEP3pf r NAbXOnc7cS/ S9Y2qgk/ | +QCR6a6XKnmk5SnW Sy XvKdYQIr gxJp
| Q DAQAB
————— END PUBLI C KEY-----

api Version: vl
ki nd: Secret
net adat a:
name: ecs-jw-sec
nanespace: nonrtric
type: Opaque
stringDat a:
kongCredType: jwt
key: ecs-issuer
al gorithm RS256
rsa_public_key: |
————— BEG N PUBLI C KEY-----
M | Bl j ANBgkghki GOWOBAQEFAACCAQAM | BCgKCAQEAL ni nz Tt Ns50qPCbg4uCl
L7M R3B+uy YvkSKr 3NFi eRCxp6Vhr godJJXYc3SgXbaTVBk Tw24wH UvJ CnoRQd
OVhSawt LkN8XNAJCi D831dKUYMIPs43ZY/ gO6CHVqQUMISH p8dn7j Nr en59dvRRS
3xClD3et XuEU01XGuLi / 5qJLAKgDbYs3bHlvsl Tj ndg1Wr'sr KUBGEI TINphSYg25
s6r SLTI Bf k8Fj KquYHW3WYVSQKIr g2nqddJ pRVWf Znaz VHTSNj QJpi Nb77VLGSx
9gDbbLj ur A 2mAGSZ+w76uKf KGgQo68SUOTL1sPybsKhAoZZglgFO6nvM n5eq5C
RQ DAQAB
————— END PUBLI C KEY-----

api Versi on: configuration. konghg. confvl
ki nd: KongPl ugi n
net adat a:
name: pns-group-acl -kp
namespace: nonrtric
pl ugi n: acl
config:
whitelist: ['pms-group']
api Version: vl
ki nd: Secret
nmet adat a:
name: pms-group-acl -sec
nanespace: nonrtric
type: Opaque
stringDat a:
kongCr edType: acl
group: pms-group
api Versi on: configuration. konghg. confvl
ki nd: KongPl ugi n
net adat a:
name: ecs-group-acl-kp
nanespace: nonrtric
pl ugi n: acl
config:
whitelist: ['ecs-group']
api Version: vl
ki nd: Secret



net adat a
nane: ecs-group-acl-sec
namespace: nonrtric
type: Opaque
stringDat a:
kongCr edType: acl
group: ecs-group
api Version: configuration. konghqg. com vl
ki nd: KongPl ugi n
net adat a
name: all-group-acl-kp
nanespace: nonrtric
plugin: ac
config:
whitelist: ['ecs-group', 'pns-group']
api Versi on: configuration. konghg. confvl
ki nd: KongConsurner
net adat a
name: pns-user-kc
namespace: nonrtric
annot ati ons:
kubernetes.io/ingress.class: kong
user name: pns-user
credential s:
- pms-jw-sec
- pns-group-acl -sec
api Version: configuration. konghq. com vl
ki nd: KongConsuner
nmet adat a
nane: ecs-user-kc
nanespace: nonrtric
annot ati ons:
kuber netes.i o/ ingress.class: kong
username: ecs-user
credential s:
- ecs-jw-sec
- ecs-group-acl -sec
api Versi on: networking. k8s.io/vl
ki nd: Ingress
net adat a
name: rl-pns-ing
namespace: nonrtric
annot ati ons:
konghqg. com pl ugi ns: app-jw - kp, pns- group- acl - kp
konghqg. com stri p-path: "fal se"
spec:
i ngressd assNane: kong
rul es:
- http:
pat hs:
- path: /al-policy
pat hType: |nplenentationSpecific
backend
service:
nane: pol i cymanagenent service
port:
nunber: 8081
api Versi on: networking. k8s.io/vl
ki nd: Ingress
net adat a
name: rl-ecs-ing
namespace: nonrtric
annot ati ons:
konghqg. coml pl ugi ns: app-jw - kp, ecs-group-acl -kp
konghqg. com stri p-path: "fal se"
spec:



i ngressd assNane: kong
rul es:
- http:
pat hs:
- path: /data-consuner
pat hType: | nplenmentationSpecific

backend:
service:
nane: enrichnentservice
port:
nurmber: 8083

- path: /data-producer
pat hType: | nplenentationSpecific
backend:
service:
nanme: enrichnentservice
port:
nunber: 8083
api Versi on: networking. k8s.io/vl
ki nd: Ingress
net adat a:
name: rl-echo-ing
namespace: nonrtric
annot ati ons:
konghq. coml pl ugi ns: app-jw -kp, al | -group-acl -kp
konghqg. conm strip-path: "true"

spec:
ingressd assNanme: kong
rul es:
- http:
pat hs:
- path: /echo
pat hType: | npl enentationSpecific
backend:
service:
nanme: httpecho
port:

nunber: 80

Kong-Gateway-JWT.zip

ISTIO Demo

1. Install ISTIO on minikube using instruction here: Istio Installation - Simplified Learning (waytoeasylearn.com)
2. cd to the istio directory and install the demo application

a. kubect!l create ns foo
b. kubect!l apply -f <(istioctl kube-inject -f sanples/httpbin/httpbin.yam) -n foo

3. Create a python script to generate a JWT token using the code from here: https://medium.com/intelligentmachines/istio-jwt-step-by-step-guide-for-
micro-services-authentication-690b170348fc . Install python_jwt using pip if it's not already installed.

4. Create jwt-example.yaml using the public key generated by the python script:
kubect| create -f jw-exanple.yani


https://wiki.o-ran-sc.org/download/attachments/57376953/Kong-Gateway-JWT.zip?version=1&modificationDate=1660905204776&api=v2
https://www.waytoeasylearn.com/learn/istio-installation/
https://medium.com/intelligentmachines/istio-jwt-step-by-step-guide-for-micro-services-authentication-690b170348fc
https://medium.com/intelligentmachines/istio-jwt-step-by-step-guide-for-micro-services-authentication-690b170348fc

jwt-example.yaml

api Version: "security.istio.iolvlbetal"
ki nd: "Request Aut henti cati on"

nmet adat a:
nane: "jw -exanple"
namespace: istio-system
spec:
sel ector:

mat chLabel s:
istio: ingressgateway
j wt Rul es:
- issuer: "Il SSUER
jwks: |
{ "keys":[{"e":"AQAB", "kty":"RSA", "n": " x_yYl 4uMbc6NHOA- bDDhOMThFggBW -
vYJr 77b9F1LmAt TI IVMDr L5KI Tf v2Dm AnD9eZPr WeUCoOGhSpe58Xi SAvxyeaOr Zht yU T3agl r Sys0YBsB19I t NGVuol uzPpWOr dt Kw
Ha9r Pbr dc6q7vb93qu2WVal z- 3FInGFt SA5t 8FK_5bZKF- 0Oz RLwgeV@Bn0Bu_dFDuGeZj QAWEZF32Qupy A- GF-
t DGGri PLy9sut | BLNQyZ4qi SZx5UWkcf Lws W QxHendwi e ZXWKWNBov 8RnbZy 2Jz - dwg6Xj HBWA] TnCGXp-
bp63nUl nELI 3LcEGhGQugZBgcpNTS5dEAQDf Q'}] }

5. Export the JWT token generated by the python script as an environment variable:
export TOKEN="eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9.
eyJhdWQIiOiJBVURJRUS5DRSIsImV4cCI6MTYzNzIINDkxNSwiaWFO0IjoxNjM3MjUxOTE1LCJIpc3MiOiJJUINVRVIILCIqdGkiOiJCcmhDdEstcC00
ZTFORIBrZmpuSmhRIiwibmJImljoxNjM3MjUxOTE1LCJIwZXJtaXNzaW9uljoicmVhZClsInJvbGUiOiJ1c2Vyliwic3Viljoiu1lVCSkVDVCJ9.
HrQCLPZXfOVkFe7JUVGXq-sHIQhVibghToG4r63py-iwHWIUL02_WfoWRoxapgqGwimDdSIt1uG8RR-
6VMgzWwGIcqBIRhFTGONmzmtQjnOUs6QAKSUpA3PYyWBIYHVO0BwWZbpo8ZqlBo-sELy400fU-
MCQ_054fSsG7IMBMmrnj8NyJmD2INNOVSFGO53SPI2tQSVIc90OwWAr8Uu0jfLPfUmh6yg43qFuxnVRBGLLPNOt29aOfAetKLc72qlphtnbDx2a9te
PSAIbKIWYIIhTytEnQRCwU4x8gDrEdkrHui4qCtzpl_uol TSwPe3AFsi7gQHB6rJoDj-j2zPc4rUTAA"

. export INGRESS_HOST=

. export INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o jsonpath="{.spec.ports[?(@.name=="http2")].nodePort}")

. Test the service:
curl --header "Authorization: Bearer $TOKEN" $INGRESS_HOST:$INGRESS_PORT/headers -s -o /dev/null -w "%{http_code}n"
9. You should get a response code of 200

10. Update the token to something invalid

11. The response will be 401

w0 ~NO®

Istio Service JWT Test

istio-test.yaml (uses the default namespace)

export TOKEN="eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9.
eyJhdWQIiOiJBVURJRUSDRSIsImV4cCI6MTYzODA40DYzOSwiaWFO0IjoxNjM3NjU2NjM5LCJIpc3MiOiJJUINVRVIILCIqdGKIOIIXMWILIAEJISTIQWnJILZ
GZuTG54V0ZBliwibmJImljoxNjM3NjU2NjM5LCIwZXItaXNzaW9uljoicmVhZClsInJvbGUiOiJ1c2Vyliwic3Viljoiu1VCSkVDVCJ9.C8zVidXpgaK-
VVhDvViCGO5SChNsUWe_WmP2Z-JXkM3VzMVQnc2w7ResUI-
098DxXQLX0jc7BZiDA74VCRRzdSXtDrBbikd9riCN1D9UVXWaCdIlvogu9b23mOp2jUP7G8FgdKTjtcyx3pPmliHH1OnDhrsQUeTMezRurBa96sRf_9XF5B_
SBXiTy65UhqzL-
kKmbaTCXWO6F5d4mJ8gPJQ4BGQdI1CMfytgORB1Tuyj72dDTetfWMStqRWONEh760AC5bDZAUhwpAUMbXTGO0Iba9MSAhimhaégrthUl_VY39Lbmbz7
W70fRV1mAI9PrDIOnwWWWobvJ-ilg93lugvGriA®

kubectl label namespace default istio-injection=enabled --overwrite

export INGRESS_HOST=$(minikube ip)

export INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -0 jsonpath="{.spec.ports[?(@.name=="http2")].nodePort})
curl --header "Authorization: Bearer $TOKEN" $INGRESS_HOST:$INGRESS_PORT/data-producer

curl --header "Authorization: Bearer $TOKEN" $INGRESS_HOST:$INGRESS_PORT/al-policy

curl --header "Authorization: Bearer $TOKEN" $INGRESS_HOST:$INGRESS_PORT/data-consumer

You can use different tokens for different deployments.

Currently we use the same token for both jwt-ecs and jwt-pms. They match on the deployment labels nonrtric-ecs and nonrtric-pms.


https://wiki.o-ran-sc.org/download/attachments/57376953/istio-test.yaml?version=1&modificationDate=1660905204730&api=v2

You can also change the token issuer to one for your particular service(s).
You can also change the expiry time.

Please refer to the python script in the link above.

You can move these objects to their own namespace if you prefer:

e.g.

kubectl create ns istio-nonrtric
namespace/istio-nonrtric created

kubectl label namespace istio-nonrtric istio-injection=enabled --overwrite
namespace/istio-nonrtric labeled

replace the default name space in the yaml above with the new ns name.

You can also update the AuthorizationPolicy to check the JWT issuer/subject

e.g.
rules:
- from:

- source:
requestPrincipals: ['ECSISSUER/SUBJECT"]

See the latest version here: istio-test-latest.yaml

Istio with Keycloak

If you are using minikube on Ubuntu WSL you need to run "minikube service keycloak" to see keycloak ui.

Run the following command to get the keycloak URLs:

KEYCLOAK_URL=http://$(minikube ip):$(kubectl get services/keycloak -0 go-template="{{(index .spec.ports 0).nodePort}})/auth &&
o"™&

echo " &&
echo "Keycloak: $KEYCLOAK_URL" &&

echo "Keycloak Admin Console: $KEYCLOAK_URL/admin" &&

echo "Keycloak Account Console: $KEYCLOAK_URL/realms/myrealm/account” &&
echo™

Retrieve public key using : http(s)://<hostname>/auth/realms/<realm name>

Enable keycloak with Istio

Setup a new realm, user and client as shown here : https://www.keycloak.org/getting-started/getting-started-kube

Note the id of the new user, this will be used as the sub field in the token e.g. 81b2051b-52d9-4e4e-88a6-00ca04b7b73d"
The iss field is url of the realm e.g. http://192.168.49.2:30869/auth/realms/myrealm

Edit the jwt-pms RequestAuthentication definition above, replace the issuer with the keycloak iss and remove the jwks field and replace it with the jwksUri
pointing to your keycloak certs


https://wiki.o-ran-sc.org/download/attachments/57376953/istio-test-latest.yaml?version=1&modificationDate=1660905204774&api=v2
https://www.keycloak.org/getting-started/getting-started-kube
http://192.168.49.2:30869/auth/realms/myrealm

RequestAuthentication

api Version: security.istio.io/vlbetal
ki nd: Request Aut henti cation
net adat a:
name: "jw-pms"
namespace: istio-nonrtric
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
j wt Rul es:
- issuer: "http://192.168. 49. 2: 30869/ aut h/ real ns/ nyr eal nf
jwksUri: "http://192.168. 49. 2: 30869/ aut h/ r eal s/ nyr eal nf pr ot ocol / openi d- connect/certs"

Modify the AuthorizationPolicy named pms-policy, change the issuer and subject to the keycloak iss/sub

AuthorizationPolicy

api Version: "security.istio.iol/vlbetal"
ki nd: "Aut hori zati onPolicy"
net adat a:
name: "pns-policy"”
namespace: istio-nonrtric
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
action: ALLOW
rul es:
- from
- source:
request Principals: ["http://192.168.49.2: 30869/ aut h/ real ns/ nyreal m 81b2051b- 52d9- 4e4e- 88a6- 00ca04b7b73d" ]

Reapply the yaml file
to generate a token use the following command:

curl -X POST "$KEYCLOAK_URL"\

-H "Content-Type: application/x-www-form-urlencoded” \
-d "username=$USERNAME" \

-d "password=$PASSWORD" \

-d 'grant_type=password' \

-d "client_id=$CLIENT_ID" | jq -r .access_token'

e.g.

curl -X POST http://192.168.49.2:30869/auth/realms/myrealm/protocol/openid-connect/token \
-H "Content-Type: application/x-www-form-urlencoded" \

-d "username=user" \

-d "password=secret" \

-d 'grant_type=password' \

-d "client_id=myclient" | jq -r ".access_token'

Note: you may need to install the jq utility on your system for this to work - sudo apt-get install jq

Test the al-policy service with your new token

TOKEN=$(curl -X POST http://192.168.49.2:30869/auth/realms/myrealm/protocol/openid-connect/token -H “Content-Type: application/x-www-form-
urlencoded" -d username=user -d password=secret -d 'grant_type=password' -d client_id=myclient | jq -r .access_token")


http://192.168.49.2:30869/auth/realms/myrealm/protocol/openid-connect/token
http://192.168.49.2:30869/auth/realms/myrealm/protocol/openid-connect/token

curl --header "Authorization: Bearer $TOKEN" $INGRESS_HOST:$INGRESS_PORT/al-policy
Hello al-policy

Note: The iss of the token will differ depending on how you retrieve it. If it's retrieved from within the cluster for URL will start with http://keycloak.default:
8080/ otherwise it will be something like : http://192.168.49.2:31560/ (http://(minikube ip): (keycloak service nodePort))

Keycloak database
Keycloak uses the H2 database by default.
To configure keycloak to use a different database follow these steps.

1. Install either postgres or mariadb using these yaml files: postgres.yaml or mariadb.yaml. These will setup the keycloak db along with the
username and password. You just need to change the directory for your persistent storage to an appropiate directory on your host.
2. Update the keycloak installation script https://raw.githubusercontent.com/keycloak/keycloak-quickstarts/latest/kubernetes-examples/keycloak.yaml

Keycloak Environment

env:
- nanme: KEYCLOAK_USER
val ue: "adm n"
- nanme: KEYCLOAK PASSWORD
val ue: "adm n"
- nane: PROXY_ADDRESS_FORWARDI NG
val ue: "true"
- nanme: DB_VENDOR
val ue: "postgres"
- nanme: DB_ADDR
val ue: "postgres”
- nanme: DB _PORT
val ue: "5432"
- nane: DB_DATABASE
val ue: "keycl oak"
- nanme: DB_USER
val ue: "keycl oak"
- nanme : DB_PASSWORD
val ue: "keycl oak"

You can also add the following code block to make sure keycloak only start once the database is up and running

Wait For Database

initContainers:
- nanme: init-postgres
i mge: busybox
comand: ['sh', '-c', "until nc -vz postgres 5432; do echo waiting for postgres db; sleep 2; done;']

Note: you may also want to update the keycloak service to specify a value for nodePort.


http://keycloak.default:8080/
http://keycloak.default:8080/
http://192.168.49.2:31560/
https://wiki.o-ran-sc.org/download/attachments/57376953/postgres.yaml?version=1&modificationDate=1660905204697&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/mariadb.yaml?version=1&modificationDate=1660905204764&api=v2
https://raw.githubusercontent.com/keycloak/keycloak-quickstarts/latest/kubernetes-examples/keycloak.yaml

Keycloak Service

api Version: vl
ki nd: Service

net adat a:
nane: keycl oak
| abel s:
app: keycl oak
spec:
ports:
- nane: http
port: 8080

targetPort: 8080

nodePort: 31560
sel ector:

app: keycl oak
type: LoadBal ancer

You can also add a wait for keycloak to your deployment containers

Wait for Keycloak

spec:
initContainers:
- nane: init-keycl oak
i mage: busybox
command: ['sh', '-c', 'until nc -vz keycl oak.default 8080; do echo waiting for keycloak; sleep 2;
done; ']
cont ai ners:
- nane: al-policy
i mge: hashi corp/http-echo
ports:
- containerPort: 5678
args:
- -text
"Hell o al-policy"

See also: keycloak.yaml

Keycloak Operator
Keycloak Operator Installation

Keycloak Operator

Istio mTLS

Test: Istio / Mutual TLS Migration

To see mTLS in kiali go to the display menu and check the security check box.


https://wiki.o-ran-sc.org/download/attachments/57376953/keycloak.yaml?version=1&modificationDate=1660905204687&api=v2
https://www.keycloak.org/operator/installation
https://operatorhub.io/operator/keycloak-operator
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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PeerAuthentication

api Version: security.istio.io/vlbetal
ki nd: Peer Aut henti cation
nmet adat a:

nane: “"default"

namespace: istio-nonrtric
spec:

nls:

node: STRICT

Change the mode to PERMISSIVE to allow communication from pods without istio sidecar.

Change namespace to istio-system to apply mTLS for the entire cluster.

Istio cert manager

https://istio.io/latest/docs/ops/integrations/certmanager/

Go Http Request Handler for Testing

nonrtric-server-go

nonrtric-server-go


https://istio.io/latest/docs/ops/integrations/certmanager/

package main

inport (
"t
"] og"
"gi thub. coml goril | a/ nux"
"net/http"
"encodi ng/j son"
"iolioutil"
"strings"

)

func request Handl er (w http. ResponseWiter, r *http. Request) {
w. Header (). Set (" Cont ent - Type", "application/json")
paranms : = nux.Vars(r)
var id = parans["id"]
var data = parans["data"]
var prefix = strings.Split(r.URL.Path, "/")[1]

switch r.Method {

case "GET":
ifid==""{
fm.Println( "Received get request for "+ prefix +", params: nil\n")
fm.Fprintf(w, "Response to get request for "+ prefix +", parans: nil\n")
telse {
fm.Println("Received get request for "+ prefix +", parans: id=" + id + "\n")
fm.Fprintf(w, "Response to get request for "+ prefix +", parans: id=" +id +
"\'n")
}
case "POST":
body, err := ioutil.ReadAll (r.Body)
if err I=nil {
panic(err.Error())
}
keyVal := make(map[string]string)

j son. Unmar shal (body, &keyVal)

id:= keyVval["id"]

data : = keyVal ["data"]

fm.Println("Received post request for "+ prefix +", parans: id=" + id +", data="
data + "\n")

fm.Fprintf(w, "Response to post request for "+ prefix +", parans: id=" +id +",
+ data + "\n")

case "PUT":

fm.Println("Received put request for "+ prefix +", paranms: id=" + id +", data="

+ "\'n")

fm.Fprintf(w, "Response to put request for "+ prefix +", parans: id=" + id +", data="

+ data + "\n")
case "DELETE":
fm.Println("Received delete request for "+ prefix +", parans: id=" +id + "\n")

fm.Fprintf(w, "Response to delete request for "+ prefix +", parans: id=" +id + "\n")

defaul t:

fm.Println("Received request for unsupported nethod, only GET, POST, PUT and DELETE

met hods are supported.™)
fmt.Fprintf(w, "Error, only GET, POST, PUT and DELETE nethods are supported.")

}
}
func main() {
router := rmux. NewRout er ()
var prefixArray [3]string = [3]string{"/al-policy", "/data-consuner", "/data-producer"}
for _, prefix :=range prefixArray {

rout er. Handl eFunc(prefix, requestHandl er)

rout er. Handl eFunc(prefix+"/{id}", requestHandl er)

rout er. Handl eFunc(prefix+"/{id}/{data}", requestHandl er)
}

| og. Fatal (http.Li stenAndServe(":8080", router))



Dockerfile

FROM gol ang: 1. 15. 2-al pi ne3. 12 as build
RUN apk add git

RUN nkdir /build

ADD . /build

WORKDI R / bui | d

RUN go get github.confgorillalnmux

RUN go build -o nonrtric-server-go .

FROM al pi ne: | at est
RUN nkdir /app
WORKDI R / app/

# Copy the Pre-built binary file fromthe previous stage
COPY --fronvbuild /build .

# Expose port 8080
EXPCSE 8080

# Run Execut abl e
CVD ["/app/ nonrtric-server-go"]

Testing

Update AuthorizationPolicy to only allow certain operations:

AuthorizationPolicy

api Version: "security.istio.iol/vlbetal"
ki nd: "Aut hori zati onPolicy"
net adat a:
nane: "pms-policy"
namespace: istio-nonrtric
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
action: ALLOW
rul es:
- from
- source:
request Principals: ["http://192.168.49. 2: 31560/ aut h/ r eal s/ pnsr eal nf f ab53f dO- 3315- 4e2f - bd17-
6984f b7745f 2"]
to:
- operation:
net hods: ["GET", "POST", "PUT"]
paths: ["/al-policy*"]



AuthorizationPolicy

api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"

net adat a:
nane: "ics-policy"
namespace: istio-nonrtric
spec:
sel ector:

mat chLabel s:
apptype: nonrtric-ics
action: ALLOW
rul es:
- from
- source:
requestPrincipals: ["http://192.168.49. 2: 31560/ aut h/ real ms/i csreal nl ad83e4dea- c114- 4549- be29-
b3aaf 92148a5"]
to:
- operation:
net hods: ["GET", "PUT", "DELETE"]
paths: ["/data-*"]

Shell script to test AuthorizationPolicy

service_exposure_tests.sh



#!/ bi n/ bash

I NGRESS_HOST=$( i ni kube i p)

I NGRESS_PORT=$( kubect| -n istio-systemget service istio-ingressgateway -o jsonpath='{.spec.ports[?(@ nane=="
http2")].nodePort}"')

TESTS=0

PASSED=0

FAI LED=0

TEST_TS=$(dat e +%--9d)

TOKEN=""

function get_token

{
local prefix="${1}"
url ="http://192. 168. 49. 2: 31560/ aut h/ r eal ns"
if [[ "$prefix" =~ "al-policy* ]]; then
TOKEN=$(curl -s -X POST ${url}/pnsreal mf protocol /openi d-connect/token -H\
"Cont ent - Type: application/x-ww-formurl encoded" -d usernane=pnsuser -d password=secret \
-d 'grant_type=password' -d client_id=pnsclient | jg -r '.access_token")
el se
TOKEN=$(curl -s -X POST $url/icsreal m protocol/openid-connect/token -H \
"Content - Type: application/x-ww-formurl encoded" -d usernane=i csuser -d password=secret \
-d 'grant _type=password' -d client_id=icsclient | jg -r '.access_token')
fi
}

function run_test
{
local prefix="${1}" type=%${2} nsg="9${3}" dat a=${4}
TESTS=$( ( TESTS+1))
echo "Test ${TESTS}: Testing $type /${prefix}"
get _token $prefix
ur | =$1 NGRESS_HOST: $I NGRESS_PORT"/ " $pr ef i x
if [ "$data" !'="" ]; then
result=$(curl -s -X ${type} -H "Content-type: application/json" -H "Authorization: Bearer $TOKEN' -d
${data} $url)
el se
result=$(curl -s -X ${type} -H "Content-type: application/json" -H "Authorization: Bearer $TOKEN' $url)

fi
echo $result
if [ "$result” !'= "$msg" ]; then
echo "FAI L"
FAI LED=$( ( FAI LED+1))
el se
echo "PASS"
PASSED=$( ( PASSED+1) )
fi
echo ""

run_test "al-policy" "GET" "Received get request for al-policy, params: nil"

run_test "al-policy/1001" "GET" "Received get request for al-policy, parans: id=1001"
run_test "al-policy/1002/xyz" "PUT" "Received put request for al-policy, parans: id=1002, data=xyz" ""
run_test "al-policy/1001" "DELETE' "RBAC. access denied" ""

run_test "al-policy" "POST" "Received post request for al-policy, parans: id=1003, data=abc" '{"id":"1003","
data":"abc"}'

run_test "data-consuner"” "GET" "Received get request for data-consuner, params: nil"
run_test "data-consuner/3001" "DELETE" "Received del ete request for data-consumer, parans: id=3001"
run_test "data-producer/2001/xyz" "PUT" "Received put request for data-producer, paranms: id=2001, data=xyz"
run_test "data-consuner” "POST" "RBAC. access denied" '{"id":"1004","data":"abc"}"'

run_test "data-producer" "POST" "RBAC. access denied" '{"id":"1005","data":"abc"}"'

echo

echo "Nunmber of Tests: $TESTS, Tests Passed: $PASSED, Tests Fail ed: $FAI LED'
echo "Date: $TEST_TS"
(1o o B e e e "



Results:

Jservice_exposure_tests.sh

Test 1: Testing /al-policy GET

Received get request for al-policy, params: nil
PASS

Test 2: Testing /al-policy/1001 GET
Received get request for al-policy, params: id=1001
PASS

Test 3: Testing /al-policy/1002/xyz PUT
Received put request for al-policy, params: id=1002, data=xyz
PASS

Test 4: Testing /al-policy/1001 DELETE
RBAC: access denied
PASS

Test 5: Testing /al-policy POST
Received post request for al-policy, params: id=1003, data=abc
PASS

Test 6: Testing /data-consumer GET
Received get request for data-consumer, params: nil
PASS

Test 7: Testing /data-consumer/3001 DELETE
Received delete request for data-consumer, params: id=3001
PASS

Test 8: Testing /data-producer/2001/xyz PUT
Received put request for data-producer, params: id=2001, data=xyz
PASS

Test 9: Testing /data-consumer POST
RBAC: access denied
PASS

Test 10: Testing /data-producer POST
RBAC: access denied
PASS

Number of Tests: 10, Tests Passed: 10, Tests Failed: 0
Date: 2021-12-06-14:48:33

Go Http Client for running inside cluster

nonrtric-client-go

nonrtric-client-go
package nain

i mport (
"fntt
"net/http"
"net/url"
"encodi ng/j son"
"time"
"iolioutil"
"mat h/ rand"
"strings"
"byt es"
"strconv"
"flag"



type Jwttoken struct {

Access_t oken string
Expires_in int
Refresh_expires_in int
Refresh_t oken string
Token_type string

Not _before_policy int

Session_state string

Scope string

var gatewayHost string

var gatewayPort string

var keycl oakHost string

var keycl oakPort string

var useGateway string

var letters = []rune("abcdef ghijkl mopqgr st uvwxyzABCDEFGH JKLMNOPQRSTUVWKYZ")

func randSeq(n int) string {

b := make([]rune, n)
for i :=range b {

b[i] = letters[rand.Intn(len(letters))]
}

return string(b)

func get Token(user string, password string, clientld string, real mName string) string {
keycl oakUrl := "http://"+keycl oakHost +": " +keycl oakPort +"/ aut h/ r eal ns/ " +r eal nNane+"/ pr ot ocol / openi d- connect
/t oken"
resp, err := http. PostForn{keycl oakUrl,
url.Val ues{"usernane": {user}, "password": {password}, "grant_type": {"password"}, "client_id":
{clientld}})
if err I=nil {
fm.Println(err)
pani c("Somet hing wong with the credentials or url ")
}
def er resp. Body. Cl ose()
body, err := ioutil.ReadAll (resp. Body)
var jwt Jwttoken
j son. Unmar shal ([] byt e(body), & w)
return jw.Access_token;

func MakeRequest(client *http.Client, prefix string, method string, ch chan<-string) {
var id = rand. | ntn(1000)
var data = randSeq(10)
var service = strings.Split(prefix, "/")[1]
var gatewayUrl = "http://"+gatewayHost +":" +gat ewayPort
var token = ""
var jsonValue []byte = []byte{}
var restUl string = ""

if strings. ToUpper(useGateway) != "Y" {
gatewayUrl = "http://"+service+".istio-nonrtric:80"
//fnt.Println(gatewayUrl)
}
if service == "al-policy" {
token = get Token("pnsuser", "secret","pnsclient", "pnsreal ni)
}el se{
token = get Token("icsuser", "secret","icsclient", "icsrealnt)
}
if method == "POST" {
val ues := map[string]string{"id": strconv.ltoa(id), "data": data}
jsonValue, _ = json.Mrshal (val ues)
restUrl = gatewayUr| +prefix

} else if nmethod == "PUT" {



restUrl = gatewayUr| +prefix+"/"+strconv.|toa(id)+"/"+data
} else {
restUrl = gatewayUr | +prefix+"/"+strconv. |toa(id)

}

req, err := http. NewRequest (nethod, restUrl, bytes. NewBuffer(jsonValue))
if err I=nil {
fm.Printf("CGot error %", err.Error())

}
req. Header. Set (" Content-type", "application/json")
req. Header . Set (" Aut hori zati on", "Bearer "+token)
resp, err := client.Do(req)
if err I=nil {
fm.Printf("Got error %", err.Error())
}
def er resp. Body. O ose()
body, _ := ioutil.ReadAll (resp. Body)
respString := string(body[:])
if respString == "RBAC. access denied"{
respString += " for "+service+" "+strings. ToLower (nethod)+" request\n"
}

ch <- fnt.Sprintf("%", respString)

func main() {
flag. StringVar (&gat ewayHost, "gatewayHost", "192.168.49.2", "Gateway Host")

flag. StringVar (&gatewayPort, "gatewayPort" , "32162", "Gateway Port")

flag. StringVar (&eycl oakHost, "keycl oakHost", "192.168.49.2", "Keycl oak Host")

flag. StringVar (&eycl oakPort, "keycloakPort" , "31560", "Keycloak Port")

flag. StringVar (&useGat eway, "useGateway" , "Y', "Connect to services hrough APl gateway")

fl ag. Parse()

client := &ttp.dient{
Ti meout: tine.Second * 10,

}
ch : = make(chan string)
var prefixArray [3]string = [3]string{"/al-policy", "/data-consuner", "/data-producer"}
var nmethodArray [4]string = [4]string{"CET", "POST", "PUT", "DELETE"}
for true {
for _,prefix := range prefixArray{
for _,method : = range nethodArray{
go MakeRequest(client, prefix, nethod, ch)
}
}
for i :=0; i <len(prefixArray); i++ {
for j :=0; j <len(methodArray); j++ {
fmt.Println(<-ch)
}
}
time. Sl eep(30 * tine. Second)
}



Dockerfile

FROM gol ang: 1. 15. 2-al pi ne3. 12 as build
RUN apk add git

RUN nkdir /build

ADD . /build

WORKDI R / bui | d

RUN go build -o nonrtric-client-go .

FROM al pi ne: | at est
RUN nkdir /app
WORKDI R / app/

# Copy the Pre-built binary file fromthe previous stage
COPY --fronvbuild /build .

# Expose port 8080
EXPCSE 8080

# Run Execut abl e
ENTRYPO NT [ "/app/nonrtric-client-go", \
"-gatewayHost", "istio-ingressgateway.istio-systent, \
"-gatewayPort", "80", \
"-keycl oakHost", "keycloak.default", \
"-keycl oakPort", "8080", \
"-useGat eway", "N' ]

Update AuthorizationPolicy



AuthorizationPolicy

api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"

net adat a:
nane: "ics-policy"
namespace: istio-nonrtric
spec:
sel ector:

mat chLabel s:
apptype: nonrtric-ics
action: ALLOW
rul es:
- from
- source:
nanmespaces: ["default"]
to:
- operation:
met hods: ["GET", "POST", "PUT", "DELETE"]
paths: ["/data-*"]
hosts: ["data-consuner*", "data-producer*"]
ports: ["8080"]
api Version: "security.istio.io/vlbetal"
ki nd: " Authori zationPolicy"
net adat a:
name: "pns-policy"
nanespace: istio-nonrtric
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
action: ALLOW

rul es:
- from
- source:
principals: ["cluster.local/ns/default/salgoclient"]
to:
- operation:

net hods: ["GET", "POST", "PUT", "DELETE"]
paths: ["/al-policy*"]
hosts: ["al-policy*"]
ports: ["8080"]
when:
- key: request.auth.clainms[preferred_usernane]
val ues: ["pnsuser"]
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Request are sent from the nonrtric-client-go pod to the services directly from within the cluster.

In the above example I'm using principals and namespaces for authorization.

Both of these require MTLS to be enabled.

If istio is not enabled for the client you can inject the individual pod with the istio proxy : istioctl kube-inject -f client.yaml | kubectl apply -f -
| have also included a "when" condition which checks one of the JWT fields, in this case "preferred_username": "icsuser".

The hosts and ports fields refer to the destination host(s) and post(s).

To use JWT inside the cluster you need to update the RequestAuthentication policy to include the internal address for the jwksUri

jwtRules

j wt Rul es:
- issuer: "http://192.168.49. 2: 31560/ aut h/ real ns/ prsr eal ni'
jwksUri: "http://192.168. 49. 2: 31560/ aut h/ r eal s/ pnsr eal nf pr ot ocol / openi d- connect/certs"
- issuer: "http://keycl oak. defaul t: 8080/ aut h/ real ns/ prnsreal ni
jwksUri: "http://keycl oak. def aul t: 8080/ aut h/ r eal ms/ pnsr eal ni pr ot ocol / openi d- connect/certs"

You also need to update the AuthorizationPolicy to include the internal source



Rules

rul es:
- from
- source:
request Principals: ["http://192.168.49.2: 31560/ aut h/real ms/ pnsr eal nf f ab53f d0- 3315- 4e2f - bd17-
6984f b7745f 2"]
- source:
request Principals: ["http://keycl oak. defaul t: 8080/ aut h/ real ns/ pnsr eal nmf f ab53f dO- 3315- 4e2f - bd17-
6984f b7745f 2"]
to:
- operation:
nmet hods: ["CET", "POST", "PUT", "DELETE']
paths: ["/al-policy*"]

You can change the contents (fields) of your JWT token by using client mappers.

Create a new roles pms_admin

The assign the role to your user: role mapping(tab) available roles add selected

Then in you client select mappers create Mapper Type: User Realm Role, Token claim name : role
The following field will be added to your JWT:

"role": [

‘]'pms_admin"

you can then use this in you when clause to alow/block access to cetain endpoints:

- key: request.auth.claimsfrole]
values: ["pms_admin"]

Create another role pms_viewer and assign it to a second user pmsuser2

We can then configure the AuthorizationPolicy to grant differnt access to different roles



AuthorizationPolicy

api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"
net adat a:
nane: "pms-policy"
namespace: istio-nonrtric
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
action: ALLOW
rul es:
- from
- source:
request Principals: ["http://192.168.49. 2: 31560/ aut h/ r eal s/ pnsr eal nf f ab53f dO- 3315- 4e2f - bd17-
6984f b7745f 2"]
- source:
request Principals: ["http://keycl oak. defaul t: 8080/ aut h/ real ns/ psr eal m f ab53f d0- 3315- 4e2f - bd17-
6984f b7745f 2"]
to:
- operation:
net hods: ["GET", "POST", "PUT", "DELETE"]
paths: ["/al-policy*"]
when:
- key: request.auth.clainms[role]
val ues: ["pns_adm n"]
- from
- source:
requestPrincipals: ["http://192.168. 49. 2: 31560/ aut h/ r eal ms/ prsr eal n1 f 96255ec- d553- 4c2e- b106-
0ed586ccab70"]
- source:
request Principals: ["http://keycl oak. defaul t: 8080/ aut h/ real nms/ pnsreal m f 96255ec- d553- 4c2e- b106-
0ed586ccab70"]
to:
- operation:
met hods: ["GET"]
paths: ["/al-policy*"]
when:
- key: request.auth.clainms[role]
val ues: ["pns_viewer"]

pms_admin role:

Test 1: Testing GET /al-policy
Received get request for al-policy, params: nil

Test 2: Testing GET /al-policy/1001
Received get request for al-policy, params: id=1001

Test 3: Testing PUT /al-policy/1002/xyz
Received put request for al-policy, params: id=1002, data=xyz

Test 4: Testing DELETE /al-policy/1001
Received delete request for al-policy, params: id=1001

Test 5: Testing POST /al-policy
Received post request for al-policy, params: id=1003, data=abc

pms_viewer role:

Test 1: Testing GET /al-policy
Received get request for al-policy, params: nil

Test 2: Testing GET /al-policy/1001
Received get request for al-policy, params: id=1001

Test 3: Testing PUT /al-policy/1002/xyz
RBAC: access denied



Test 4: Testing DELETE /al-policy/1001
RBAC: access denied

Test 5: Testing POST /al-policy
RBAC: access denied

You can also leave out the from clause and just use to and when in the rules:

Rules

rul es:
- to:
- operation:
met hods: ["CET", "POST", "PUT", "DELETE']
paths: ["/al-policy*"]
when:
- key: request.auth.clainms[role]
val ues: ["pns_admi n"]
- to:
- operation:
met hods: ["GET"]
paths: ["/al-policy*"]
when:
- key: request.auth.clainms[role]
val ues: ["pns_viewer"]

Further details on authorization policies are avaiable here
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@B istio-nonrtric

Istio network policy is enforced at the pod level (in the Envoy proxy), in user-space, (layer 7), as opposed to Kubernetes network policy, which is in kernel-
space (layer 4), and is enforced on the host. By operating at application layer, Istio has a richer set of attributes to express and enforce policy in the
protocols it understands (e.g. HTTP headers).

Istio Network Policy

Grafana
Istio also comes with grafana, to start it run : istioctl dashboard grafana
This will bring up the grafana home page

From the side menu select dashboards Manage


https://istio.io/latest/docs/reference/config/security/authorization-policy/
https://blog.aquasec.com/istio-kubernetes-security-zero-trust-networking

The istio dashboards are installed by default

Dashboards

Istio Control Plane Dashboard
O

Istio Mesh Dashboard
[

Istio Performance Dashboard

[0 istio

Istio Service Dashboard

[}

» General
» Client Workloads

~ Service Workloads

Incoming Requests By Destination Workload And Response Code
4 ops/s

3 ops/s

1 ops

Ocps/s

stio-nonriric * 403 ( i@ mTLS)

You can elasticsearch as a datasource to grafana.
Add the URL for your elasticsearch instance.

Set basic auth to on.

Add your elasticsearch username and password.
Add your index name (e.g. logstash-*)

Set the version to 7.10+

Set Max concurrent shard requests to 1

Save and test.

You data source is now setup.

Mew Folder

destination

SERVICE WORKLDADS

Incoming Success Rate (non-5xx responses) By Destination Workload

0928




To view the data being collected, download the grafana elasticseach dashboard and import it.
This does not really work for a single shard instance like the one we are using.

See also: Grafana playground

Prometheus

Start the prometheus dashboard by running: istioctl dashboard prometheus

See the following link on Querying Metrics from Prometheus for more information.

You can setup your own dashboard in grafana to view these metrics if the default dashboards don't meet your needs.

You can also insert your own customer metrics into your code: INSTRUMENTING A GO APPLICATION FOR PROMETHEUS


https://play.grafana.org/
https://istio.io/latest/docs/tasks/observability/metrics/querying-metrics/
https://prometheus.io/docs/guides/go-application/

Code Snippet

inport (
"gi t hub. cont pr onet heus/ cl i ent _gol ang/ pr onet heus"
"gi t hub. cont pr onet heus/ cl i ent _gol ang/ pr onet heus/ pr omht t p"

var (
regDuration = promet heus. NewH st ogranVec( pronet heus. H st ogr anOpt s{
Nane: "rapp_http_request _duration_seconds",
Hel p: "Duration of the last request call.",
Buckets: []float64{0.05, 0.1, 0.25, 0.5, 1, 2.5, 5, 10},
}, [1string{"app", "func", "handler", "nethod", "code"})
regByt es = pronet heus. NewSunmar yVec( pronet heus. Summar yOpt s{
Nane: "rapp_bytes_summary",
Hel p: "Summary of bytes transferred over http",
}, [1string{"app", "func", "handler", "nethod", "code"})

)

func get Token() string {
resp : = &http. Response{}

timer := pronetheus. NewTi mer ( promet heus. Cbserver Func(func(v fl oat64) {
reqDur ati on. Wt hLabel Val ues("rapp-jwt-invoker", "getToken", resp.Request.URL.Path, resp.
Request . Met hod,
resp. Status). Cbserve(v)
)
defer tinmer.QoserveDuration()
resp, err = http. PostForn({keycl oakUrl, url.Values{"client_assertion_type":
{client_assertion_type},
"client_assertion": {client_assertion},
"grant _type": {"client_credentials"},
"client_id": {clientld}, "scope": {scope}})

if err I=nil {
fm.Printin(err)
pani c("Somet hing wong with the credentials or url ")

}

def er resp. Body. C ose()
body, err := ioutil.ReadAll (resp. Body)
json. Unmar shal ([] byt e(body), & wt)
regByt es. Wt hLabel Val ues("rapp-jwt-i nvoker", "getToken", resp.Request.URL.Path, resp.Request.
Met hod,
resp. Status). Observe(fl oat64(resp. ContentLength))

}

func main() {
pronet heus. Regi st er (reqDur ati on)
pronet heus. Regi st er (reqByt es)
http. Handl e("/ metrics", pronmhttp.Handl er())
go func() {
http. Li stenAndServe(":9000", nil)
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Lastly you need to update the scrape_configs section in prometheus.yaml

scrape_configs:

- job_name: rapp

scrape_interval: 10s
metrics_path: /metrics
static_configs:

- targets:

- rapp-jwt-invoker.istio-nonrtric:80

You can then create your own dashboard in grafana using these metrics: rapps-requests.json


https://wiki.o-ran-sc.org/download/attachments/57376953/rapps-requests.json?version=1&modificationDate=1660905204716&api=v2

OAuth2 Proxy

Welcome to OAuth2 Proxy | OAuth2 Proxy (oauth2-proxy.github.io)

Calico network policy

https://docs.projectcalico.org/security/calico-network-policy
Calico can be used with Istio to enforce network policies : Enforce Calico network policy using Istio

For example we can limit connections to the keycloak database to only pods using the keycloak service account

GlobalNetworkPolicy

api Version: projectcalico.org/v3
ki nd: G obal Net wor kPol i cy
net adat a:
name: postgres
spec:
selector: app == 'postgres'
i ngress:
- action: Alow
sour ce:
servi ceAccount s:
names: ["keycl oak"]
egress:
- action: Alow

Following the example in the link above | installed the test application in a separate namespace (calico-test). Using curl | was able to access the database
prior to applying the GlobalNetworkPolicy. After applying the policy the request timed out rather than return a 403 forbidden message.

Logging

Elasticsearch

We can use elasticsearch, kibana and fluentd to aggregate and visualize the kubernetes logs.
You can use the following files to setup a single node ELK stack on minikube

elastic.yaml

kibana.yaml

fluentd-rbac.yaml

fluentd-daemonset.yaml

Latest version of files (8.1.2)

elastic-8.1.2.yaml

kibana-8.1.2.yaml

fluentd.yaml

® elastic.yaml includes a persistence volume that mounts the /usr/share/elasticsearch/data directory to a host path. This prevents loss of data when
the pod is restarted. (You may ned to change the hostPath path value to a directory on your own host)

Both elastic.yaml and kibana.yaml contain a config map for configuring the component on start up.

xpack.security.enabled is set to true to enable security.

This is a single-node minkube setup, you may want to alter this for your own installation.

elastic-8.1.2.yaml and kibana-8.1.2.yaml use the most up to date images.

fluentd.yaml combines fluentd-rbac.yaml and fluentd-daemonset.yaml into 1 file and includes certificte configuration for version 8.1.2.


https://oauth2-proxy.github.io/oauth2-proxy/
https://docs.projectcalico.org/security/calico-network-policy
https://docs.projectcalico.org/security/tutorials/app-layer-policy/enforce-policy-istio
https://wiki.o-ran-sc.org/download/attachments/57376953/elastic.yaml?version=1&modificationDate=1660905204736&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/kibana.yaml?version=1&modificationDate=1660905204734&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/fluentd-rbac.yaml?version=1&modificationDate=1660905204748&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/fluentd-daemonset.yaml?version=1&modificationDate=1660905204732&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/elastic-8.1.2.yaml?version=1&modificationDate=1660905204702&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/kibana-8.1.2.yaml?version=1&modificationDate=1660905204708&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/fluentd.yaml?version=1&modificationDate=1660905204704&api=v2

® They all add additional persistent volumes for storing the keys/certificates - please modify these values to suit your own requirements.

Please ensure to create the logging namespace before applying these files.

Once elasticsearch is up and running, log into kibana and create a new index for the logstash-* pipeline.

Once this is done use the discover tab to create a query against your logs:

Select the timeStamp, kubernetes.container_image, log and kuberentes.label.app for you fields

Use the filters input textbox to only show the logs you want log : Received and kubernetes.container_image : nonrtric-server-go
Change the date field to the last 15 minutes.

Save your query.

This will produce a report like the following:

E - Discover | nonrtric-server-queryl @-
i . N . ]
Filters og: Receaivad and kubernetes.container_image : nanrtric-server-go KaL ’:‘ s Last 15 minutes Shaw dates
@3 + Add filter
s 5 ; 5 ;
logstash-* W Jan 17, 2022 © 16:09:57.976 - Jan 17, 2022 @ 16:24.57.976 —  Auto ~
£

Selected fields

t kuberneles.cont..

t kubernetes.label.

~
=] 5
t log
Er ‘

Count

Available fields L 0 ) . —— h i X N s i i
- 167100 161200 161300 761400 G500 161600 16700 167800 16700 16:20:00 16200 16:22:00 152300 16:24:00
d Pooular @timestamp per 30 seconds
ot oExE

kubernetes.container_image kubernetes.labels.app

- t HOSTNAME Time log
un]

t _id > Jan 17, 2922 © 16:24:52.601 nonrtric-server-go:latest Received get request for dete-producer, params: id= data-producer
ly} 18

t _index
o 3 Jan 17, 2822 @ 16:24:52.608 nonrlric server go:lalesl  Received deleie requesl Tor a1 policy, params: id=9 a7 policy

t dockarcontainer_id 75
3 .
¢ wubemetes ost 3 Jan 14, P827 © 16:24:57 588 nonrtric-sarvar-qo:latest Received get request for data-consurer, params: 1d  data-consumer

973

= t kubernetes.labels.ap...

This shows the number of requests made to the nonrtric-server-go.
Go to the visualize tab.

Here you can create different charts to display your data and then add them to a dashboard.
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Here you can see 3 graphs, the first one shows the number of requests received by each NONRTRIC componet in he last 60 minutes.

The second one is a histogram showing the total number of requests broken down by timeStamp.

The last one is a pie chart showing the distribution of requests across components.

Click the Dev tools tab to use the elasticsearch console

Run GET /_cat/indices?v to see the list of indices currently in use

Console Search Profiler Grok Debugger

1 GET _search

2+ {

3~ "query": {

4 | "match_all": {}
5+ '}

6=}

7

8 GET /_cat/indices?vl

> 2

health status index uuid
.deleted store.size pri.store.size
yellow open logstash-2022.01.19 fCY9TeIBTC-1lvPwlgMi6ew
e 43.8mb 43.8mb

green open .security-7 EMFHcywtT1G1BwWBSF13mjQ

38 104.5kb 104.5kb
yellow open  logstash-2022.01.18 v_cirlE3SvuMgSPUjTOj2Q
e 173.3mb 173.3mb
green open .kibana_task_manager DIw7qCwyQSWyHQ89@1lutGg
e 13kb 13kb
green open .kibana_1 ZQLYe44kSouyN55g1z4meA
g 64.8kb 64.8kb

You can delete indices that are no longer required by running the following command:

DELETE /<index name> e.g. DELETE /logstash-2022.01.18

You can create a policy to remove logstash indices older than 1 day

pri rep docs.count docs

1

1

1 79713
e 38
1 720024
] 2
e 17



Delete logstash indices policy

PUT /_i | m policy/ cl eanup_policy

{
"policy": {
"phases": {
"hot": {
"actions": {}
H
"delete": {
"mn_age": "1d",
"actions": { "delete": {} }
}
}
}
}

PUT /1 ogstash-*/_settings
{ "lifecycle.nanme": "cleanup_policy" }

PUT / _tenpl ate/l oggi ng_policy_tenpl ate
{
"index_patterns": ["logstash-*"],
"settings": { "index.lifecycle.name": "cleanup_policy" }

Elasticsearch SDK

SDK Example
package main

inport (
"byt es"
"context"
"encodi ng/j son"
"t
"gi t hub. conf el astic/ go-el asti csearch/ esapi "
"github. cont el astic/go-el asticsearch/v8"
"iolioutil"
"l og"
"os/ exec"
"strings"

func main() {
cmd : = exec. Command( " m ni kube",
stdout, err := cnd. Qutput()
ingressHost : = strings. Tri nSpace(string(stdout))

ip)

cmd = exec. Command("m ni kube", "ssh-key")
stdout, err = cnd. Qutput ()
i ngressKey : = strings. TrinSpace(string(stdout))

/'l copy ca cert

cmd = exec. Command("scp", "-i", ingressKey, "docker@ +i ngressHost+":/var/el asticsearch/config/certs/ca
/ca.crt", "/mt/c/Users/ktinoney/go/elastic/")

stdout, err = cnd. Qutput ()

/'l get the el asticsearch service nodePort

cmd = exec. Command( " kubectl™, "get", "service", "elasticsearch",
"-0", "jsonpath={.spec.ports[?(@ port==9200)].nodePort}")

stdout, err = cnd. Qutput ()

securelngressPort := strings. TrinSpace(string(stdout))

-n", "logging",



clusterURLs := []string{"https://" + ingressHost + ":" + securelngressPort}
username := "elastic"

password : = "secret"

cert, _ :=ioutil.ReadFile("./ca.crt")

/1 client configuration

cfg := elasticsearch. Config{
Addr esses: clusterURLs,
User name: user nane,
Password: password,

CACert: cert,
}
ctx := context.Background()
es, err := elasticsearch. Newd ient(cfg)
if err I=nil {
log. Fatal f("Error creating the client: %", err)
}
log. Println(el asticsearch. Version)
resp, err := es.Info()
if err I'=nil {

log. Fatal f ("Error getting response: %", err)
}
def er resp. Body. O ose()
log. Println(resp)

/1 1ndex Query
i ndexResp, err := esapi.Catlndi cesRequest{Fornmat: "json", Pretty: true}.Do(ctx, es)
if err I'=nil {
return
}
i ndexBody : = & ndexResp. Body
def er i ndexResp. Body. d ose()

fm.Println(indexResp.String())

body, err := ioutil.ReadAll (*indexBody)
var results []1map[stringlinterface{}

j son. Unmar shal (body, &results)

fm.Printf("Index: %v\n", results)
indexName := fnt.Sprintf("%", results[len(results)-1]["index"])

query := “{"query": {"match" : {"log": "token"}},"size": 3}
runQuery(es, ctx, indexNanme, query)
query = °
{
"query": {
"bool ": {
"must": [
{ "match": { "kubernetes.container_name": "istio-proxy" }},
{ "match": { "log": "token" }},
{ "match": { "kubernetes.|abels. app_kubernetes_i o/ name": "rapp-jw-invoker" }},
{ "range": { "@inestamp": { "gte": "now60n" }}}
]
}
},"size": 1
}
runQuery(es, ctx, indexName, query)
query =~
{
"query": {
"bool ": {
"must": [
{ "match": { "kubernetes.container_nanme": "istio-proxy" }},
{ "match": { "log": "CET /rapp-jwt-provider" }},
{ "match": { "kubernetes.|abels. app_kubernetes_i o/ name": "rapp-jw-provider" }},
{ "match_phrase": { "tag": "jwt-provider" }},
{ "range": { "@inmestanp": { "gte": "now 60n"' }}}

]



}
},"size": 1

}

runQuery(es, ctx, indexNanme, query)

}

func runQuery(es *elasticsearch.Cient, ctx context.Context, indexName string, query string) {
/1 Query indexNane
var mapResp nap[string]interface{}
var buf bytes. Buffer
var b strings. Buil der
b. WiteString(query)
read : = strings. NewReader (b. String())

/1 Attenpt to encode the JSON query and | ook for errors
if err := json. NewEncoder (&buf).Encode(read); err !=nil {
log. Fatal f ("Error encoding query: %", err)

/1l Query is a valid JSON object
} else {

fm.Println("\njson. NewEncoder encoded query:", read, "\n")
}

/] Pass the JSON query to client's Search() method
searchResp, err := es. Search(

es. Search. Wt hCont ext (ct x),

es. Search. Wt hl ndex(i ndexNane),

es. Search. Wt hBody(read),

es. Search. Wt hTrackTot al Hi t s(true),

es. Search. WthPretty(),
)

if err I=nil {
| og. Fatal f ("El asti csearch Search() API ERROR ", err)

}
def er searchResp. Body. Cl ose()

/1 Decode the JSON response and using a pointer
if err := json. NewDecoder (sear chResp. Body) . Decode(&mapResp); err != nil {
log. Fatal f("Error parsing the response body: %", err)

}

/] lterate the docunent "hits" returned by APl call
for _, hit :=range mapResp["hits"].(map[string]interface{})["hits"].([]interface{}) {

/1 Parse the attributes/fields of the docunent
doc := hit.(map[stringlinterface{})

/1 The "_source" data is another map interface nested inside of doc
source : = doc["_source"

/] Get the docunent's _id and print it out along with _source data
docI D : = doc["_id"]
fm.Println("doclD:", doclD)
fmt.Println("_source:", source, "\n")
/] extract the @inmestanp field
tinmeStanp := fnt.Sprintf("%", source.(map[stringlinterface{})["@i nmestanp"])
fm.PrintIn("tinmeStanmp:", tinmeStanp)
/] extract the tag field
tag := fm.Sprintf("%", source.(map[string]interface{})["tag"])
fm.Println("tag:", tag)
/] extract the log field
k8slog := fnt.Sprintf("%W", source.(map[string]interface{})["l0g"])
fm.Println("log:", k8slog)
}
hits := int(mapResp["hits"].(map[string]linterface{})["total"].(map[string]interface{})["value"].
(float64))
fmt.Println("Mtches:", hits)



You can run the same query in elasticsearch dev-tools:

Console Search Profiler Grok Debugger Painless Lab eema

History  Settings Help

1 GET _search 1~ f
2~ { 2 "took" : 451,
3+ "query": { 3 "timed_out™ : false,
4 "match_all": {} 4~ "_shards" : {
5« } 5 "total" : 1,
6+ } 6 "successful" : 1,
7 7 "skipped" : @,
8 GET /_search [ JON 8 "failed" : ©
9~ { 9+ ),
18~ “query": { 1@~ "hits" : {
11~ "bool"™: { 11~ "total" : {
12+ "must”: [ 12 "value"™ : 359,
13 { "match": { "kubernetes.container_name": "istio-proxy" }}, 13 "relation” : "eq"
14 { "match™: { "log": "GET /rapp-jwt-provider" }}, l 14 « },
15 { "match_phrase™: { "tag": "jwt-provider” }}, 15 "max_score” : 11.158988,
16 { "match": { "kubernetes.labels.app_kubernetes_io/name”: "rapp 16+~ "hits" : [
-jwt-provider” }}, 17~ {

17 { "range": { "@timestamp": { "gte": "now-é@m" }}} 18 "_index" : "logstash-2022.04.27",
18 « ] 19 "_id" : "e2wqad4ABJkcr8HCM725Z",
19 ~ } 20 "_score" : 11.158988,
20+ } 21~ "_ignored" : [
21+ } 22 "log.keyword"

23+ 1,

24~ " source" : {

Quick Installation Guide

. Download and install istio: istioctl install --set profile=demo

. cd to the samples/addons/ directory and install the dashboards e.g. kubectl create -f kiali.yaml

. Install postgres: istioctl kube-inject -f postgres.yaml | kubectl apply -f - (change the hostPath path value to a path on your host)
. Install keycloak: istioctl kube-inject -f keycloak.yaml | kubectl apply -f -

Open the keycloak admin console and setup the required realms, users and clients

. Setup the "pms_admin" and "pms_viewer" roles for pmsuser and pmsuser2 respectively.

. Install nonrtric-server-go: docker build -t nonrtric-server-go:latest .

. Create the istio-nonrtric namespace: kubectl create namespace istio-nonrtric

. Enable istio for the istio-nonrtric namespace: kubectl label namespace istio-nonrtric istio-injection=enabled
10. Edit the istio-test.yaml so the host ip specified matches yours.

11. Also change the userid in the requestPrincipals field to match yours

12. Install istio-test.yaml : kubectl create -f istio-test.yaml

13. Install nonrtric-client-go: docker build -t nonrtric-client-go:latest .

14. Install the test client: istioctl kube-inject -f client.yaml | kubectl apply -f -

15. Open the kiali dashboard to check your services are up and running

16. Open the grafana to view the istio dashboard

17. Optionally install elasticsearch

ONAP

ONAP Next Generation Security & Logging Architecture

GO Client

Create kubernetes jobs in golang
Building stuff with the Kubernetes API

There is also a helm sdk you can use:

HELM SDK

Helm Deploy

package nain

200 - OK


https://wiki.o-ran-sc.org/download/attachments/57376953/postgres.yaml?version=1&modificationDate=1660905204697&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/keycloak.yaml?version=1&modificationDate=1660905204687&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/istio-test.yaml?version=1&modificationDate=1660905204730&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/istio-test.yaml?version=1&modificationDate=1660905204730&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/istio-test.yaml?version=1&modificationDate=1660905204730&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/client.yaml?version=1&modificationDate=1660905204728&api=v2
https://wiki.onap.org/pages/viewpage.action?pageId=103417456
https://dev.to/narasimha1997/create-kubernetes-jobs-in-golang-using-k8s-client-go-api-59ej
https://medium.com/programming-kubernetes/building-stuff-with-the-kubernetes-api-part-4-using-go-b1d0e3c1c899

i mport (
"t
" os"
"] og"
"k8s.iol/cli-runtine/pkg/genericclioptions”
"k8s.iol/client-go/rest"
"hel m sh/ hel mf v3/ pkg/ acti on"
"hel m sh/ hel m v3/ pkg/ chart/| oader"

)

func main() {
chartPath := "/tnp/wordpress-12. 3. 3.tgz"
chart, err := |oader.Load(chart Path)

rel easeNane : = "wordpress”
rel easeNanespace : = "defaul t"

actionConfig, err := getActionConfig(rel easeNanespace)

if err I'=nil {
panic(err)

}

listAction := action. NewLi st (actionConfig)
rel eases, err := listAction.Run()
if err I'=nil {
log.Println(err)
}
for _, release := range rel eases {
log.Println("Rel ease: " + rel ease. Nane +

}

iCi := action.New nstall (acti onConfi g)
i di.Nanmespace = rel easeNanespace
idi.Rel easeNane = rel easeNane

rel, err :=idi.Run(chart, nil)

if err I'=nil {

fmt.Printin(err)
}
fm.Println("Successfully installed release: ", rel

}

St at us:

. Nane)

func get ActionConfi g(nanespace string) (*action.Configuration, error)

actionConfig := new(action. Configuration)

{

+ release.Info.Status. String())

/] Create the rest config instance with Servi ceAccount val ues |oaded in them

config, err :=rest.InCusterConfig()
if err I=nil {

/1 fallback to kubeconfig

hone, exists := os.LookupEnv("HOVE")
if lexists {

hone = "/root"
}
kubeconfigPath : = filepath.Join(hone, ".kube", "config")
if envvar := o0s.Cetenv("KUBECONFI G'); |en(envvar) >0 {

kubeconfi gPath = envvar

}

if err := actionConfig.!|nit(kube.GetConfig(kubeconfigPath,

("HELM DRI VER'),

func(format string, v ...interface{}) {

frt.Sprintf(format, v)
}); err !=nil {
panic(err)
}

} else {

nanespace),

nanespace,

0s. Get env

/1 Create the ConfigFlags struct instance with initialized values from Servi ceAccount
var kubeConfig *genericclioptions. ConfigFl ags
kubeConfig = genericclioptions. NewConfi gFl ags(fal se)

kubeConfi g. APl Server = &confi g. Host

kubeConfi g. Bear er Token = &confi g. Bear er Token

kubeConfig. CAFil e = &config. CAFile
kubeConf i g. Nanespace = &nanespace



if err := actionConfig.!Init(kubeConfig, nanespace, os.Cetenv("HELM DRI VER'), func(format string, v
...interface{}) {
frt.Sprintf(format, v)
}); err 1=nil {
pani c(err)
}
}

return actionConfig, nil

The method getActionConfig works for both in-cluster deployments and from the localhost. It determines which one to use by calling the rest.
InClusterConfig() function.

GO CLIENT SDK

Here are another couple of programs that demonstrate how to use the go client:
hello-world.go
hello-world-del.go

You can also use the client with YAML : job.go

There is also support for istio in client go Istio client-go

ISTIO SDK

AuthorizationPolicy
package nmin

i mport (
"context"
"byt es"
"fntt
" os"
"I og"
"path/filepath”
k8Yam "k8s.i o/ api machi nery/ pkg/util/yam"
netavl "k8s. i o/ api machi nery/ pkg/ api s/ meta/v1"
clientcmd "k8s.io/client-go/tools/clientcnd"
versioned "istio.iolclient-go/pkg/clientset/versioned"
vlbetal "istio.iolclient-go/pkg/apis/security/vlbetal"
securityvlbetal "istio.iolapi/security/vlbetal"
typevlbetal "istio.iolapi/typel/vilbetal"

)

const (
NAMESPACE = “defaul t"
)

const aut horizationPolicyManifest = °
api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"
net adat a:
nane: "pms-policy"
namespace: default
spec:
sel ector:
mat chLabel s:
apptype: nonrtric-pns
action: ALLOW
rul es:
- from
- source:
principals: ["cluster.local/ns/default/salgoclient"]


https://wiki.o-ran-sc.org/download/attachments/57376953/hello-world.go?version=1&modificationDate=1660905204726&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/hello-world-del.go?version=1&modificationDate=1660905204725&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/job.go?version=1&modificationDate=1660905204723&api=v2
https://istio.io/latest/blog/2019/announcing-istio-client-go/

to:

- operation:
met hods: ["GET", "POST", "PUT", "DELETE"]
paths: ["/al-policy*"]
hosts: ["al-policy*"]
ports: ["8080"]

when:

- key: request.auth.clainms[role]

val ues: ["pns_adm n"]

func connect Tok8s() *versioned. dientset {
home, exists := os.LookupEnv("HOVE")
if lexists {
hone = "/root"

}
configPath : = filepath.Joi n(hone, ".kube", "config")

config, err := clientcnd. Buil dConfi gFronFl ags("", configPath)
if err I=nil {
log. Fatal In("failed to create K8s config")

}

ic, err := versioned. Newror Confi g(config)
if err 1=nil {
log. Fatal f("Failed to create istio client: %", err)

returnic

}

func createAut horizati onPolicy(clientset *versioned.Cientset) {
authClient := clientset.SecurityVlbetal().AuthorizationPoli ci es( NAMESPACE)

auth := &ilbetal. Aut hori zati onPolicy{}
dec := k8Yam . NewyAMLOr JSONDecoder ( byt es. NewReader ([] byt e(aut hori zati onPol i cyMani fest)), 1000)

if err := dec. Decode(&auth); err !'=nil {
fmt.Println(err)
}

result, err := authCient.Create(context. TODQ(), auth, netavl. CreateOptions{})

if errl=nil {
panic(err.Error())

}

fm.Printf("Create Authorization Policy % \n", result. GetNanme())
}

func createAut horizati onPolicy2(clientset *versioned.Cientset) {
authdient := clientset. SecurityVlbetal().AuthorizationPolici es( NAVMESPACE)

auth := &ilbetal. Aut hori zati onPol i cy{
bj ect Meta: netavl. Obj ect Met a{
Nanme: "ics-policy",
I
Spec: securityvlbetal. Aut horizationPolicy {
Sel ector: &typevlbetal. Wrkl oadSel ect or{
Mat chLabel s: map[string] string{
"apptype" : "nonrtric-ics",
b
},
Action: securityvlbetal. Aut horizati onPolicy_ALLOW
Rul es: []*securityvilbetal. Rul e{{
From []*securityvilbetal. Rul e_Fron{{
Source: &securityvlbetal. Source{
Nanespaces : []string{
"defaul t",
b
},



b
To: []*securityvlbetal. Rul e_To{{
Operation: &securityvlbetal. Operation{
Methods : []string{
"CGET", "POST", "PUT", "DELETE",

I
Paths : []string{
"/data-*",
I
Hosts : []string{
"dat a- consumer*", "dat a-producer*",
b
Ports : []string{
"8080",
H
b
b
b
o
}
result, err := authCient.Create(context. TODQ(), auth, netavl. CreateQptions{})

if errl=nil {
panic(err.Error())

fm.Printf("Create Authorization Policy % \n", result. GetNanme())
}

func main() {
clientset := connect ToK8s()
creat eAut hori zati onPol i cy(clientset)
creat eAut hori zati onPol i cy2(clientset)

keycloak aslo has a client called gocloak

GOCLOAK SDK

gocloak
package nmin

i mport (
"gi t hub. conf Ner zal / gocl oak/ v10"
"context"
"fntt

)

func main(){
client := gocloak. NewClient("http://192.168.49. 2: 31560")

ctx := context.Background()
token, err := client.Logi nAdm n(ctx, "adm n", "admn", “"master")
if err I=nil {

frt.Printin(err)
pani c("Something wong with the credentials or url")

}

real nRepresentati on : = gocl oak. Real nRepr esent at i on{
I D: gocl oak. StringP("testReal ni'),
Real m gocl oak. StringP("testReal ni'),
Di spl ayNane: gocl oak. StringP("testReal ni'),
Enabl ed: gocl oak. Bool P(true),
}


https://awesomeopensource.com/project/Nerzal/gocloak

realm err := client.CreateReal n(ctx, token.AccessToken, real nRepresentation)
if oerr I'=nil {

fmt.Println(err)

panic("Ch no!, failed to create realm: (")

} else {

fnt.Printin("Created new realnf, realm
}

newCl i ent := gocl oak.dient{

ClientID: gocloak.StringP("testdient"),
Enabl ed: gocl oak. Bool P(true),
Di rect AccessG ant sEnabl ed: gocl oak. Bool P(true),
Bear er Onl y: gocl oak. Bool P(fal se),
PublicCient: gocl oak. Bool P(true),
}
clientld, err :=client.Createdient(ctx, token.AccessToken, realm newdient)
if err I=nil {
frt.Printin(err)
panic("Ch no!, failed to create client : (")
} else {
frmt.PrintIn("Created new client", clientld)

}

newUser := gocl oak. User {
Fi rst Name: gocl oak. StringP("Bob"),
Last Name: gocl oak. StringP("Uncle"),

Emai | : gocl oak. Stri ngP("sonet hi ng@eal | y. wong"),

Enabl ed: gocl oak. Bool P(true),

User name: gocl oak. StringP("testUser"),
}
userld, err := client.CreateUser(ctx, token.AccessToken, realm newlser)
if err I'=nil {

fmt.Println(err)

panic("Ch no!, failed to create user : (")
} else {

fnt.Println("Created new user", userld)

}

err = client. Set Password(ctx, token.AccessToken, userld, realm "secret", false)
if err I'=nil {

fmt.Println(err)

panic("Ch no!, failed to set password : (")

} else {
frt.Println("Set password for user")

}

renoveRol es : = []gocl oak. Rol e{}

origRoles, err := client. GetReal nRol es(ctx, token.AccessToken, real m gocl oak. Get Rol eParans{})
if err I'=nil {

fmt.Println(err)
panic("Ch no!, failed to retreive roles : (")

} else {
fm.Println("Retrieved rol es")
}

for _, r :=range origRoles {

renoveRol es = append(renoveRol es, *r)

}

newRol e : = gocl oak. Rol e{

Nanme: gocl oak. StringP("testRole"),

}

rol eName, err := client.CreateReal nRol e(ctx, token.AccessToken, realm newRole)
if err I=nil {

frt.Printin(err)

panic("Ch no!, failed to create role : (")

} else {

frt.Println("Created new rol e", roleNane)

}



role, err := client.CGetReal nRol e(ctx, token.AccessToken, real m rol eNange)
if oerr I'=nil {

fmt.Println(err)

panic("Ch no!, failed to retrieve role : (")

} else {

fnmt.Printin("Retrieved role")

}

roles : = []gocl oak. Rol e{}

roles = append(roles, *role)

err = client. AddReal nRol eToUser (ctx, token.AccessToken, realm userld, roles)
if err I=nil {

frt.Println(err)

panic("Ch no!, failed to add role to user :(")

} else {

frmt.Println("Role added to user")

}

err = client. Del et eReal nRol eFronlser (ct x, token. AccessToken, realm userld, renpveRol es)
if err I=nil {

frt.Printin(err)

panic("Ch no!, failed to renmove roles fromuser : (")

} else {
frt.Println("Roles renoved fromuser")
}
newMapper : = gocl oak. Prot ocol Mapper Repr esent ati on{
1D gocl oak. StringP("t est Mapper"),
Narme: gocl oak. StringP("test Mapper"),
Pr ot ocol : gocl oak. Stri ngP("openi d- connect"),

Pr ot ocol Mapper: gocl oak. Stri ngP("oi dc-user nodel -real mrol e- napper"),
Config: &map[string]string{

"access. token. cl ai ni': "true",
"aggregate.attrs": "y

"cl ai m nane": "role",
"id.token.claint: "true",
"j sonType. | abel ": "String",

"mul tival ued": ,
"userinfo.token.clainm: "true",
},
}
_, err =client.Created ientProtocol Mapper(ctx, token.AccessToken, realm clientld, newvapper)
if err I'=nil {
fmt.Println(err)
panic("Ch no!, failed to add rol eanpper to client :(")
} else {
fnt.Println("Rol emapper added to client")
}

If you want to create a confidential client you can use these settings instead:

newClient := gocloak.Client{

ClientID: gocloak.StringP("testClient"),

Enabled: gocloak.BoolP(true),
DirectAccessGrantsEnabled: gocloak.BoolP(true),
BearerOnly: gocloak.BoolP(false),

PublicClient: gocloak.BoolP(false),
ServiceAccountsEnabled: gocloak.BoolP(true),
ClientAuthenticatorType: gocloak.StringP("client-secret"),
Secret: gocloak.StringP("secret"),

}

You can then access the token with the following URL: curl -X POST http://<keycloak host ip>:<keycloak port>/auth/realms/testRealm/protocol/openid-
connect/token "Content-Type: application/x-www-form-urlencoded" -d client_id=testClient -d client_secret=secret -d 'grant_type=client_credentials'

using client credentials instead of user credentials



You will also need to create a client role and use the "Hardcoded role" mapper to include the client role in the JWT.

This can be done in gocloak like this:

goclock client role

clientRol e : = gocl oak. Rol ef

Nane: gocl oak. StringP("icsCientRole"),

}

clientRol eNanme, err := client.CreateCientRole(ctx, token.AccessToken, realm clientld, clientRole)
if err I'=nil {

fmt.Println(err)

panic("Ch no!, failed to create client role : (")

} else {

fm.Println("Created new client role", clientRol eNane)
}

clientRole := *newdient.CientID + "." + clientRol eNane

frmt.Println("clientRole", clientRole)

har dcodedMapper : = gocl oak. Pr ot ocol Mapper Repr esent ati on{

I D gocl oak. StringP("test Mapper2"),
Name: gocl oak. StringP("test Mapper2"),
Prot ocol : gocl oak. Stri ngP("openi d-connect"),

Pr ot ocol Mapper: gocl oak. Stri ngP("oi dc- har dcoded-r ol e- mapper"),
Config: &map[string]string{
"role": clientRole,
H
}

_, err =client.CreateC ientProtocol Mapper(ctx, token.AccessToken, realm clientld, hardcodedMapper)
if err I=nil {

fm.Println(err)

panic("Ch no!, failed to add hardcoded rol eanpper to client : (")

} else {

fmt.Println("Hardcoded rol enapper added to client")

}

This will produce a JWT token with the client role nested inside "resource_access"

JWT snippet

"exp": 1645458971,
"iat": 1645458671,

"jti": "54f d719a- bf 5b- 4638- af d5- 828f f 10b7537",
"iss": "http://192.168.49. 2: 31560/ aut h/ real ns/i csreal ni',
"aud": "account",

"sub": "e9ebe72f-3729-4cd5- 88da- 79f 9bf b23cf b",
"typ": "Bearer",

"azp": "icsclient",

“acr": "1",

"real maccess": {
"roles": [

"of fli ne_access",
"uma_aut hori zati on",
"default-rol es-icsreal nf
]
I
"resource_access": {
"icsclient": {
"roles": [
"icsclientrol e"



You can then setup your AuthorizationPolicy like this:

AuthorizationPolicy

api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"

net adat a:
nane: "ics-policy"
namespace: istio-nonrtric
spec:
sel ector:

mat chLabel s:
apptype: nonrtric-ics
action: ALLOW
rul es:
- from
- source:
requestPrincipals: ["http://192.168.49.2: 31560/ auth/real ns/icsreal m"]
- source:
request Principals: ["http://keycl oak. defaul t: 8080/ auth/real ns/icsreal m"]
- to:
- operation:
met hods: ["GET", "POST", "PUT", "DELETE"]
paths: ["/data-*"]
when:
- key: request.auth.clainms[resource_access][icsclient][roles]
values: ["icsclientrole"]

You don't ned to include the userld with the requestPrincipals.

keycloak secrets can be (re)generated and retrieved using the following code:

keycloak client secret

_, err =client.RegenerateC ientSecret(ctx, token.AccessToken, realm clientld)
if err 1=nil {

frt.Println(err)

panic("Ch no!, failed to regenerate client secret :(")

} else {

fnt.Println("Regenerated Secret")

}

cred, err :=client.GetCientSecret(ctx, token.AccessToken, realm clientld)
if err 1=nil {

frt.Println(err)

panic("Ch no!, failed to get client secret :(")
} else {

fm.Printin("dient Secret", *cred. Val ue)

}

Instead of using the hardcoded mapper you can call the GetClientServiceAccount method to get the service a/c user.
You can then add the client role to the service account user with the AddClientRoleToUser method.
Instead of using the hardcoded mapper you can use a client role mapper to include the client role in the JWT.

Finally you can set the default client scpe to "email" to mininmize the size of you token.



JWT

"iat": 1646152642,
"jti": "eb5fd625-d3e5-476f-aeb7-5a0189380151",
"iss": "http://192.168. 49. 2: 31560/ aut h/ r eal ns/ hwr eal nf',

"sub": "d2f 705d1-ca27-437d- 979f - 4d0b80d500d7",
"typ": "Bearer",

"azp": "hwclient",
"acr: 1"
"scope": "email",

"email _verified": false,

"clientHost": "127.0.0.6",

"clientld": "hwclient",

"clientRole": [
"hwclientrole”

1,

"client Address": "127.0.0.6"

In your Istio AuthorizationPolicy use the following when clause :

Istio
when:

- key: request.auth.clainms[clientRole]
values: ["hwclientrole"]

Keycloak Client Authenticator

Using X509 certificates

Create the server side certificates using the following script



server_certs.sh

#1/ bin/ sh

CA_SUBJECT="/ C=I E/ ST=/ L=/ O=/ OU=EST/ CN=est . t ech/ emai | Addr ess=ca@rai | . cont
SERVER_SUBJECT="/ C=I E/ ST=/ L=/ O=/ OU=EST/ CN=est . t ech/ emai | Addr ess=ser ver @mi | . cont
PWtchangei t

| P=$( m ni kube i p)

echo $PW > secretfile.txt

openssl req -x509 -sha256 -days 3650 -newkey rsa: 4096 -keyout root CA key -subj "$CA SUBJECT" -passout file:
secretfile.txt -out rootCA crt

openssl req -new -newkey rsa: 4096 -keyout tls.key -subj "$SERVER SUBJECT" -out tls.csr -nodes

echo "subj ectKeyldentifier = hash" > x509. ext

echo "authorityKeyldentifier = keyid: al ways, i ssuer: al ways" >> x509. ext

echo "basicConstraints CA: TRUE" >> x509. ext

echo "keyUsage di gi tal Si gnature, nonRepudi ation, keyEnciphernent, dataEnciphernent,
keyAgreement, keyCertSign" >> x509. ext

echo "subj ect Al t Nane = DNS. 1: 1 ocal host, 1P.1:127.0.0.1, DNS.2:mnikube, IP.2:${1P}, DNS. 3:keycl oak.
defaul t, DNS. 4: keycl oak. est.tech” >> x509. ext
echo "issuerAlt Nane = issuer:copy" >> x509. ext

echo "[ ca ]" >> x509. ext
echo "# X509 extensions for a ca" >> x509. ext

echo "keyUsage = critical, cRLSign, keyCertSign" >> x509. ext
echo "basicConstraints = CA TRUE, pathlen:0" >> x509. ext

echo "subj ectKeyldentifier = hash" >> x509. ext

echo "authorityKeyldentifier = keyid:always,issuer:always" >> x509. ext
echo "" >> x509. ext

echo "[ server ]" >> x509. ext
echo "# X509 extensions for a server" >> x509. ext

echo "keyUsage = critical,digital Signature, keyEnci pherment" >> x509. ext
echo "ext endedKeyUsage = serverAuth, clientAuth" >> x509. ext

echo "basicConstraints = critical, CA: FALSE" >> x509. ext

echo "subj ectKeyldentifier = hash" >> x509. ext

echo "authorityKeyldentifier = keyid,issuer:always" >> x509. ext

openssl x509 -req -CA rootCA crt -CAkey rootCA. key -in tls.csr -passin file:secretfile.txt -out tls.crt -days
365 - CAcreateserial -extfile x509. ext

rmsecretfile.txt x509.ext 2>/dev/null

This will produce the following files: tls.key, tls.crt and rootCA.crt.
These need to be copied to a location where keycloak can pick them up when starting.
Add a PersistentVolume and PersistentVolumeClaim to map the hostPath on your localhost to the /etc/x509/https directory on the keycloak server.

This will automatically pick up the tls.key, tls.crt files and convert them into https-keystore files in the /opt/jboss/keycloak/standalone/configuration
/keystores directory.

You will need to map the rootCA.crt file using an environment variable like this:

env:

- name : X509_CA_BUNDLE

value: /etc/x509/https/rootCA.crt

You'll also need to create a port mapping for the keycloak https port in your deployment:
env:

- name: KEYCLOAK_HTTPS_PORT
value: "8443"



ports:

- name: http
containerPort: 8080
- name: https
containerPort: 8443

and include the https port in your service:
ports:

- name: https

port: 8443

targetPort: 8443
nodePort: 31561

keycloak is now ready to accept https connections.

You can generate your client certificates using the following code:

client_certs

#!/bin/ sh

CLI ENT_SUBJECT="/ C=I E/ ST=/ L=/ O=/ OU=EST/ CN=est . t ech/ emai | Addr ess=cl i ent @i | . cont
PWtchangei t

CERTNAME=cI i ent

| P=$( m ni kube i p)

echo $PW > secretfile.txt

echo "subj ectKeyldentifier hash" > x509. ext
echo "authorityKeyldentifier = keyid:al ways, i ssuer: al ways" >> x509. ext

echo "basi cConstraints = CA: TRUE" >> x509. ext

echo "keyUsage = digital Signature, nonRepudiation, keyEnciphernent, dataEnci phernent,
keyAgreement, keyCertSign" >> x509. ext

echo "subj ect Al t Nane = DNS. 1: 1 ocal host, 1P.1:127.0.0.1, DNS.2:mnikube, IP.2:${1P}, DNS. 3:keycl oak.
defaul t, DNS. 4: keycl oak. est.tech” >> x509. ext

echo "issuerAlt Nane = issuer:copy" >> x509. ext

openssl req -new -newkey rsa: 4096 -nodes -keyout ${CERTNAME}. key -subj "$CLI ENT_SUBJECT" -out ${CERTNAME}. csr

openssl x509 -req -CA root CA.crt -CAkey root CA key -in ${CERTNAME}.csr -passin file:secretfile.txt -out
${CERTNAME} . crt -days 365 -CAcreateserial -extfile x509. ext

openssl pkcs12 -export -clcerts -in ${CERTNAME}. crt -inkey ${CERTNAME}. key -passout file:secretfile.txt -out
${ CERTNANE} . p12

openssl pkcs12 -in ${CERTNAME}. pl2 - password pass: $PW -passout file:secretfile.txt -out ${CERTNAVE}.pem -
clcerts -nodes

rmsecretfile.txt x509.ext 2>/dev/null

This will generate a client.crt and a client.key which you can use separtley, it also generates client.pem which combined the certificate and key into 1 file.
If you use this as your cert file then you don't need to specifiy a key file parameter.

You now need to setup your realm and add an X.509 Direct Grant Flow.

See this link on how to do that https://wjw465150.gitbooks.io/keycloak-documentation/content/server_admin/topics/authentication/x509.htmi

Next setup a client with access type of public.

Change Direct Grant Flow in the "Authentication Flow Overrides" section of your client settings to "x509 direct grant".

Last add a new user with an email address which is the same as the one given the the certificate subject i.e. client@mail.com

Note: The subjectAltName contains a list of DNS and IP entries, you must use one of these in your URL when using the cert.

Note: The CN will be used later on when specifying an SNI host name.


https://wjw465150.gitbooks.io/keycloak-documentation/content/server_admin/topics/authentication/x509.html
mailto:client@mail.com

You can test your setup using the following script:

test_cert

#!/ bi n/ sh

HOST=$( ni ni kube i p)

KEYCLOAK_PORT=$( kubect! -n default get service keycloak -0 jsonpath='{.spec.ports[?(@name=="https")].

nodePort}")

REALME=" x509"

CLI ENT="x509cl i ent "

curl -k -X POST https://$HOST: $KEYCLOAK_PORT/ aut h/ r eal ns/ $REALM pr ot ocol / openi d- connect/t oken '\
--data "grant_type=passwor d&scope=openi d profil eQuser nane=&passwor d=&cl i ent _i d=$CLI ENT" \
--cert client.crt --key client.key

echo

This will retrieve a JWT token without the need to use a password.

If you are using a confidential client, include the client_secret:

curl -k -X POST https://$HOST:$KEYCLOAK_PORT/auth/realms/$SREALM/protocol/openid-connect/token \
--data "grant_type=password&scope=openid profile&client_id=$CLIENT" \

-d client_secret=<client secret>\
--cert client.crt --key client.key

For confidential clients you can also set the Client Authenticator to "X509 certificate" in the credentials tab.

You can then set your subject DN to something like: .*client@mail.com.* and turn on "Allow Regex Pattern Comparison”
The JWT can then be retrieved using a call like the following:

curl -k -X POST https://$HOST:$KEYCLOAK_PORT/auth/realms/$SREALM/protocol/openid-connect/token \

--data "grant_type=password&scope=openid profile&client_id=$CLIENT" \
--cert client.pem

Alternatively you can use the -E option to entrypt the pem file
curl -k -X POST https://$HOST:$KEYCLOAK_PORT/auth/realms/$REALM/protocol/openid-connect/token \

--data "grant_type=password&scope=openid profile&client_id=$CLIENT" \
-E client.pem

For more informtion see: X.509 Client Certificate User Authentication

It is not possible to connect to a TLS server with curl using only a client certificate, without the client private key. https://stackoverflow.com/questions
136431179/using-curl-with-cert

Token can also be retrieved using go:


http://mail.com
https://wjw465150.gitbooks.io/keycloak-documentation/content/server_admin/topics/authentication/x509.html
https://stackoverflow.com/questions/36431179/using-curl-with-cert
https://stackoverflow.com/questions/36431179/using-curl-with-cert

Go X509 Token
package nmin

i mport (
“crypto/tls"
"crypt o/ x509"
"t
"iolioutil"
"net/http"
"net/url"

func main() {
caCert, _ :=ioutil.ReadFile("/mt/c/Users/ktinmoney/keycl oak-certs/rootCA crt")
caCert Pool := x509. NewCert Pool ()
caCert Pool . AppendCert sFronPEM caCert)

cert, _ := tls.LoadX509KeyPair ("/ mt/c/ Users/ktinoney/keycl oak-certs/client.crt", "/mt/c/Users/ktinoney
/ keycl oak-certs/client.key")

client := &http.dient{
Transport: &http. Transport{
TLSC i ent Config: &tls. Config{
Root CAs: caCert Pool ,
Certificates: []tls.Certificate{cert},

b
H
}
keycl oakHost := "192. 168. 49. 2"
keycl oakPort := "31561"
real mName : = "x509"
keycl oakUrl := "https://" + keycloakHost + ":" + keycloakPort + "/auth/realns/" + real nName + "/ protocol
/ openi d- connect/t oken"
clientld := "x509client"
scope := "openid profile"
resp, err := client.PostForn(keycl oakUrl,

url.Val ues{"usernanme": {""}, "password": {""}, "grant_type": {"password"}, "client_id":
{clientld}, "scope": {scope}})

if err I=nil {

panic(err)
}
def er resp. Body. Cl ose()
fm.Println("response Status:", resp.Status)
fm.Println("response Headers:", resp.Header)
body, _ := ioutil.ReadAll (resp.Body)

fm.Println("response Body:", string(body))

Java example available here: X.509 Authentication in Spring Security

Istio CA Certs

To allow istio to work with keycloak you must add your certificate to the istio certs when you're installing.
An istio operator file is used for this: istio.yaml

istioctl install --set profile=demo -f istio.yaml

Further instruction are available here: Custom CA Integration using Kubernetes CSR

Using istio-gateway to obtain JWT tokens.


https://www.baeldung.com/x-509-authentication-in-spring-security
https://wiki.o-ran-sc.org/download/attachments/57376953/istio.yaml?version=1&modificationDate=1660905204721&api=v2
https://istio.io/latest/docs/tasks/security/cert-management/custom-ca-k8s/

You may want to avoid connecting directly to the keycloak server for security reasons.

You can connect to it through the istio ingress gateway instead if you wish.

You will need to setup a gateway in PASSTROUGH mode and virtual service that maps the keycloak host to the keycloak SNI host.
The following file can be used to do this for the CN used when creating certificates above: keycloak-gateway.yaml

You can test this using curl:

Test Gateway

#1/ bi n/ sh

I NGRESS_HOST=$( mi ni kube i p)

SECURE_| NGRESS_PORT=$( kubect!| -n default get service istio-ingressgateway -n istio-system-o jsonpath='{.spec.
ports[?(@nane=="https")].nodePort}")

curl -v --resolve "keycl oak. est.tech: $SECURE_| NGRESS_PORT: $I NGRESS_HOST" --cacert rootCA.crt "https://keycl oak.
est.tech: $SECURE_| NGRESS_PORT"

CLI ENT="nyclient"

REALME=" x509"
curl --resolve "keycl oak. est.tech: $SECURE_| NGRESS_PORT: $| NGRESS_HOST" --cacert rootCA. crt \
-X POST https://keycl oak. est.tech: $SECURE_I NGRESS_PORT/ aut h/ r eal ms/ $REALM pr ot ocol / openi d- connect
/token \
--data "grant_type=passwor d&scope=openi d profile&client_id=$CLI ENT" \
-E client.pem
echo ""

The following go code can be used to achieve the same result:

go
package nmin

i mport (
"cont ext"
"crypto/tls"
"crypt o/ x509"
"ftt
"iolioutil"
"net
"net/http"
"net/url"
"os/ exec"
"strings"
"time"

func main() {
caCert, _ ioutil.ReadFile("/mt/c/Users/ktinmoney/keycl oak-certs/rootCA crt")
caCert Pool := x509. NewCert Pool ()
caCert Pool . AppendCert sFr onPEM caCert)

cert, _ := tls.LoadX509KeyPair ("/ mt/c/ Users/ktinmoney/keycl oak-certs/client.crt",
"/ mt/c/ Users/ktinoney/ keycl oak-certs/client.key")

dialer := &net.Dialer{
Ti meout : 30 * tine.Second,
KeepAlive: 30 * tine.Second,
Dual St ack: true,

}
keycl oakAl i as := "keycl oak. est.tech"
cmd : = exec. Command( " mi ni kube", "ip")

stdout, err := cnd. Qutput()
i ngressHost := strings. Tri nSpace(string(stdout))


https://wiki.o-ran-sc.org/download/attachments/57376953/keycloak-gateway.yaml?version=1&modificationDate=1660905204719&api=v2

cmd = exec. Command( " kubectl", "get", "service", "istio-ingressgateway", "-n", "istio-systenl,
"-0", "jsonpath={.spec.ports[?(@nanme==\"https\")].nodePort}")

stdout, err = cnd. Qutput()

securelngressPort := strings. Tri nSpace(string(stdout))

fm.Println("securelngressPort = + securel ngressPort)

client := &ttp.dient{
Transport: &http. Transport{
Di al Context: func(ctx context.Context, network, addr string) (net.Conn, error) {

fm.Println("address original =", addr)
if addr == keycl oakAl i as+":"+securel ngressPort {
addr = ingressHost + ":" + securel ngressPort
fm.Println("address nodified =", addr)
}
return dialer.Dial Context(ctx, network, addr)
H
TLSC i ent Config: &tls.Config{
Root CAs: caCert Pool ,
Certificates: []tls.Certificate{cert},
b
}
}
real mNane : = "x509provider"
keycl oakUrl := "https://" + keycloakAlias + ":" + securelngressPort + "/auth/realns/" +
real mNane + "/ protocol/openid-connect/token"
clientld := "x509provider-cli"
clientld = "nmyclient"
scope := "email openid"
resp, err := client.PostForn(keycl oakUrl,
url.Val ues{"grant_type": {"password"}, "client_id": {clientld}, "scope": {scope}})
if err I'=nil {
panic(err)
}
defer resp. Body. O ose()
fmt.Println("response Status:", resp. Status)
fm.Println("response Headers:", resp.Header)
body, _ := ioutil.ReadAll (resp. Body)

fm.Println("response Body:", string(body))

Note: If run outside the cluster the ISS will be "https://keycloak.est.tech:30338/auth/realms/<realm>" (the port number will doffer depending on your setup).
Inside the cluster it will be: "https://keycloak.est.tech:443/auth/realms/<realm>"

Note: Your istio jwksUri won't be able to resolve the host alias so you should use the normal values for this e.g. "https://keycloak.default:8443/auth/realms
/<realm>/protocol/openid-connect/certs"

Note: The file above also allows for http calls to keycloak through the gateway, the ISS in this case is: "http://istio-ingressgateway.istio-system:80/auth

/realms/<realm>". In this case the jwksUri ahould be set to the default URI for in-cluster keycloak calls i.e. "http://keycloak.default:8080/auth/realms
/<realm>/protocol/openid-connect/certs"

Client authentication with signed JWT

Another option for retrieving JWT tokens for confidentail clients is using client authentication with signed JWT.

Create a new confidential client and call it jwtclient.

In the credentials section choose "Signed JWT" from the Client Authenticator dropdown and choose RS256 as the Signature Algorithm.
Then in the Keys tab import the client.crt we generated earlier.

We need to create a self-signed JWT assertion to use this.

Create a public key from your private key with the following command: openssl rsa -in client.key -outform PEM -pubout -out client_pub.key


https://keycloak.est.tech:30338/auth/realms/x509provider
https://keycloak.est.tech:443/auth/realms/x509
https://keycloak.default:8443/auth/realms/REALM-NAME/protocol/openid-connect/certs
https://keycloak.default:8443/auth/realms/REALM-NAME/protocol/openid-connect/certs
http://istio-ingressgateway.istio-system:80/auth/realms/provider
http://istio-ingressgateway.istio-system:80/auth/realms/provider
http://keycloak.default:8080/auth/realms/REALM-NAME/protocol/openid-connect/certs
http://keycloak.default:8080/auth/realms/REALM-NAME/protocol/openid-connect/certs

See the following link on how to do this: Creating and validating a JWT RSA token in Golang
We need to make some modifications to the token.go code to enable it to work for us.

The following fields need to be added to the claims map:

claims
claims

claims
claims

"jti"] = "myJWTId" + fmt.Sprint(now.UnixNano())
"sub"] = "jwtclient"

"iss"] = "jwtclient"

"aud"] = "http://192.168.49.2:31560/auth/realms/x509"

Also modify main.go so it uses you public and private keys and only outputs the token value.
Compile and run the code to produce the self-signed JWT assertion.

This can then be used to obtain a JWT access token with the following curl command:

JWT Assertion

#!/ bi n/ sh

HOST=$( i ni kube i p)

KEYCLOAK_PORT=$( kubect| -n default get service keycloak -o jsonpath='{.spec.ports[?(@nanme=="http")].nodePort}"')
REALM=" x509"

CLIENT="jwtclient"

JWI=$( . / mai n)
curl -k -X POST http://$HOST: $KEYCLOAK_PORT/ aut h/ r eal ns/ $REALM pr ot ocol / openi d- connect/t oken \
-d "grant_type=client_credentials" -d "scope=openid profile" -d client_id=$CLI ENT \

-d "client_assertion_type=urn:ietf:parans:oauth:client-assertion-type:jw-bearer" \
-d client_asserti on=$JWI

echo

No client secret is required for this authentication.
These self-signed JWT assertions are for one time use only, the jti claim value must have a unique id for every call.

Note: we can also call this using https with some small modifications.

Client authentication with signed JWT with client secret

This is similar to the option above except we sign with the client secret instead of the private key.
We also use a different algorithm.

The following code demonstrates this:

Signed JWT with client secret

secret := "NKThlbf ROHNW | MhdW DMKhVIHTvwr eC"
token, err := jwt.NewWthd ai ns(j w . Si gni ngMet hodHS256, cl ai nms). Si gnedString([]byte(secret))
if err I'=nil {

return "", fnt.Errorf("create: sign token: %', err)

Client keys tab
The client offer many different ways of configuring the authenticatio keys.

To use the JWKS option we need to create a jwks from our private key or public key.


http://www.inanzzz.com/index.php/post/kdl9/creating-and-validating-a-jwt-rsa-token-in-golang
http://192.168.49.2:31560/auth/realms/x509

The following code performs this operation:

PEM to JWKS
package nmin

i mport (
"crypto/rsa"
"crypto/ shal"
"crypt o/ x509"
"encodi ng/ base64"
"encodi ng/j son"
"encodi ng/ pent
"flag"
"f e
"gol ang. or g/ x/ crypt o/ ssh"
"iolioutil"
" mat h/ bi g"

)

type Jwks struct {
Keys []Key “json:"keys"®

}

type Key struct {
Kid string “json:"kid, omtenpty""
Kty string “json:"kty"®
Use string "json:"use""
N string “json:"n"®
E string “json:"e"®
X5¢ []string “json:"x5c
X5t string “json:"x5t""

var keyFile string
var keyType string
var certFile string

func get KeyFronPrivate(key []byte) (*rsa.PublicKey){
parsed, err := ssh. ParseRawPri vat eKey(key)
if err I=nil {
fm.Printin(err)
}

/1 Convert back to an *rsa. PrivateKey
privateKey : = parsed. (*rsa. Privat eKey)

publ i cKey := &privat eKey. Publ i cKey
return publicKey

}

func get KeyFronPublic(key []byte) (*rsa.PublicKey){
pubPem _ := pem Decode(key)

parsed, err := x509. ParsePKl XPubl i cKey( pubPem Byt es)
if err I'=nil {

fm.Println("Unable to parse RSA public key", err)
}

/1 Convert back to an *rsa. PublicKey
publ i cKey := parsed. (*rsa. Publ i cKey)

return publicKey

}

func getCert(cert []byte) *x509. Certificate {
certPem _ := pem Decode(cert)
if certPem==nil {
panic("Failed to parse pemfile")



}

/| pass cert bytes
certificate, err := x509.ParseCertificate(certPem Bytes)
if err I=nil {

fm.Println("Unable to parse Certificate", err)
}

return certificate

}

func main() {

flag. StringVar (&eyFile, "keyFile", "/mt/c/Users/ktinoney/keycl oak-certs/client_pub. key", "Location of
key file")

flag. StringVar (&eyType, "keyType", "public", "Type of key file")

flag. StringVar(&certFile, "certFile", "/mt/c/Users/ktinmoney/keycl oak-certs/client.crt", "Location of
cert file")

fl ag. Parse()

key, err := ioutil.ReadFile(keyFile)
if err I=nil {

fmt.Println(err)
}

var publicKey *rsa. PublicKey

if keyType == "public" {

publ i cKey = get KeyFronPubl i c(key)
}el sef

publ i cKey = get KeyFronPrivat e(key)
}
cert, err :=ioutil.ReadFile(certFile)
if err I=nil {

fm.Printin(err)

}

certificate := getCert(cert)

Il generate fingerprint with shal

/1 you can al so use nd5, sha256, etc.
fingerprint := shal. Sun{certificate.Raw)

j wksKey : = Key{
Kid: "SI GNl NG_KEY",
Kty: "RSA",
Use: "sig",
N: base64. RawSt dEncodi ng. EncodeToSt ri ng( publ i cKey. N. Bytes()),
E: base64. RawSt dEncodi ng. EncodeToSt ri ng(bi g. Newi nt (i nt 64( publ i cKey. E)).Bytes()),
X5c¢: []string{base64. RawSt dEncodi ng. EncodeToStri ng(certificate. Raw)},
X5t: base64. RawSt dEncodi ng. EncodeToStri ng(fingerprint[:]),
}
j wksKeys : = []Key{] wksKey}
jwks = Jwks{jwksKeys}

jwksJson, err := json.Mrshal (jwks)
if err I=nil {

fm.Println(err)

return

}
fm.Println(string(jwksJson))

The output will look like this:



{"keys":[{"kid":"SIGNING_KEY","kty":"RSA","use":"sig","n":"70XsremwRthZafooWzoDbpj1VnebGnHHLBOTT+A87SWv+WLYtnsDRAew
/2XIHA8Q2c1sRU5xeEOtV6tNzk7gk8b4Kp6ZjDSeyUu7IjDEKhJUVaw2rJKj6Cyp9V8lu82owvMdkyipWp2ZRs7GPtTOCDWSjQnu3nhQ2k0KKybZL90Q7ev
pEid7q/pzFPZVUSIEUXINJZAXTx4AIBZTgM2x74NgORg3WDCpxIPoHB1E2IOkOviAhTC6UMOpUBULhQIrY TrVfpqOFtlgwChoOhf6uMN2fv60dOEOCEvbla
/8uBLZ2CX50PvMZ1UfJiLwp/FaYOATMmMARF5CQoLO5AVV7CnOWdisISHIDwg+IMmO9qa8TFbgLZ0OCcElgws
/01qJISHXISVWYiruT36XRuxRGg17ctTil1Fb8qtyz1B7Rmpn0dG52aYfwl+ZbhkKXwo04Q9SAUsAO8aPEotpCmHXPDeLbXVhgxzeviOWOE2bInU+yQYaF
43e4AmzuCRPI2EruM4mAogxj8GkG/SCAVT7IWQeulFyx3BD5wkOgPrniNVsnMeFq7VvXGplEcbBz4KfVVIMOINFh8XCP1YIKPtFqdEhx
/NerNLVWOEMWx4iyFITOr+TSVIIONDrilGCMwu8SSz5gXHWNWTCZAo7IEFIZevYRV/YphJT310Q78CVyh/uPgE","e":"AQAB","x5c":
["MIIGSjCCBDKgAwIBAglUaSy+y507hsXcOj9lQB
nYygWXGMwDQYJKoZIhveNAQELBQAWSJELMAKGA1UEBhMCSUUXDDAKBgNVBAsSMAOVTVDERMASGALUEAwWWIZXNOLNRIY2gxGjAYBgkghkiGOw
O0BCQEWC2NhQG1haWwuY29tMB4XDTlyMDMyOTEyMjMyOFoXDTIzMDMyOTEyMjMyOFowTjELMAKGATUEBhMCSUUXDDAKBgNVBASMAOVTVDER
MABGA1UEAwWWIZXNOLNRIY2gxHjAcBgkghkiGOwWOBCQEWD2NsaWVudEBtYWIsLmNvbTCCAilwDQYJKoZIhveNAQEBBQADggIPADCCAgoCggIBAOIF
7K3psEbYWWn6KFs6A26Y9VZ3mxpxxywTk0/gPOOIr
/i2LZ7A0QHSPIISRWPENNNbEVOcXhDrVerTc506pPG+CgemYwOnsILuylwxCoSVFWItqySo+gsqfVICLVYNgMLzHZMoqVgdmUbOxj7U9Ag1ko0J7t54UNp
NCism2S
/TkO3r6RINe6v6cxT2VVNSRFF4jSWQF08eACAWU4DNse+DYDkYN1gwqcSD6BWARNpTpDrdglUwulljqVAbi4UCK2E61X6atBbZYMAoaNIX+rjDdn7+tHd
BDghL29Wv
/LgS2dgl+aD7zGdVHyYi8KixWmDgE5pnUReQkKCzuQL1lewpzinYrCEhyA8KvpTJjvamvExW4C2dDnBJYMLPztaiUhlyErimlq7k9+I0bsURoNe3LU4iINRW
IKrcs9Qe0ZqZ9HRudmmH8Ci2W4ZCISKOEPUgGFLADVGjxKLaQph1zw3i211YYMc3r69FjhNmyJ1PskGGheN3uAJs7gkTyNhK7j0JgKIMY
/BpBv0ggFU+5VKHriBcsdwQ+cJDoD654jVbJzHhaulb1xqSBHGwc+Cnl1b5TDojRYfFwWj9WCCj7RanRIcfzXqzS1cNBDFselshZzUzq
/kOISItDQBE9RGIMLVEKs+YFx1plkwmQKO5RBZWXr2EV2KYSU99dEO
/Alcof7j4ABAgMBAAGjggEIMIIBHJAdBgNVHQ4EFgQUeo9WwYOqFPJ1B9cjg0WsxS28hnYwgYUGA1UdIwR+MHYAFHOCuHWgHsN1cS7TRuJgklYvdeY7
0oUBKTDBKMQswCQYDVQQGEWJIRTEMMA0GALUECWWDRVNUMREwWDWYDVQQDDAhIc3QudGVjaDEaMBgGCSqGSIb3DQEJARYLY2FAbWFpbC5j
b22CFG9pjLDcWd36XS7dInpjRMErPsgIMAWGALUdEWQFMAMBAf8wCwYDVROPBAQDAgL8BMESGALUJEQRIMEaCCWxvY 2FsaG9zdIcEfwAAAY IIbWI
uaWtlYmWHBMCoMQKCEGtleWNsb2FrLmRIZmF1bHSCEWtleWNsb2FrLmVzdC50ZWNoMAKGA1UdEgQCMAAwWDQYJKoZlhveNAQELBQADggIBABZ
hxMIRHGrKRZsuRWVGDfhjboMA4NCUE9E2GMirilggwnW+C2HIbN1dkmhnEDOLFHM64tk1gPOVmvrE2V7nPp58uVCgoxqsQ
/gQNWrDj8Gkv5IRKMCPmMW3ICTIE/kOKhC914b+0+pD6kyqwCS7ThMff5g0tODbVHVVNhCqsPOMY CKBEdKvJ4jhZatpbO1fLXbhnbhAGnUpva3pl8taN
Ix+z40Ar+j+PkU3VCQBk08w30QwvFHSqJOUTT3i4B8amliBt61ZkwX0Xr8z+w4avqtOzcH61UgGtz2LrRIDIzOD1QacGh2
/0kGcWUKBT4AU7Fb2RzCaMFB8eiM5bnXXomMTTMLHQSahKig2H6+c/jSIFVLLI/5i8q100PHWBxU6h+OAFF2qWhCuSclvwv+]
/RyOd2JwYelgU8LJ1cWth2/msCQK2S7UO6myzexlevidmXSjRdvHH
/cDHINNjYWNVF5FsVyTj4tgRYpUVWAPTURR22LoT5+gAW42DTsOa561016NcIDmOF4U29qeki2Ktf9zCY Zf+PLi8dgfOhwb0TisDbXr2kwURwOmOYiEFsffm
L1mtvsptJOIRhBXEcPHN/JLWUGFOodooeC6YY9H3BNYu8sXn2ykAO4AabjBMcoUUh+FGhWXrMjpnG+PSNacPXW/MDijiM30X42YrqcU9zdk"],"x5t":"
11j3g74+BJIHIKUZXKWb4zwZeFuw"}]}

We can paste this into the "JWKS" test box.

Alternativley we can run a web server to produce this output and use the server url in the "JWKS URI" text box instead.

Note: There is also a nodejs utility available for this, running ssh-keygen -e -m pkcs8 -f /tmp/client.key | pem-jwk | jq '{ "keys":[{kid: "something", kty: .kty ,
use: "sig", n:.n, e: .e}J}

will produce the same result as above.

You can also upload your private key and certificate to the realm you are using.
Go to Relam Settings Keys - > Providers Add Keystore RSA

Upload both you private key and it's correspoding certificate.

Go to Relam Settings General and click on "OpenID Endpoint configuration”
Search for jwks_url and you should see somthing like the following :
"jwks_uri":"http://127.0.0.1:33409/auth/realms/x509/protocol/openid-connect/certs"
Go to this URL, your jwks should be on the bottom.

For this to work with you JWT code you'll need to copy the "kid" value and update you code so this is included in the header: This is necessary when the
JWKS has multiple keys.



JWT snippet

clains["iss"] = "jwtclient3"
clains["aud"] = "https://192. 168. 49. 2: 31561/ aut h/ r eal ns/ x509"

token := jwt.NewW thd ai ns(j wt. Si gni ngMet hodRS256, cl ai ns)

token. Header [ "ki d"] = " AKAwbsKt qu90Om wi sPOUf 5zTJkI C73hzY9Myv4srj Ts"

tokenString, err := token. SignedString(key)

if err I'=nil {
return

fm.Errorf("create: sign token: %', err)

return tokenString, nil

Keycloak Authorization code grant

The OAuth Authorization Code Grant flow is recommended if your application support redirects.
e.g. your application is a Web application or a mobile application.

See this link to see how to setup your client - Keycloak: Authorization Code Grant Example

Here is a sample shell script to retrieve an authorization code:

Authorization Code

#!/ bin/ sh

HOST=$( mi ni kube i p)

KEYCLOAK_PORT=$( kubect| -n default get service keycloak -o jsonpath='{.spec.ports[?(@nanme=="http")].nodePort}"')
REALME"j wt r eal ni

CLI ENT="j wt secret "

AUTH_USERNAME="j wt user "

AUTH_PASSWORD="secr et "

STATE=$( uui dgen)

URL="htt p: / / $HOST: $KEYCLOAK_PORT/ aut h/ r eal nms/ $REALM pr ot ocol / openi d- connect/ aut h?
client_i d=$CLI ENT& esponse_t ype=code&st at e=$STATE"
STDOUT=$(curl -s -X GET $URL --insecure -D headers. out)

COOKI ES=$(cat headers.out | grep set-cookie | cut -f2 -d" ' | tr -d "\n")

LOG N_URL=$(echo $STDOUT | sed s'/.* action=//g" | cut -f1 -d" ' | sed s'/\"//g" | sed s'/anp;//g")
CURL_QUTPUT=$(curl -s --cookie $COOKIES - X POST "${LOG N_URL}" -d "username=${ AUTH USERNAVNE}
&passwor d=${ AUTH_PASSWORD} " --insecure -D headers. out)

CODE=$(cat headers.out | grep -i location | sed s'/.*code=//g")

echo CODE=$CCDE
echo ACCESS_CODE=$CURL_QUTPUT
rm headers. out 2>/dev/null

To set this up so it retrieves the JIWT access token once logged in we must configure the keycloak client with a "Valid Redirect URI", in this case it will be "h
ttp://192.168.49.2:31233/callback"

The following go sever is running at this URI:

Authorization server callback


https://www.appsdeveloperblog.com/keycloak-authorization-code-grant-example/
http://192.168.49.2:31233/callback
http://192.168.49.2:31233/callback

package nain

i mport (
"encodi ng/j son"
"ftt
"iolioutil"
"net/http"
“net/url"

)

type Jwttoken struct {
Access_t oken string
Expires_in int
Refresh_expires_in int
Ref resh_t oken string
Token_t ype string
Not _before_policy int
Session_state string
Scope string

}
var jwt Jwttoken

func get Token(auth_code string) string {

clientSecret := "Ctz6aBahn QuAt 7Lwgg8qDNsni uPkNCC"

clientld := "jwsecret"

real mMNanme := "jwtreal ni

keycl oakHost : = "keycl oak"

keycl oakPort := "8080"

keycl oakUrl := "http://" + keycl oakHost + ":" + keycloakPort + "/auth/realnms/" + real mName + "/ protocol
/ openi d- connect/t oken"

resp, err := http. PostForn(keycl oakUr I,

url.Val ues{"code": {auth_code}, "grant_type": {"authorization_code"},
"client_id": {clientld}, "client_secret": {clientSecret}})
if err I'=nil {
fm.Println(err)
pani c("Sonething wong with the credentials or url ")

}
def er resp. Body. C ose()
body, err := ioutil.ReadAll (resp. Body)

fm.Println(string(body))
json. Unnar shal ([] byt e(body), & wt)
return jw.Access_t oken

}

func noprefix(res http. ResponseWiter, req *http. Request) {
/] create response binary data
data := []byte("Authorization code default") // slice of bytes
/Il wite “data’ to response
res. Wite(data)
}

func cal |l back(res http. ResponseWiter, req *http. Request) {
query := red. URL. Query()
code : = query. Cet("code")
token : = get Token(code)
res. WiteHeader (http. StatusOK)
res. Wite([]byte(token))
}

func main() {
/'l create a new handl er
cal | backHandl er : = http. Handl er Func(cal | back)
http. Handl e("/ cal | back", cal | backHandl er)
noPr ef i xHandl er : = http. Handl er Func(nopr efi x)
http. Handl e("/", noPrefixHandl er)
http. Li st enAndServe(":9000", nil)



Login will trigger a call to the /callback endpoint whcih in turn gets the JWT token and returns it to the user.

PKCE

PKCE stands for Proof Key for Code Exchange and the PKCE-enhanced Authorization Code Flow builds upon the standard Authorization Code Flow and
it provides an additional level of security for OAuth clients.

For setting up the keycloak realm, client and user please see : PKCE Verification in Authorization Code Grant
In this example | will use a confidential client called oauth2-pkce in the OAuth2Realm.

| have also added an audience mapper to map the client to the the token.

You will need to copy the client secret into the cod for this to work.

Download the go code: oauth2.go

Update the code to match your keycloak setup.

Once the code has compiled create your docker image using: Dockerfile_oauth2

Start the service using: oauth2.yaml

This program uses PKCE code_challenge and code_challenge_method parameters when making the authorization code request and
the PKCE code_verifier parameter when exchanging the authorization code for a token.

If running on windows you may need to start a tunnel so your services are accessible from your windows browser (see Accessing apps)
You may also need to update your hosts file to add an alias of keycloak for your local ip. (e.g. 127.0.0.1 keycloak)

This is important because the iss of the token needs to match the keycloak url you provide.

If everything has been setup correctly when you hit the endpoint http://localhost:9000/ you should be redirected to the keycloak login screen.
Enter a username and password for your realm.

The authorization code will be sent to your call back URL (redirect_uri) where it can be exchanged for a token.

The token will be printed on the screen.

It should look something like this:


https://www.appsdeveloperblog.com/pkce-verification-in-authorization-code-grant/
https://wiki.o-ran-sc.org/download/attachments/57376953/oauth2.go?version=1&modificationDate=1660905204690&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/Dockerfile_oauth2?version=1&modificationDate=1660905204694&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/oauth2.yaml?version=1&modificationDate=1660905204692&api=v2
https://minikube.sigs.k8s.io/docs/handbook/accessing/
http://localhost:9000/

Token

"TokenResponse": {
"access_t oken":
"eyJhbCci O JSUzI 1Ni I sI nR5¢Cl gG Ai Sl dUli wi a2l kl'i A6l CJi c0J4Z0l Kd0dxS3B2YnROdj dOWHA2ZnUx SVFRNDZQbOMASHFr dEYXT) Vj | nO

eyJl eHAi § E2NTE3NTkzMDI sl m hdCl 6MTY1MIc10TAWM wi YXV0aF90aWLI | j oxNj UxNz USMDAYLCIqdGki O | 1ODU2YWN Yi O1INWY1LTQEM gt
YWWRYS1kOAELNGNK Y2QxZTgi LCIpc3M O JodHRwWO 8va2V5Y2xv YWs 6 ODAAMCOhdXRoL3Jl YWkt cy 9PQXV0aDISZWFsbSI sI nF1ZCl 61 nFj Y291
bnQ LCIzdW i G Jj YzkwNDUXMyOwY2! 3LTRi Y2Qt OTl yZSOxMrc2MDkzYzkOYTEi LCI0eXAi G JCZWFyZXI i LCIhenAi O JvYXV0aDl tcGj ZSl s
I NNl c3Npb25f c3RhdGUI O | xNzRI MIBhZi 1kZTRi LTQzZTgt OTE3Zi 1mYzQAZTE4AODg5Y2Ei LCIhY31i O | xIi wi cnVhbGLf YWNj ZXNz| j p71 nJv
bGvzl j pbl nR ZnF1bHQ cnBsZXM b2F1dGhyZWFsbSI s mBnZmkpbmvf YWNj ZXNz| i wi dWLhX2F1dGhvem 6YXRpb24i XX0s1 nJl c291cmNl X2Fj
Y2Vzcyl 6eyJhY2NvdWs0I j p71 ndvbGVzI j pbl mLthbnFnZS1hY2NvdWs0! i wi bWFuYWdI LWFj Y291bnQt b@ ua3M LCI2aW/3LXByb2ZpbGUi XX19
LCIzY29wWZSI 61 mBwZWspZCBI bWFpbCBwemOnaVk! i wi c2l k1 j oi MTcOZTEWYWYt ZGUOYi OOM2UALTkxN2Yt ZmVDOGUxCDg4OWNh! i wi ZWLhaWkf
dmvyaWZpZWQ OnZzhbHNI LCIwe mivnZXJy ZWRf dXNI cmbhbWUi G JvYXV0aDJ1c2Vyl n0. VRBW MJgnVgt QI5PaYj cOnNt -
9PvFkhbLnRwW3gBF62N7eJPFexsnPVbB7Hy 34TWyy 9RKNJ | wnl DcgmGABONMWE XF9i VgQ_3ul ORDa- gbnpOnROW nz KBFe 1DV-
KeQQQITI Z4vs0JJzpdx W NRWPCUqUIDCVAYVaVKoSf uAapL8v4Rp4H5z T7f j A-
LXnvJ4r hypZBj Qxu7vCh69_UD98f 98av8b0ewglnJxj kNB7gJRLr gA4CnBuCk5K-
zLUW ZU7zub5AnGk| j Ef 7pBLW3zsqDIApBcWe44y SLur B_TRSFHgf LAT9BONG2Y401924HxMNI k@ TaepGXf AuRudckuSw',

"token_type": "Bearer",

"refresh_t oken":
"eyJhbCeci G JI Uzl INi I sI nR5¢cCl gO Ai Sl dUli wi a2l kli A6l Cl yNGE3MzY3Zi LhNzJhLTRhIMt Yj | 1OCLI NGZj MDInNWVEZm i f Q.
eyJl eHAi O E2NTE3N A4MDI s| m hdCl 6MIY1IMTIc1OTAWM wi anRpl j oi ZDZkOJ yYzM ZW mVS00OGEY LTgy ZDUt NVWESYTcwNTUWZDdI | i wi aXNz
I j oi aHROcDovL2t | eWNsb2Fr § gwODAv YXV0aC9y ZWFsb XM/ TOF1dGgy Unvhb @i LCIhdWQ O JodHRWG 8va2V5Y2xv YWs 6 CDA4MCOhd XRoL3J1
YWkt cy 9PQXV0aDISZWFsbSI sI nN1Yi | 61 m\j OTAONTEzLTB] Yj ct NGJj ZC05M JI LTExXNz YWOTN] OTRhMSI sl nR5¢Cl 61 | JI ZnJl c2gi LCIhenAi
QG JvYXV0aDl t cG j ZSl s| nN c3Npb25f c3RhdCUI O | xNzR MTBhZi 1kZTRi LTQzZTgt OTE3Zi 1nYzQ4ZTE4AODY5Y2Ei LCIZzY29WZSI 61 nBwZWsp
ZCBl bWFpbCBwemBmaV| |'i wi c21 kI j oi MTcOZTEWYWYt ZGUOYi 00M2UAL Tkx N2 Yt ZmvDOGUX ODg4 OWRhI nO.
VFH5KZwt WHLbQyJ1 HVR0389azqcxKh7Reh6ze52UXs A",

“expiry": "2022-05-05T14: 01: 42. 0439809Z"

I
"| DToken": {
"exp": 1651759302,
"iat": 1651759002,
"auth_time": 1651759002,
"jti": "4318be76-d806-43a3- bb18-2e2c4b5cf 601",
"iss": "http://keycl oak: 8080/ aut h/ r eal ms/ QAut h2Real ni',
"aud": "oauth2-pkce",
"sub": "cc904513-0cb7-4bcd-922e-1176093c94al",
"typ": "ID',
"azp": "oauth2-pkce",
"session_state": "174el0af-dedb-43e8-917f-fc48e18889ca",
"at _hash": "qOPPpL9nMeJuprmHABt dOEW',
"acr": "1",
"sid": "174el0af - de4b-43e8-917f-fc48e18889ca",
"email _verified": false,
"preferred_usernane": "oauth2user"
}

Copy the access token from the output and paste into an environment variable caled TOKEN

curl -H "Authorization: Bearer STOKEN" localhost:9000
Hello World OAuth2!

See also: golang oauth2

Keycloak Rest API

Documentation for the keycloak Rest APl is available here: Keycloak Admin REST API

Below is some sample code that calls the clients rest api to create a new client:


https://pkg.go.dev/golang.org/x/oauth2
https://www.keycloak.org/docs-api/16.1/rest-api/index.html

Keycloak Client Rest API

export ADM N_TKN=$(curl -s -X POST --insecure https://$HOST: $KEYCLOAK_PORT/ aut h/ r eal ns/ mast er/ pr ot ocol / openi d-
connect/token \

-H "Content-Type: application/x-ww-formurlencoded" \

-d "usernane=adm n" \

-d ' password=adm n' \

-d 'grant_type=password' \

-d 'client_id=admin-cli' | jg -r '.access_token')
echo "ADM N CLI ENT TOKEN = $ADM N_TKN'

curl -X POST --insecure https://$HOST: $KEYCLOAK_PORT/ aut h/ adm n/ r eal ns/ x509provi der/clients \
-H "aut hori zati on: Bearer $ADM N_TKN' \
-H "Content-Type: application/json" \

--data \
{
"id": "x509dient",
"nane": "x509Cient",
"enabl ed": "true",

"defaul tCientScopes": ["email"],
"redirectUis": ["*"],

"attributes": {"use.refresh.tokens": "true", "client_credentials.use_refresh_token": "true"}

Keycloak SSO & User management

Identity Providers
You can use keycloak for single-sign so users don't have to login to each application individually.
You can also use external identiity providers such as google or github if required.

See the "Identity Providers" menu in the keycloak Ul.

|dentity Providers

User-defined
SAMLv2.0
OpenlD Connect v1.0
Keycloak OpenlID Connect

Social
GitHub
Facebook
Google
Linkedin
Instagram
Microsoft
BitBucket

Through Identity Brokering it's easy to allow Twitter «ternal Identity Providers or Social Networks.
We have built-in support for OpenlD Connectan  Openshift v4 networks such as Google, GitHub, Facebook and
Openshift v3
GitLab
Togetst  PayPal In below:

StackOverflow

Add provider... v

User Federation
You can also use existing LDAP, active directory servers or relational databases for user management if this is required.
Open Source Identity and Access Management

See the "User Federation" menu in the keycloak Ul.


https://www.keycloak.org/

Keycloak Authorization services

Authorization Services Guide

Keycloak Quickstarts Code Repository

REST Service Protected Using Keycloak Authorization Services
Easily secure your Spring Boot applications with Keycloak

A Quick Guide to Using Keycloak with Spring Boot

Istio External Authorization

Redhat AUTHORIZATION SERVICES

Sample External Authorization Server with Istio

Working example

. To use keycloak authoriztion services start by creating a confidential client.

. Set "Authoriztion Enabled" to on.

. Create 2 roles rapp_admin and rapp_user and assigned them to the service account.

Click on the authoriztion tab for the client to setup your authoriztion policies.

Start by creating 4 scopes (create,edit, delete and view) in the "Authoriztion scopes" section

Next create a resource "Rapp resource"”, set the URI to /api/resources/* and set the scopes to create,edit, delete and view.

. Next create a policy "View Policy", select the "rapp_user" role and set required to on.

. Create an "Admin policy", select the "rapp_admin" role and set required to on.

. In the permission section, create a "Scope Based" permission - for resouce choose the "Rapp resource" created earlier, scope should be set to
view and select the "View Policy" for policy.

. Create another "Scope Based" permission - for resouce choose the "Rapp resource" created earlier, scope should be set to create, edit and

delete and select the "Admin Policy" for policy.
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Create a spring-boot application to work with this "resouce server"
The following 4 files are all that is required:

pom.xml

application.properties

MyApplication.java

ApplicationController.java

Use mvn clean package spring-boot:repackage to create the jar file
Use mvn spring-boot:run to run the application from the comand line.
Alternatively you can package the jar into a docker file and run the app as part of your cluster
Dockerfile

rapp-resource-server.yaml

To test use the following script:

test.sh

You should see the following output:

GET request using service account access token
GET resources 1

PUT request using service account access token
PUT resources 1

POST request using service account access token
POST resources id=1

GET request using service account requesting party token
GET resources 1


https://www.keycloak.org/docs/latest/authorization_services/#_getting_started_overview
https://github.com/keycloak/keycloak-quickstarts
https://ravthiru.medium.com/rest-service-protected-using-keycloak-authorization-services-a6ad2d8ecb9f
https://www.keycloak.org/2017/05/easily-secure-your-spring-boot.html
https://www.baeldung.com/spring-boot-keycloak
https://istio.io/latest/docs/tasks/security/authorization/authz-custom/
https://access.redhat.com/documentation/en-us/red_hat_single_sign-on/7.2/html/authorization_services_guide/service_overview
https://medium.com/google-cloud/external-authorization-server-with-istio-1159b21682bb
https://wiki.o-ran-sc.org/download/attachments/57376953/pom.xml?version=1&modificationDate=1660905204684&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/application.properties?version=1&modificationDate=1660905204682&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/MyApplication.java?version=1&modificationDate=1660905204679&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/ApplicationController.java?version=1&modificationDate=1660905204671&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/Dockerfile?version=1&modificationDate=1660905204667&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/rapp-resource-server.yaml?version=1&modificationDate=1660905204669&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/test.sh?version=1&modificationDate=1660905204665&api=v2

POST request using service account requesting party token
POST resources id=1

PUT request using service account requesting party token
PUT resources 1

OPA

The Open Policy Agent (OPA) is an open source, general-purpose policy engine that unifies policy enforcement across the stack. OPA provides a
high-level declarative language that lets you specify policy as code and simple APIs to offload policy decision-making from your software.

OPA policies are expressed in a high-level declarative language called Rego. Rego is purpose-built for expressing policies over complex hierarchical data
structures.

It even has a VSCode plugin that lets you highlight and evaluate rules and query policies right within the IDE.
Policy-based control for cloud native environments

Introducing Policy As Code: The Open Policy Agent (OPA)

Istio External Authorization with OPA

Rego playground

OPA and Istio Tutorial

Dynamic Policy Composition for OPA

Open Policy Agent: Authorization in a Cloud Native World

OPA On Kubernetes

Kubernetes Admission Control

Microservices Authorization using Open Policy Agent and Traefik (AP Gateway)
A Study in Serverless Authorization with Open Policy Agent

OpenFaaS OPA

Godaddy Opa Lambda Extension Plugin

Extending OPA

OPA Ecosystem

GO

Go provides a library for opa.

GO OPA
package nmin

import (
“context"
"encodi ng/j son"
"t
"gi t hub. conf open- pol i cy- agent/ opa/ r ego”
"iolioutil"
"net/http"
"net/url"
"os

)

type Jwttoken struct {
Access_t oken string
Expires_in int
Refresh_expires_in int
Refresh_t oken string


https://www.openpolicyagent.org/
https://www.magalix.com/blog/introducing-policy-as-code-the-open-policy-agent-opa
https://istio.io/latest/blog/2021/better-external-authz/?_ga=2.31323199.1698018501.1652710342-1376349348.1644423478
https://play.openpolicyagent.org/
https://www.openpolicyagent.org/docs/latest/envoy-tutorial-istio/
https://blog.styra.com/blog/dynamic-policy-composition-for-opa
https://www.aquasec.com/cloud-native-academy/cloud-native-applications/open-policy-agent-authorization-in-a-cloud-native-world/
https://www.velotio.com/engineering-blog/deploy-opa-on-kubernetes
https://www.openpolicyagent.org/docs/v0.12.2/kubernetes-admission-control/
https://blog.appsecco.com/microservices-authorization-using-open-policy-agent-and-traefik-api-gateway-ae30f3bf2846
https://dev.to/aws-builders/rego-fyi-a-study-in-serverless-authorization-with-open-policy-agent-1ipi
https://github.com/adaptant-labs/openfaas-function-auth-opa/blob/master/README.md
https://github.com/godaddy/opa-lambda-extension-plugin
https://www.openpolicyagent.org/docs/latest/extensions/#adding-built-in-functions-to-the-opa-runtime
https://www.openpolicyagent.org/docs/latest/ecosystem/

Token_t ype string
Not _before_policy int

Session_state string
Scope string

}

var token Jwttoken

var opaPolicy string =~
package aut hz

import future. keywords.in
default allow = fal se

jwks := jwks_request("http://keycl oak: 8080/ aut h/ r eal ns/ opa/ pr ot ocol / openi d- connect/certs"). body
filtered_jwks :=[ key |
sone key in jwks. keys
key.use == "sig"
]
token_cert := json.marshal ({"keys": filtered_jwks})

token = { "isValid": isValid, "header": header, "payload": payload } {

[isValid, header, payload] :=io.jw.decode_verify(input, { "cert": token_cert, "aud": "account",
"iss": "http://keycl oak: 808
0/ aut h/ r eal ns/ opa"})

}

al | ow {
is_token_valid

}

is_token_valid {
token.isValid
now : = tine.now_ns() / 1000000000
t oken. payl oad. i at <= now
now < token. payl oad. exp
t oken. payl oad. clientRole == "[opa-client-role]"

}

jwks_request (url) = http.send({
“url": url,
"met hod": "CGET",
"force_cache": true,
"force_j son_decode": true,
"force_cache_duration_seconds": 3600 # Cache response for an hour

1

func get Token() string {

clientSecret := "63wkvORUXkpOlpbqgt NTSwghhTxeMAB5I "
clientld := "opacli”
real mNane : = "opa"
keycl oakHost : = "keycl oak"
keycl oakPort := "8080"
keycl oakUrl := "http://" + keycl oakHost + ":" + keycloakPort + "/auth/realnms/" + real nNanme + "/ protocol
/ openi d- connect / t oken" resp, err := http.PostForn(keycl oakUrl,
url.Values{"client_secret": {clientSecret}, "grant_type": {"client_credentials"}, "client_id":
{clientld}})
if err I'=nil {
fm.Println(err)
pani c(" Somet hing wong with the credentials or url ")
}
def er resp. Body. O ose()
body, err := ioutil.ReadAll (resp.Body)

j son. Unnar shal ([] byt e(body), &t oken)
return token. Access_t oken

}

func traceOpa(input string) {
ctx := context.TODQ)



test := rego. New
rego. Query("x = data.authz.allow'),
rego. Trace(true),
rego. Modul e("exanpl e. rego”, opaPolicy),
rego. | nput (i nput),

)

test. Eval (ctx)
rego. Print TraceWthLocation(os. Stdout, test)

}

func eval uateOpa(i nput string) {
ctx := context.TODQ()

query, err := rego. New
rego. Query("x = data.authz.allow'),
rego. Modul e("exanpl e. rego”, opaPolicy),
) . Prepar eFor Eval (ctx)
if err I=nil {
/1 Handl e error.
fmt.Printin(err.Error())

}
results, err := query.Eval (ctx, rego.Eval I nput(input))
/'l lnspect results.
if err I=nil {
/1 Handl e eval uation error.
fm.Printin("Error: " + err.Error())
} else if len(results) == 0 {
/1 Handl e undefined result.
fm.Println("Results are enpty")
} else {
/1 Handl e resul t/decision.
fm.Printf("Results = %v\n", results) //=> [{Expressions:[true] Bindings:map[x:true]}]
}

}
func main() {
tokenStr := get Token()

traceOpa(tokenStr)
eval uat eOpa(t okenStr)

OPA bundles and dynamic composition

Method 1

We can combined OPA bundles with dynamic composition to provide different policies for differect services.

In the root directory of your bundle create main.rego



main.rego

package nmin

inmport input.attributes.request.http as http_request

default allow = fal se

nane := trimprefix(replace(http_request.path, "-", ""), "/")

router[policy] = data.policies[nane][policy].deny

deny[msg] {
policy := router[_]
msg : = policy[_]

}

al | ow {

count (deny) == 0

}

This main policy will use the request path to determine which policy to apply. (We remove the forward slash and and "-" characters)
Create a directory policies/<app name> off the main directory.

In here create a policy called policy.rego



policy.rego
package policies.rappopaprovi der. policy

inmport input.attributes.request.http as http_request
inmport future.keywords.in

real mname := "opa"
realmurl := sprintf("http://keycl oak: 8080/ aut h/ real ns/ %", [real m nane])
certs_url := sprintf("%/protocol/openid-connect/certs", [realmurl])

jwks := jwks_request(certs_url). body
filtered_jwks :=[ key |
sone key in jwks. keys
key.use == "sig"
]
token_cert := json.marshal ({"keys": filtered_jwks})

token = { "isValid": isValid, "header": header, "payload": payload } {

[_, encoded] := split(http_request.headers. authorization, " ")

[isValid, header, payload] :=io.jw.decode_verify(encoded, { "cert": token_cert, "aud": "account",
"iss": realmurl})

}

deny[nmsg] {
not is_token_valid
nsg = "deni ed by rappopaprovider.policy: not a valid token"

}

is_token_valid {
token.isValid
now : = tinme.now.ns() / 1000000000
t oken. payl oad. i at <= now
now < token. payl oad. exp
t oken. payl oad. clientRole == "[opa-client-role]"

}

jwks_request (url) = http.send({
“url": url,
“met hod": "GET",
"force_cache": true,
"force_j son_decode": true,
"force_cache_duration_seconds": 3600 # Cache response for an hour

b

This policy will verify the jwt token, check the token issue time and expiration time against the current time and also ensure the token contains the correct
role.

If all these condtions are met the user will be granted access to the resource.
NGINX can be used for the bundles server: nginx.yami|

OPA server: opa.yam|

rapp-opa-provider: rapp-opa-provider.yaml

To test retrieve the access token from keycloak and run the curl command for the rapp-opa-provider url


https://wiki.o-ran-sc.org/download/attachments/57376953/nginx.yaml?version=1&modificationDate=1660905204662&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/opa.yaml?version=1&modificationDate=1660905204658&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/rapp-opa-provider.yaml?version=1&modificationDate=1660905204655&api=v2

opa_test.sh

#!/ bi n/ bash
I NGRESS_HOST=$( mi ni kube i p)

I NGRESS_PORT=$( kubect| -n istio-systemget service istio-ingressgateway -o jsonpath='{.spec. ports[?(@ name==

http2")].nodePort}"')
TESTS=0

PASSED=0

FAI LED=0
TEST_TS=$%$(date +%-9)
TOKEN=""
ACCESS_TOKEN=""
REFRESH_TOKEN=""

function get_token
{
| ocal prefix="${1}"
url ="http://${ KEYCLOAK_HOST}: ${ KEYCLOAK PORT}/ aut h/ r eal ns"
TOKEN=$(curl -s -X POST $url/opa/protocol /openid-connect/token -H \
"Content - Type: application/x-wwformurl encoded" -d
client_secret =63wkvORUXkpOlpbqgt NTSwghhTxeMAb51 \
-d 'grant _type=client_credentials' -d client_id=opacli)
ACCESS_TOKEN=$(echo $TOKEN | jg -r '.access_token")

}
function run_test
{
local prefix="${1}" type=${2} nsg="${3}" dat a=${4}
TESTS=$( ( TESTS+1))
echo "Test ${TESTS}: Testing $type /${prefix}"
get _token $prefix
ur | =$1 NGRESS_HOST: $I NGRESS_PORT"/ " $pr ef i x
result=$(curl -s -X ${type} -H "Content-type: application/json" -H "Authorization:
$url)
echo $result
if [ "$result” I'= "$msg" ]; then
echo "FAIL"
FAI LED=$( ( FAI LED+1))
el se
echo "PASS"
PASSED=$( ( PASSED+1) )
fi
echo ""
}

run_test "rapp-opa-provider” "GET" "Hello OPA World!" ""

echo

(=10 o B e R T

echo "Nunber of Tests: $TESTS, Tests Passed: $PASSED, Tests Fail ed: $FAI LED'
echo "Date: $TEST_TS'

(=1 L B e e LT T

Method 2

We can also organize the policies in the following way.

Create a new file in your bundle to do the common processing:

Bear er $ACCESS_TOKEN'



Common Rules

package policy. common. r equest

inmport input.attributes.request.http as http_request
inmport future.keywords.in

policy_realms := {
"rappopaprovi der":

opa

}

met hod = http_request.nethod
path = input. parsed_path

policy = trimprefix(replace(http_request.path, "-", ""), "/")

real mname : = policy_real nms[policy]

realmurl := sprintf("http://keycl oak: 8080/ aut h/ real ns/ %", [real m nane])
certs_url := sprintf("%/protocol/openid-connect/certs", [realmurl])

jwks := jwks_request(certs_url).body
filtered_jwks := [ key |
sone key in jwks. keys
key.use == "sig"
]
token_cert := json.marshal ({"keys": filtered_jwks})

token = { "isVvalid": isValid, "header": header, "payload": payload } {

[_, encoded] := split(http_request.headers. authorization, " ")
[isValid, header, payload] :=io.jw.decode_verify(encoded, { "cert": token_cert,
"iss": realmurl})

}

jwks_request (url) = http.send({
“url": url,
"met hod": "CGET",
"force_cache": true,
"force_j son_decode": true,
"force_cache_duration_seconds": 3600 # Cache response for an hour

b

user = token. payl oad. sub

clientRol e = token. payl oad. clientRole
audi ence = token. payl oad. aud

exp = token. payl oad. exp

iat = token. payl oad. i at

Create another rules.rego file for you application e.g. policy/services/rappopaprovider/ingress/rules.rego

Application rules

package policy. services. rappopaprovi der.ingress
i nport data. policy. common. request

allow = true {

request.token.isVvalid

request . net hod == " CGET"

request. path == "rapp-opa- provi der" ]
now : = time.now_ns() / 1000000000
request.iat <= now

now < request.exp

request.clientRole == "[opa-client-role]"

}

"aud":

"account",



Lastly create the parent rules file that will call the appropiates policy based on the http request path

Main Rules
package policy.ingress

i nport data. policy.commmon. request
i mport data. policy.services

allow = true {
services[request.policy].ingress.allow

}

To use this set of rules make sure opa is pointing to the parent rules file : "—set=plugins.envoy_ext_authz_grpc.query=data.policy.ingress.allow"
Note If you do not wish to validate the jet you can use this code instead:

token = { "isValid": isValid, "payload": payload } {

authorization_header := input.attributes.request.http.headers.authorization

encoded_token := trim_prefix(authorization_header, "Bearer ")

payload := io.jwt.decode(encoded_token)[1]

isvalid := true

}

OPA with prometheus and grafana

Add the following job to your prometheus.yaml file in the scrape_configs section:

- job_name: opa

scrape_interval: 10s

metrics_path: /metrics

static_configs:

- targets:

- opa.default:8181

This will enable metric collection from the opa /metrics endpoint:

The full ist is available here: Open Policy Agent Monitoring

Download the OPA metrics dashboard from grafana and import it into your grafance instance Open Policy Agent Metrics Dashboard

In the instance dropdown, type opa.default:8181 (assuming opa is running in the default namespace and metrics are being served on port 8181)

You should see a dashboard similar to the following:


https://www.openpolicyagent.org/docs/latest/monitoring/
https://grafana.com/grafana/dashboards/13965

83 General /|Open Policy Agent Metrics| =5 i B & @ Last15minutes

2

Nane ~ instance  opa.default:8181 ~ Cluster  Prometheus ~ interval  auto -

Avg Response Time HTTP Response Time Memory in Off-Heap

Quanlile

31 MB

308 MB

(=
16014 16:16 1618
30 MB

OPA Profiling and Bench Marking

Policy Performance

Below is a sample file we can use for profiling/benchmarking

rbactest.rego

package rbact est

i nport data. policy.commmon. request
i nport data. policy.services

input = {
"attributes": {
"destination": {
"address": {
"socket Address": {
"address": "172.17.0. 15",
"portVal ue": 9000
}
b
"principal": "spiffe://cluster.local/ns/istio-nonrtric/sal/default"
H
"met adat aContext": {},
"request": {
"http": {
"headers": {
"rauthority": "192.168.49.2:31000",
":method": "CGET",
":path": "/rapp-opa-provider",
:scheme": "http",
"accept": "*/*",
"aut horization": "Bearer
eyJhbCGci O JSUzIl INi | sI nR5¢cCl gO Ai Sl dUli wi a2l ki i A6l CIDaml4a2FON] RVe Ud YNThWJU2 R3W Bx QTdWRMNL TGdEQMNUWI TVGE5UE9J | nO.
eyJl eHAi O E2NTYOMDYWMTYs| m hdCl 6MTYLIN QMNTcxNi wi anRpl j oi OANEOMz AXODM Zj YZZS00Mz YILTg4ANTM Yj cOZTY2MrFhYTUM i wi aXNz
I j oi aHROcDovL2t | eWNsb2Fr O gwODAv YXV0aCly ZWFsbXMrb3Bh! i wi YXVKI j oi YWNj b3VudCl sl nN1Yi | 61 j USNGWKODQz LTZi MAEt NGMAVZC04
M2UOLTI j MDkwYj MBZj | yZi | sl nR5cCl 61 kJI YXJI ci | sl nF6¢cCl 61 mBwYWNsaSI sl nFj ci | 61 j Ei LCIyZWFsbV9hY2Nl ¢3M Onsi cnmBsZXM A si
b2Znbd uzZV9hY2N ¢3M LCI1bWFf YXVO0a@yaXphdd vbi | sl nR ZnF1bHQ cm®sZXM b3Bhl | 19LCIyZXNvdXJj ZVOhY2N ¢3M Onsi b3BhY2xp
1j p71 ndvbGVvzl j pbl mMwYS1j bd | bnQ cm®sZSJdf Swi YWNj b3VudCl 6eyJyb2xI cyl 6WJt YWbhZ2Ut YWN] b3VudCl sl mLhbnFnZS1hY2NvdWs0
LWpbnt zIiwi dml | dylwerm®maWkl || 19f Swi c2NveGUi O JwemdmaWkl | Gvt YW s1i wi Y2xpZWb0SWQ O JvcGFj bGki LCJj bA@ | bnRI b3NOI j oi


https://www.openpolicyagent.org/docs/latest/policy-performance/

MTI 3Lj AuMCA21 i wi ZWLhaWkf dmVyaWZpZWQ OnzhbHNI LCJj b@ | bnRSb2x1 | j oi WV29wWYS1j bA | bnQ cBsZV0i LCIwemvnZXJy ZWRf dXNI crbh
bWUi O JzZXJ2aWNl LWFj Y291bnQ b3BhY2xpl i wi Y2xpZWb0QNRkcnVzcyl 61 ) EyNy4wLj AuNi J9. k_Nt ngXgW TPB2z8I Ar nxqvx3i YP18xc-
1f WQoZ0Az2BOK3kf W dSm ngn_i | wLXr TSdX-
n_Tx_02NLI wQL3RVRXN5zoJaCnU2i SXvel 7hj YA _PSDZbv3MALbogqQZngz uTA5ugRXuVAG42k 0PI PNWSnBJuj UG VzB_nr c431 3j XNuHugqwx6m
i at ANmJo2MCxM_Y1s39i xxREf Q ovqFz1ky691 Kf z8QcxyFhSsCnydj k4T6Huf C3_SJQ0XaBKWAoJpdcgdontlkYcl eoGxWW3I X5EOk BeL4THOF
61 f Ctj LZwFl zI ht DJI t D6ddgl JpEsc6r cuLw- 06_\Vyj eqzSg",
"content-type": "application/json",
"user-agent": "curl/7.68.0",
H
"host": "192.168. 49. 2: 31000",
"id": "15472195549358141958",
“met hod": " GET",
"path": "/rapp-opa-provider",

"protocol ": "HITP/1.1",
"schene": "http"
H
“time": "2022-06-28T07: 07:47.099076Z"
b
"source": {
"address": {
"socket Address": {
"address": "172.17.0.4",
"portVal ue": 54862
}
},
"principal": "spiffe://cluster.local/ns/istio-systenfsal/istio-ingressgateway-service-account"
}

}

parsed_body": null,
"parsed_path": [
"rapp- opa- provi der"
1.
"parsed_query": {},
"truncat ed_body": false,
"version": {
"encodi ng": "protojson",
"ext _authz": "v3"
}
}

default allow = fal se

allow = true {
servi ces[request.policy].ingress.allow

}

opa eval --data rbactest.rego --profile --count=100 --format=pretty 'data.rbactest.allow’
false

+ + + + + + +
| METRIC | MIN | MAX | MEAN | 90% | 99% |

+. +. +

| timer_rego_external_resolve_ns | 300 | 2400 | 461 | 600 | 2382.9999999999914 |
| timer_rego_load_files_ns | 3069300 | 6160300 | 4.024052e+06 | 4.82397e+06 | 6.152662999999996e+06 |

| timer_rego_module_compile_ns | 690400 | 2288700 | 983743 | 1.42366e+06 | 2.2863819999999986e+06 |

| timer_rego_module_parse_ns | 439300 | 1834400 | 613517 | 882270.0000000001 | 1.832610999999999e+06 |
| timer_rego_query_compile_ns | 49500 | 190100 | 68390 | 93410 | 189761.99999999983 |

| timer_rego_query_eval_ns | 25600 | 423300 | 40197 | 42630.00000000001 | 421415.99999999907 |

| timer_rego_query_parse_ns | 44700 | 674500 | 70035 | 81690 | 671625.9999999986 |

+

| MIN | MAX | MEAN | 90% | 99% | NUM EVAL | NUM REDO | LOCATION |
+ + + + + + + + +
| 14.1ps | 404ps | 25.251pus | 28.82us | 402.438us | 1| 1 | data.rbactest.allow |

| 9.8us | 27.8us | 12.843ps | 16.48us | 27.756us | 1 | 1 | rbactest.rego:62 |
+ + + + + + + + +




opa bench --data rbactest.rego 'data.rbactest.allow'

+ + +

| samples | 22605 |

| ns/op | 47760 |

| B/lop | 6269 |

| allocs/op | 112 |

| histogram_timer_rego_external_resolve_ns_75% | 400 |

| histogram_timer_rego_external_resolve_ns_90% | 500 |

| histogram_timer_rego_external_resolve_ns_95% | 500 |

| histogram_timer_rego_external_resolve_ns_99% | 871 |

| histogram_timer_rego_external_resolve_ns_99.9% | 29394 |
| histogram_timer_rego_external_resolve_ns_99.99% | 29800 |
| histogram_timer_rego_external_resolve_ns_count | 22605 |
| histogram_timer_rego_external_resolve_ns_max | 29800 |
| histogram_timer_rego_external_resolve_ns_mean | 434 |

| histogram_timer_rego_external_resolve_ns_median | 400 |
| histogram_timer_rego_external_resolve_ns_min | 200 |

| histogram_timer_rego_external_resolve_ns_stddev | 1045 |
| histogram_timer_rego_query_eval_ns_75% | 31100 |

| histogram_timer_rego_query_eval_ns_90% | 37210 |

| histogram_timer_rego_query_eval_ns_95% | 47160 |

| histogram_timer_rego_query_eval_ns_99% | 91606 |

| histogram_timer_rego_query_eval_ns_99.9% | 630561 |

| histogram_timer_rego_query_eval_ns_99.99% | 631300 |

| histogram_timer_rego_query_eval_ns_count | 22605 |

| histogram_timer_rego_query_eval_ns_max | 631300 |

| histogram_timer_rego_query_eval_ns_mean | 29182 |

| histogram_timer_rego_query_eval_ns_median | 25300 |

| histogram_timer_rego_query_eval_ns_min | 15200 |

| histogram_timer_rego_query_eval_ns_stddev | 32411 |

+ + +

OPA & Minio

OPA & MinlO's Access Management Plugin

OPA Sidecar injection

First create a namespace for your apps and enable istio and opa
kubectl create ns opa

kubectl label namespace opa opa-istio-injection="enabled"
kubectl label namespace opa istio-injection="enabled"

Create the opa injection obects using:

kubectl create -f opa_inject.yaml

Ensure your istio mesh config has been setup to include grcp local authorizer

kubectl edit configmap istio -n istio-system

extensionProviders

ext ensi onProvi ders:
- envoyExt Aut hzGr pc:
port: "9191"
service: |ocal-opa-grpc.|ocal
name: opa- | ocal

Update your rapp-provider authorization policy to use this provider:


https://github.com/minio/minio/blob/master/docs/iam/opa.md
https://wiki.o-ran-sc.org/download/attachments/57376953/opa_inject.yaml?version=1&modificationDate=1660905204647&api=v2

AuthorizationPolicy

api Version: security.istio.io/vlbetal
ki nd: Aut hori zati onPolicy
net adat a:
nane: rapp-opa-provider-opa
namespace: opa
spec:
sel ector:
mat chLabel s:
app: rapp-opa-provider
action: CUSTOM
provider:
nane: "opa-local"
rul es:
- to:
- operation:
paths: ["/rapp-opa-provider"]
not Pat hs: ["/heal th"]

Run the opa_test.sh script above and you should see a message confirming your connection to the service.

Note: References to keycloak need to be updated to include the keycloak schema i.e keycloak.default

Basic Authentication

We can add basic authentication to our NGINX bubdle server by following these steps:

Create a password file using the following command: sudo htpasswd -c .htpasswd <user>, you will be prompted to input the password.
This will produce a file called .htpasswd containing the username and encrypted password

e.g. admin:$apri$tPQCjrVW$sokcSj4QVkncEDnaOFc2o0/

Add the following configmap definitions to your nginx.yaml



configMaps

api Version: vl
ki nd: Confi gVap
net adat a:
name: ngi nx- pwd- config
nanmespace: defaul t
dat a:
. ht passwd: |
admi n: $apr 1$t PQG r WsokcSj 4QvkncEDnaOFc2o/
api Version: vl
ki nd: Confi gMVap
net adat a:
name: ngi nx-conf-config
namespace: default

dat a:
defaul t.conf: |

server {
server _nane | ocal host;
location ~ A/ bundles/(.*)$ {
root /usr/share/ngi nx/ htnl/bundl es;
try_files /$1 =404;
auth_basic "Restricted";
aut h_basi c_user _file /etc/nginx/conf.d/conf/.htpasswd;
}

}

Then update your volumes and volume mounts to include these files with your deployment

Volumes

vol umeMount s:
- nane: bundl esdir
nmount Pat h: /usr/share/ ngi nx/ ht M / bundl es
readOnly: true
- nane: ngi nx-conf
rmount Pat h: /et ¢/ ngi nx/ conf. d/ defaul t. conf
subPat h: defaul t. conf
- nane: ngi nx- pwd
nmount Pat h: /et c/ ngi nx/ conf. d/conf/.htpasswd
subPat h: . ht passwd
vol unes:
- nane: bundl esdir
host Pat h:
# Ensure the file directory is created.
path: /var/opa/bundl es
type: DirectoryOrCreate
- nane: ngi nx-conf
confi gvap:
nane: ngi nx-conf-config
def aul t Mode: 0644
- nanme: ngi nx- pwd
confi gvap:
name: ngi nx- pwd-config
def aul t Mode: 0644

This will add basic authentication to your bundles directory.
Run echo -n <username>:<password> | base64 to encrpt your usename and password

e.g. echo -n admin:admin | base64
YWRtaW46YWRtaW4=



Update the opa-istio-config ConfigMap in the opa_inject.yaml file to include the encrypted string as a token in the cedentials section:

opa-istio-config

api Version: vl

ki nd: Confi ghVap

net adat a:
name: opa-istio-config
nanespace: opa

dat a:
config.yam : |
pl ugi ns:
envoy_ext _aut hz_grpc:
addr: :9191

path: policy/ingress/allow
deci si on_| ogs:
consol e: true
services:
- nanme: bundl e-server
url: http://bundl e-server. defaul t
credenti al s:
bearer:
t oken: YWRt aWMI6YWRt aWi=
schene: Basic

bundl es:
aut hz:
servi ce: bundl e-server
resource: bundl es/ opa-bundl e.tar. gz
persist: true
pol i ng:
m n_del ay_seconds: 10
max_del ay_seconds: 20

Your bundle is now protected with basic authentication.

JWT Injection

To enable automatic include a jwt token in our rapp request we need to enable some k8s objects:

1) MutatingWebhookConfiguration to inject jwt retrieval pod as a sidecar. The MutatingWebhookConfiguration uses a pod mutating serive to alter our pod
and add the new sidecar.

Mutating Webhook
package nmin

i mport (
"encodi ng/j son"
"errors"
"flag"
"f e
"iolioutil"
"k8s. i o/ api / adni ssi on/ vlbetal"
vl "k8s.i o/ api/core/vl"
"k8s. i o/ api machi nery/ pkg/ runti ne"
"k8s.i o/ api machi nery/ pkg/ runtime/serializer"
"] og"
"net/http"
"strconv"

)

type ServerParaneters struct {
port int /1 webhook server port



certFile string // path to the x509 cert
keyFile string // path to the x509 private key

}
type patchQperation struct {
(0] string “json:"op"”
Path string “json:"path"®
Val ue interface{} “json:"val ue, omtenpty""
}
var paraneters ServerParaneters
var (
uni versal Deserializer = serializer.NewCodecFactory(runtinme. NewScherme()). Uni versal Deserializer()
)

func main() {
flag. | ntVar(&paranmeters.port, "port", 8443, "Wbhook server port.")

flag. StringVar (&paraneters.certFile, "tlsCertFile", "/certs/tls.crt", "File containing the x509
certificate")
flag. StringVar (&paraneters. keyFile, "tlsKeyFile", "/certs/tls.key", "File containing the x509 private

key")
fl ag. Parse()

htt p. Handl eFunc("/i nj ect-sidecar", Handl eSi deCarl njection)

| og. Fatal (http.Li stenAndServeTLS(": "+strconv. |toa(paraneters.port), paranmeters.certFile, paraneters.
keyFile, nil))
}

func Handl eSi deCarl nj ection(w http. ResponseWiter, r *http. Request) {

body, err := ioutil.ReadAll (r.Body)
err = joutil.WiteFile("/tnp/request", body, 0644)
if err I'=nil {

panic(err.Error())

}
var adm ssi onRevi ewReq vlbetal. Adm ssi onRevi ew

if _, _, err := universal Deserializer.Decode(body, nil, &adm ssionReviewReq); err !=nil {
w. WiteHeader (http. Stat usBadRequest)
fm.Errorf("Could not deserialize request: %", err)
} else if adm ssionRevi ewReq. Request == nil {
w. WiteHeader (http. Stat usBadRequest)
errors. New("Mal forned adm ssion review - request is enpty")

}

fm.Printf("Received Admi ssion Review Request - Type: % \t Event: % \t Nane: % \n",
adni ssi onRevi ewReq. Request . Ki nd,
adni ssi onRevi ewReq. Request . Oper ati on,
adm ssi onRevi ewReq. Request . Nane,

var pod v1l. Pod
err = json. Unmar shal (adni ssi onRevi ewReq. Request . Obj ect . Raw, &pod)
if err I'=nil {
fm.Errorf("Could not unnarshal pod from adm ssion request: %", err)

var patches []patchQperation

| abel s : = pod. Obj ect Met a. Label s
| abel s["si decar-i nj ection-webhook"] = "jw-proxy"

pat ches = append(patches, patchQperation{
Op: "add",
Path: "/ nmetadata/l abel s",
Val ue: | abel s,

b



var containers []vl. Container
contai ners = append(contai ners, pod. Spec. Contai ners...)
contai ner := vl1. Contai ner{

Nane: "jwt-proxy",

| mage: "ktinoney/ rapps-jwt",

I magePul | Policy: vi1.PulllfNotPresent,

Ports: []vl. ContainerPort{

{
Nane: "http",
Pr ot ocol : v1. Prot ocol TCP,
Cont ai ner Port: 8888,
I
I
Vol umeMount s: [] v1. Vol uneMount {
{
Nare: "certsdir",
Mount Pat h: "/certs",
ReadOnly: true,
I
I

}

cont ai ners = append(contai ners, container)
fm.Println(containers)

pat ches = append(patches, patchQperation{
Op: "add",
Path: "/spec/containers",
Val ue: contai ners,

b

pathType : = v1. Host PathDirectoryOrCreate
pat hTypePtr := &pathType
var volunmes []v1. Vol unme
vol unmes = append(vol umes, pod. Spec. Vol unes. . .)
vol ume : = v1. Vol ume{
Nanme: "certsdir",
Vol umeSour ce: v1. Vol umeSour ce{
Host Pat h: &v1. Host Pat hVol umeSour ce{
Path: "/var/rapps/certs",
Type: pathTypePtr,
}
b
}
vol umes = append(vol umes, vol une)
fm.Println(vol unes)

pat ches = append(patches, patchQperation{

Op: "add",
Path: "/spec/vol unes",
Val ue: vol unes,
b
fmt.Println(patches)
patchBytes, err := json. Marshal ( patches)
if err I'=nil {

fm.Errorf("Error occurred when trying to marshal JSON patch:

}

adni ssi onRevi ewResponse : = vlbetal. Adm ssi onRevi e
Response: &vlbetal. Adni ssi onResponse{
Ul D: admi ssi onRevi ewReq. Request . Ul D,
Al | owed: true,
},
}

adni ssi onRevi ewResponse. Response. Pat ch = pat chBytes

bytes, err := json.Mrshal (&dni ssi onRevi ewResponse)
if err I=nil {

W,

err)



fmt.Errorf("Error occurred when trying to marshal Aadm ssion Review response: W", err)

}

w. Wite(bytes)

rapps-webhook.yaml
MutatingWebhookConfiguration.yaml

Note: You'll need to configure your deployment to include a tls.crt and tls.key secret. Your MutatingWebhookConfiguration will need to include the
corresponding ca bubdle.

2) Envoyfilter to update request header with jwt token.

Envoy Filter


https://wiki.o-ran-sc.org/download/attachments/57376953/rapps-webhook.yaml?version=1&modificationDate=1663662776955&api=v2
https://wiki.o-ran-sc.org/download/attachments/57376953/MutatingWebhookConfiguration.yaml?version=1&modificationDate=1663663058144&api=v2

api Version: networking.istio.io/vlal pha3
ki nd: EnvoyFilter
net adat a:
nane: RAPP- NAMVE- out bound-filter
namespace: RAPP-NS
spec:
wor kl oadSel ect or:
| abel s:
app. kuber net es. i o/ nane: RAPP- NAMVE
confi gPat ches:
# The first patch adds the lua filter to the listener/http connection manager
- appl yTo: HTTP_FILTER

mat ch:
cont ext: SI DECAR_OUTBOUND
listener:
filterChain:
filter:
nane: "envoy.filters.network. http_connection_manager"
subFilter:
name: "envoy.filters.http.router”
pat ch:

operation: | NSERT_BEFORE

value: # lua filter specification
name: envoy.|lua
typed_config:

"@ype": "type.googl eapi s. com envoy. extensions.filters. http.lua.v3.Lua"
inlineCode: |
function envoy_on_request (request_handl e)
local uri = request_handl e: headers():get(":path")
| ocal nethod = request_handl e: headers():get(": method")
if (method ~= "POST" and path ~= "/auth/real ns/ REALM NAME/ pr ot ocol / openi d- connect/t oken")
t hen

-- Make an HTTP call to an upstreamhost with the follow ng headers, body, and tineout.
| ocal headers, body = request_handl e: httpCall (
"jwt_cluster",

{
[":method"] = "CGET",
[":path"] = "/token",
["rauthority"] = "jw-proxy",
["real m'] = "REALM NAME",
["client"] = "CLI ENT- NAME"
I
"jw call",
5000)
if (headers["authorization"] ~= nil)
then
request _handl e: header s(): add("aut hori zati on", headers["authorization"])
end
end
end
- applyTo: CLUSTER
mat ch:
context: S| DECAR_OUTBOUND
pat ch:

operation: ADD
val ue: # cluster specification
nanme: jw _cluster
type: STRI CT_DNS
connect _tinmeout: 60s
I b_policy: ROUND_ROBIN
| oad_assi gnment :
cluster_nane: jw _cluster
endpoi nt s:
- | b_endpoints:
- endpoi nt:
addr ess:
socket _address:
address: 0.0.0.0
port _val ue: 8888



CFSSL

CFSSL is CloudFlare's PKI/TLS tool. It is both a command line tool and an HTTP API server for signing, verifying, and bundling TLS certificates.

To run this you first need to create an image with cfssl installed:

cfssl

FROM debi an: | at est

RUN apt-get update &% apt-get install -y curl &%\

curl -L https://github.conm cloudflare/cfssl/rel eases/ downl oad/v1.5.0/cfssl_1.5.0_linux_and64 -o /usr/local/bin
/cfssl &&\

curl -L https://github.conm cloudflare/cfssl/rel eases/ downl oad/v1.5.0/cfssljson_1.5.0_linux_and64 -o /usr/local
/bin/cfssljson & \

chnod +x /usr/local/bin/cfssl &&\

chmod +x /usr/local /bin/cfssljson

RUN nkdir /config

RUN nkdir /config

RUN nkdir /certs

WORKDI R /certs

EXPCSE 8888

EXPCSE 8889

ENTRYPO NT ["cfssl version"]

This will install cfssl on a debian image.
You can then use this image to create a cfssl service in your k8s cluster.
kubectl create -f rapps-cfssl.yaml

Note: If you want to use this with a postgres db you'll need to setup a new database and username/password and then create the tables.

cfssl create db and user

SELECT ' CREATE DATABASE cfssl'
VWHERE NOT EXI STS ( SELECT FROM pg_dat abase WHERE dat nane = 'cfssl')\gexec
DO $$
BEG N
I'F NOT EXI STS (SELECT FROM pg_user WHERE wusenane = 'cfssl') THEN
CREATE USER cfssl WTH PASSWORD ' cfssl';
GRANT ALL PRI VILEGES ON DATABASE cfssl TO cfssl;
END | F;
END
$3;

Login as the cfssl user then create the tables:


https://wiki.o-ran-sc.org/download/attachments/57376953/rapps-cfssl.yaml?version=1&modificationDate=1665583716795&api=v2

cfssl create tables

CREATE TABLE | F NOT EXI STS certificates (

seri al _nunber byt ea NOT NULL,
authority_key_identifier bytea NOT NULL,
ca_l abel byt ea,

st at us byt ea NOT NULL,
reason int,

expiry timestanpt z,
revoked_at tinestanpt z,
pem byt ea NOT NULL,
i ssued_at ti nestanpt z,
not _before tinestanpt z,
net adat a j sonb,

sans j sonb,
conmmon_nane TEXT,

PRI MARY KEY(serial _nunber, authority_key_identifier)

)

CREATE TABLE | F NOT EXI STS ocsp_responses (
seri al _nunber byt ea NOT NULL,
authority_key_identifier bytea NOT NULL,
body byt ea NOT NULL,
expiry tinestanpt z,

PRI MARY KEY(serial _nunber, authority_key_identifier),

FOREI GN KEY(serial _nunber, authority_key_identifier) REFERENCES certificates(serial _nunber,
authority_key_identifier)

)

Once the pod is up and running you can connect to it by using port forwarding:

kubectl port-forward service/rapps-cfss| 8888:8888

You can generate signed certificates using a post request like the following:

curl -s -X POST -H "Content-Type: application/json" -d @./rapp-helloworld-provider-server.json http://127.0.0.1:8888/api/v1/cfssl/newcert

The rapp-helloworld-provider-server.json looks like this:

rapp-helloworld-provider-server

{
"request":{
"hosts": [
"rapp- hel | owor | d- provi der"
1
"names": [
{
"CUIUIE",
"ST":"lrel and",
“L":"Dublin",
"Q':"EST Rapp Provider",
"QU':"EST Rapp Provider hosts"
}
1,
"CN':"rapp-hel | oworl d-provider",
"key": {
"al go":"rsa",
"size":2048
}
H
"profile":"server"
}

To parse the response contents you can use the following method:


http://127.0.0.1:8888/api/v1/cfssl/newcert

NEWCERT=$(curl -s -X POST -H "Content-Type: application/json" -d @./rapp-helloworld-provider-server.json http://127.0.0.1:8888/api/v1/cfssl/newcert)
echo SNEWCERT | jq -r .result.certificate

echo $NEWCERT | jq -r .result.private_key

OCSP & CRL

OCSP and CRL are ways of checking a certificates validity.
The cfssl crl endpoint run on port 8888: 127.0.0.1:8888/api/v1/cfssl/crl
For ocsp to run you need to run the following commands in your container:

cfssl ocsprefresh -db-config /config/db-pg.json -ca /certs/ca-server.pem -responder /certs/server-ocsp.pem -responder-key /certs/server-ocsp-key.pem
cfssl ocspdump -db-config /config/db-pg.json > ocspdump.txt
cfssl ocspserve -port=8889 -responses=/config/ocspdump.txt -loglevel=0

These commands will need to be re-run every time a new revoke request is received.
To revoke a certificate use:

curl -d '{ "serial": "708853190752997406197199597002842275021840632879", "authority_key_id"; "dd2cdb5b5b8abbe2fba81fd6c04393938f802b03",
"reason": "superseded" }' http://localhost:8888/api/v1/cfssl/revoke

You can obtain the serial and authority_key_id from your database using the following SQL:
select encode(authority_key_identifier,'escape’) a_key, encode(serial_number,'escape’) serial, encode(status,'escape’) status from certificates;
You can also obtain the serial and authority_key_id from the certinfo endpoint

1. Convert your certificate into a variable: pem=$(cat my.crt | sed -z 's\n/\\n/g’)

2. curl -d {"certificate™: ""$pem™"}" http://localhost:8888/api/v1/cfssl/certinfo

3. The serial number will come back as is but the authority_key_id needs to be converted: echo "22:8B:FA:ED:8B:FF:66:E7:05:A3:08:3A:41:33:D8:
01:20:CA:CC:F4"| tr "[:upper:]' ":lower:]' | sed s'/:/I'g =228bfaed8bff66e705a3083a4133d80120caccf4

You can check your certificate against ocsp and crl using the following code:

Verifyc Certificate
package main

inport (
"byt es"
"context"
"crypto"
"crypt o/ x509"
"crypt o/ x509/ pki x"
"encodi ng/j son"
"encodi ng/ pent
"flag"
"fntt
"gol ang. or g/ x/ crypt o/ ocsp”
"iolioutil"
"1 og"
"net/http"
"net/url"
"os
"time"

type Cfinfo struct {
Success string “json:"success,onmtenpty"”
Result struct {

Certificate string “json:"certificate""
Usages [Istring “json:"usages""
Expiry string “json:"expiry"’

}

Errors [Istring “json:"errors""
Messages []string "json:"messages"’


http://127.0.0.1:8888/api/v1/cfssl/newcert
http://localhost:8888/api/v1/cfssl/revoke
http://localhost:8888/api/v1/cfssl/certinfo

var cfinfo Cfinfo

type Crlinfo struct {
Success bool “json:"success,onmtenpty"’
Resul t string “json:"result,omtenpty"’
Errors [Istring “json:"errors""
Messages []string "json:"nmessages"’

}

var crlinfo Clinfo

type ServerParaneters struct {
certFile string // path to the x509 cert
issuerUrl string // webhook server port
criurl string // webhook server port

var paraneters ServerParaneters

func main() {

flag. StringVar(freters.certFile, "certFile", "", "File containing the x509 certificate")
flag. StringVar(fneters.issuerUl, "issuerUl", "http://127.0.0.1:8888/api/vl/cfssl/info", "Ul for
retrieving the issuer certificate")
flag. Stringvar(frmeters.criUl, "crlUl", "http://127.0.0.1:8888/api/vl/cfssl/crl", "Ul for retrieving
the crl™)
fl ag. Parse()
if parameters.certFile == "" {
fl ag. Usage()
0s. Exit(1)
}
/1 read x509 certificate from PEM encoded file
cert_bytes : = readFil e(paraneters.certFile)
cert, err := decodeCert(cert_bytes)
if err I=nil {
| og. Fatal (err)
}
i ssuer_bytes, err := getlssuer(paraneters.issuerUl) //readCert(o0s.Args[2])
if err I=nil {
| og. Fatal (err)
}
i ssuer, err := decodeCert (issuer_bytes)
if err I=nil {
| og. Fatal (err)
}

/1 Perform OCSP Check
fmt.Println("Checing OCSP")

status, err := checkOCSPStatus(cert, issuer)
if err I'=nil {

fm.Println(err)
} else {

switch status {
case ocsp. Good:

fm.Printf("[+] Certificate status is Good\n")
case ocsp. Revoked:

fm.Printf("[-] Certificate status is Revoked\n")
case ocsp. Unknown:

fm.Printf("[-] Certificate status is Unknown\n")

}

crl_bytes, err := getCrl(paraneters.crlUl) //readCert(o0s. Args[2])
if err I'=nil {

| og. Fatal (err)
}

crl, err := decodeCrl (crl_bytes)
if err I'=nil {
I og. Fatal (err)



}

fm.Println("\nChecing CRL")

_, err
if err

}el se{

}
}

func checkCRLStatus(cert *x509.Certificate, issuer *x509.Certificate, crl *pkix.Certificatelist)

= checkCRLStatus(cert, issuer, crl)
= nil {
| og. Fatal (err)

fm.Println("[+] Certificate status is not Revoked\n")

var revoked = fal se
/1 Check CRL signature

err =
if err

}

i ssuer. CheckCRLSi gnature(crl)
= nil {
return revoked, err

/] Check CRL validity

if crl.

}

TBSCert Li st. Next Updat e. Bef ore(time. Now()) {
return revoked, fmt.Errorf("CRL is outdated")

/1 Searching for our certificate in CRL

revokedCertificate := range crl.TBSCertList. RevokedCertificates {

if revokedCertificate. Serial Nunber.Cnp(cert. Serial Nunber) == 0 {
/I Found validated certificate in |list of revoked ones

for _,

}

return

}

revoked = true

return revoked, fm.Errorf("[-] Certificate status is Revoked\n")

revoked, nil

/| CheckOCSPStatus will nake an OCSP request for the provided certificate.
/1 1f the status of the certificate is not good, then an error is returned.

var (

)

/1 Buil

func checkOCSPStatus(cert *x509.Certificate, issuer *x509.Certificate) (int, error) {
ctx = cont ext . Backgr ound()
ocspURL = cert. OCSPServer[ 0]
d OCSP request
err := ocsp. CreateRequest(cert, issuer, &ocsp.Request Options{

buf f er,

})

if err

Hash: crypto. SHA256,

L= nil {

return ocsp. Unknown, fnt.Errorf("creating ocsp request body: %',

err)

req, err := http. NewRequest (http. Met hodPost, ocspURL, bytes. NewBuffer(buffer))

if err

}

ocspuUrl
if err

}

L= nil {

return ocsp. Unknown, fnt.Errorf("creating http request: %'

, err := url.Parse(ocspURL)
= nil {

, err)

return ocsp. Unknown, fnt.Errorf("parsing ocsp url: ow', err)

reg. Header . Add(" Cont ent - Type", "application/ocsp-request")
req. Header . Add(" Accept", "application/ocsp-response")

req. Header . Add("host", ocspUrl. Host)

req = req. Wt hCont ext (ct x)

/1l Make OCSP request
htt pResponse, err := http.DefaultCient.Do(req)

if err

I=nil {
return ocsp. Unknown, fnt.Errorf("making ocsp request: %',

err)

(bool ,

error) {



def er httpResponse. Body. Cl ose()

output, err :=ioutil.ReadAll (httpResponse. Body)
if err I=nil {
return ocsp. Unknown, fnt.Errorf("reading response body: %', err)
}
/| Parse response
ocspResponse, err := ocsp. ParseResponse(out put, issuer)
if err I'=nil {
return ocsp. Unknown, fnt.Errorf("parsing ocsp response: %', err)
}
return ocspResponse. Status, nil
}
func readFile(file string) []byte {
cert, err :=ioutil.ReadFile(file)
if err I'=nil {

log. Fatal I n(err)

}

return cert

}

func decodeCert(cert_bytes []byte) (*x509.Certificate, error) {
b, _ := pem Decode(cert_bytes)
var cert *x509.Certificate

cert, err := x509. ParseCertificate(b.Bytes)

if err I'=nil {
fm.Println("Parse Error")
return nil, fmt.Errorf("parsing certificate: %', err)
}
return cert, err
}
func decodeCrl (cert_bytes []byte) (*pkix.CertificateList, error) {
b, _ := pem Decode(cert_bytes)
crl, err := x509. ParseCRL(b. Bytes)
if err I'=nil {
return nil, fmt.Errorf("parsing crl: %', err)
}
return crl, err
}

func getlssuer(issuerUrl string) ([]byte, error) {
var resp = &http. Response{}

val ues := map[string]string{"label": "internediate"}

jsonVal ue, _ := json.Mrshal (val ues)

resp, err := http.Post(issuerUl, "application/json", bytes.NewBuffer(jsonValue))
if err I'=nil {

fm.Println(err)
pani c(" Somet hing wong with the post request")

}

def er resp. Body. O ose()

body, err := ioutil.ReadAll (resp. Body)

j son. Unnar shal ([] byt e(body), &cfinfo)

return []byte(cfinfo.Result.Certificate), nil
}

func getCrl(crlUrl string) ([]byte, error) {
resp, err := http.Get(crlUrl)
if err I'=nil {
return nil, err

}
defer resp. Body. O ose()

if resp.StatusCode >= 300 {
return nil, fm.Errorf("failed to retrieve CRL")



}

body, err := ioutil.ReadAll (resp. Body)
j son. Unnmar shal ([] byt e(body), &crlinfo)
crlString := "----- BEG N X509 CRL----- \n" + crlinfo.Result + "\n

return []byte(crlString), err

Kafka

Strimzi
You can install strimzi kafka using the quick start guide: Strimzi Quickstarts
You'll need to overwrite the kafka cluster with your own definition: my-cluster.yaml

This file includes an authorization section:

opa

aut hori zati on:

type: opa
url: http://opa.defaul t:8181/v1/ data/ policy/ kaf ka/ aut hz/ al | ow
al |l owOnError: false
initial CacheCapacity: 1000
maxi munmCacheSi ze: 10000
expireAfterMs: 10 #60000
super Users:

- CN=henri

- anwar

- CN=wesl ey

- CN=ny-user

This file includes an listeners section:


https://strimzi.io/quickstarts/
https://wiki.o-ran-sc.org/download/attachments/57376953/my-cluster.yaml?version=1&modificationDate=1667922864748&api=v2

listeners

|'isteners:

- nanme: plain
port: 9092
tls: false
type: internal

- nane: tls
port: 9093
tls: true

type: internal
- nane: plain3
port: 9097
tls: false
type: internal
aut henti cati on:
type: oauth
checkl ssuer: false
checkAccessTokenType: true
accessTokenl sJwt: true
enabl eCaut hBearer: true
introspectionEndpointUri: http://keycl oak. defaul t: 8080/ aut h/ r eal nms/ opa/ pr ot ocol / openi d- connect/t oken
/i ntrospect
clientld: opacli
clientSecret:
secret Nane: my-cluster-oauth
key: clientSecret
val i dl ssuerUri: http://keycl oak. defaul t: 8080/ aut h/ r eal ns/ opa
cli ent Audi ence: account
cust onC ai nCheck: "@resource_access['opacli'].roles[0] == 'opa-client-role""

Where opa and keycloak are configured.

If you are publishing or subscribing using this listener you will need to provide a JWT with your request.

The token will be verified using keycloak along with the audience field and the resource access['opaclii'].roles field.
Kafka will then pass the authorizaton on to opa where other checks will take place.

Below is a sample opa policy you might use to check the kafka input:



oparules

package policy. kaf ka. aut hz

default allow = fal se

allow = true {

}

al | onedActions := ["DESCRIBE", "DESCRIBE_CONFIGS", "READ']
i nput . action.operation == all owedActions[_]
i nput . request Cont ext . header. nanme.clientld == "kow "

allow = true {
al | onedActions := ["DESCRIBE', "DESCRI BE_CONFIGS"]

al | onedTopics := ["__consuner_offsets","

st or e- changel og", ]
i nput . action. resourcePattern. name == al | owedTopi cs[_]

}

allow = true {
al | onedActions := ["DESCRIBE", "READ']

}

i nput .

action.operation == all owedActions[_]

al | onedResour ceTypes : = [" GROUP"]

i nput.

action.resourcePattern.resourceType ==

__strinei_store_topic",

__strinei-topic-operator-kstreans-topic-

al | onedResour ceTypes[ _]

i nput . request Cont ext . pri nci pal . name == "servi ce-account - opacli"

allow = true {

i nput.
i nput .
i nput.
i nput.
i nput .

action.operati on == " CREATE"

action.resourcePattern. nane == "kaf ka-cl uster"

action.resourcePattern. resourceType ==
request Cont ext . pri nci pal . name == "servi
request Cont ext . header. nanme.clientld ==

allow = true {
al | onedActions := ["DESCRIBE", "READ']

i nput.
i nput.
i nput .
i nput.
i nput .

action.operation == all owedActions[_]

action.resourcePattern. name == "ny-topi
action.resourcePattern. resourceType ==
request Cont ext . pri nci pal . name == "servi
request Cont ext . header. nane.clientld ==

allow = true {
al | onedActions := ["DESCRIBE", "WRI TE"]

i nput .
i nput.
i nput .
i nput .
i nput.

action.operation == al | owedActions[_]

action.resourcePattern. name == "ny-topi
action.resourcePattern. resourceType ==
request Cont ext. pri nci pal . name == "servi
request Cont ext . header. nane.clientld ==

" CLUSTER'
ce-account - opacl i "
"consuner-client"

c
"TOPI C

ce-account - opacl i
"consuner-client”

c
"TOPI C

ce-account - opacli"
"producer-client”

The default value of the sub field (principal name) in keycloak is the user id, this can be changed to the user name using a property mapper:

kube-mgmt

By default the entire policy and data cache are defined by the opa bundle.

If you need to add data from other sources you need to define the bundle root directories in the .manifest file

e.g.



manifest

{
"revision" : "1",
"roots": ["policy", "roles"]

You can then add the kube-mgmt sidecar to your opa deployment and this will pull data from configmaps in the namespace speciiied
e.g.

- nane: kube- ngnt
i mage: openpolicyagent/kube-ngnt:| at est
args:
- "--nanmespaces=opa"

hello-data.yaml

ki nd: Confi gVap
api Version: vl
net adat a:
narme: hell o-data
namespace: opa
| abel s:
openpol i cyagent . org/ data: opa
dat a:
X.json: |
{"a": [1,2,3,4]}

token.json

{
"access_t oken":
"eyJhbGeci O JSUzI 1IN | sl nR5¢cCl gO Ai Sl dUli wi a2l ki A6I CIDamJ4a2FON RVe Ud YNThWU2R3W Bx QTdVWRMNL TGAEQMMNUW TVGE5UE9J | n0

eyJl eHAi g E2N g1M gwM Esl m hdCl 6MI'Y20DUy Nzcy MBwi anRpl j oi M c1NzkzN kt OAEXM 00Nj A4LTk5Zj M NTI 2MrE4MzI 5NGVI | i wi aXNz
| j oi aHROcDovL2t | eWNsb2Fr LnRl ZnF1bHQEODAAMCIOhd XRoL3J!| YWkt cy9vcGEi LCIhdWQ O JhY2NvdWs0!1 i wi c3Vi | j oi c2Vydml j ZS1hY2Nv
dVWBOLVOWYWNsaSI sI nR5cCl 61 kJI YXJI ci | sl mF6cCl 61 mBwYWNsaSI s| nFj ci | 61 j Ei LCIyZWFsbV9hY2Nl ¢3M Onsi cnmBsZXM A si b2Zmbd u
ZV9hY2N c¢3M LCI1bWFf YXV0a@yaXphdd vbi | sl nRl ZnF1bHQ cnBsZXM b3BhiI | 19LCIyZXNvdXJj ZV9hY2Nl ¢3M Onsi b3BhY2xpl j p71 nJv
bGVvzl j pbl mBwWYS1j bA | bnQ cnBsZSJdf Swi YWN b3VudCl 6eyJyb2x| cyl 6WJt YWshZ2Ut YWNj b3VudCl s| niLthbnFnZS1hY2NvdWs0LWkpbnt z
liwi dm | dylwenPmaWkl |1 19f Swi c2NveGUi O JwermdmaWkl | GvE YW sl i wi Y2xpZWb0SWQ O JvcGFj bGki LCIj bA | bnRI b3NOI j oi MT1 3Lj Au
MCA21 i wi ZWLhaWkf dmyaWZpZWQ OnizhbHNI LCJj b@ | bnRSb2x1 | j oi VBOwWYS1j bd | bnQt cnBsZV0i LCIwe mvVnZXJy ZWRf dXNI cbhbWUi O Jz
ZXJ2aWNl LVFj Y291bnQ b3BhY2xpl i wi Y2xpZWs0QWRkcmVzeyl 61 ) EyNy4wlj AuNi J9.
BOX0zhAi nt HAXAt j i OngzTMOWIv_aWvBqdy FAMXEZmEG AxoaMpaNQEB18k 1pk Mz 60gmTUlUc YJ Om
xHAdi pnxpt Af 44_YmaybVE9_ot j C69RBLonU Ft WDnNV4Eqi xLDaXN33Z54S1i WCPj Bvl 58sH_j Q/M XM7ur 1Ff j CCEeQMP2DICgWY_3-
Vg4W4cMAbsxChZZog-
QrKV8nkeyELqUS24xk_vpPkYQdGLzt c5SxHnLLsT4i wXgzYj Avei XyKyyYOC00JP5zgCYEk QCv RORmMUUOWhN_5g40TSI FcqN88Ksr Yb-
ROl 2RS7nQ 8LXHr NI gM NN2j 5PoHZngv M pCBw'

}

You can also add extra data using curl e.g. curl -X PUT $host:31182/v1/data/jwt -d @token.json
You can view all the data available to opa using curl: curl <opa host>:<port>/vl/data

You should see something similar to the following output:



opa data

"deci sion_id":"067f 7d2d- 0e5d- 4ca8- 8cb0- 6d38543c6b2f ",
"result":{

"jwtt{ "access_t oken": "
eyJhbGci O JSUzI 1Ni | sl nR5cCl gO Ai Sl dUl'i wi a2l ki i A6l CIJDamJ4a2FON] RVe UdYNThWU2R3W Bx QTdVWRMNL TGdEQWINUWI TVGE5UE9J | nO.
eyJl eHAi O E2Nj g1M gwM Es| m hdCl 6MIY20DUy Nzcy MBwi anRpl j oi M c1NzkzNj kt OAEXM 00Nj A4LTk5Zj M NTI 2MrE4AMzI 5NGVI | i wi aXNz
| j oi aHROcDovL2t | eWNsb2Fr LRl ZnF1bHQE ODAAMCOhdXRoL3Jl YWkt cy9vc GEi LCIhdWQ O JhY2NvdWb0l1 i wi ¢3Vi | j oi c2Vydm j ZS1hY2Nv
dVWBOLVOWYWNsaSI sI nR5cCl 61 kJI YXJI ci | sl mF6cCl 61 mBwWYWNsaSI sI nFj ci | 61 j Ei LCIyZWFsbV9hY2N ¢3M Onsi cnmBsZXM O si b2Zmbd u
ZV9hY2N c¢3M LCI1bWFf YXVO0a@yaXphdd vbi | sl nR ZnF1bHQ cnBsZXM b3BhiI | 19LCIyZXNvdXJj ZV9hY2Nl ¢3M Onsi b3BhY2xpl j p71 nJv
bGvzl j pbl mBwWYS1j bA | bnQ cnBsZSJdf Swi YWN b3VudCl 6eyJyb2x] cyl 6WJt YWshZ2Ut YWNj b3VudCl s| niLthbnFnZS1hY2NvdWs0LWkpbnt z
liwi dm | dylwenPmaWkl |1 19f Swi c2NveGUi O JwermdmaWkl | GVt YW sl i wi Y2xpZWs0SWQ O JvcGFj bGki LCIj bA | bnRI b3NOI j oi MT1 3Lj Au
MCA21 i wi ZWLhaWkf dmyaWZpZWQi OnizhbHNI LCJj bG | bnRSb2x1 | j oi VOwWYS1j bd | bnQt cnBsZV0i LCIwe mvnZXJy ZWRf dXNI cbhbWUi O Jz
ZXJ2aWN LVFj Y291bnQt b3BhY2xpl i wi Y2xpZWe0QWRkcmVzeyl 61 ) EyNy4wlj AuNi J9.
BOX0zhAi nt HAXAt j i OngzTMDWIv_aWvBqdy FAMXEZmEG AxoaMpaNQEB18k 1pk Mz 60gmTUUc YJ Om
xHAdi pnxpt Af 44_YmaybVE9_ot j O69RBLonUl Ft WDnNV4Eqi xLDaXN33Z54S1i WCPj Bvl 58sH_j Q/M XM7ur 1Ff j CCEeQMP2DICgWY_3-
Vg4W4cMAbsxChZZog-
QrKV8nkeyELqUS24xk_vpPkYQdGlzt c5SxHNLLsT4i wXgzYj Avei XyKyyYOC00JP5zgCYEk QCv RORmMuUOWhN_5g40TSI FcqN88Ksr Yb-
ROI 2RS7nQ) 8LXHr Nl gM NN2j 5PoHZngv M pO3w*

}

"opa":{

"hel l o-data": {
"X.json":{
"ati [

A WN P

}
H
"servers":{
"id"its1l",
"nanme": "app",
"ports":|
"pl",
"p2",
"p3"
1
"protocol s":[
"https",
"ssh"

You can get individual values like this: curl <opa host>:<port>/vl/data/jwt/access_token or refer to them in your code like this: data.opa['hello-data"]["x.
json"].a[0]

Strimzi Bridge

You can communicate with kafka over http by adding strimzi bridge:



Strimzi Bridge

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaBri dge
nmet adat a
nane: strinei-bridge
namespace: kafka
spec:
replicas: 1
boot strapServers: ny-cl uster-kaf ka- boot strap: 9092
http:
port: 8080

See also:

Using Open Policy Agent with Strimzi and Apache Kafka
Using Strimzi

kube-mgmt

Styra opa-kafka-plugin

Secure Kafka with Keycloak: SASL OAuth Bearer
Enforce Custom Resource policies with Open Policy Agent Gatekeeper
How to integrate Kafka with Istio

Example with JWT payload passed from Envoy

Kafka Broker filter

Kafka mesh filter in Envoy

Kafka authentication using OAuth 2.0

A deep dive into Strimzi

Using HTTP Bridge as a Kubernetes sidecar

Kafka SSL : Setup with self signed certificate

Kafka & Istio

Integration of Istio with Kafka is limited.

The Kafka Protocol is a TCP level protocol (Layer 4)

Kafka is a binary wrapper over TCP protocol.

Istio mainly supports HTTP/HTTPS on layer 7.

Higher level protocols such as HTTP have access to metadata so they can properly route requests, this is not the case with the Kafka protocol.

Service Mesh and Proxies: Examples for Kafka

Setting up Strimzi bridge with Istio Authorization and ACLs


https://strimzi.io/blog/2020/08/05/using-open-policy-agent-with-strimzi-and-apache-kafka/
https://strimzi.io/docs/operators/0.26.1/full/using.html
https://github.com/open-policy-agent/kube-mgmt
https://github.com/StyraInc/opa-kafka-plugin
https://medium.com/keycloak/secure-kafka-with-keycloak-sasl-oauth-bearer-f6230919af74
https://strimzi.io/blog/2020/09/01/enforce-custom-resource-policies-with-opa-gatekeeper/
https://labs.consol.de/development/2021/02/02/istio_and_kafka_on_openshift.html
https://www.openpolicyagent.org/docs/latest/envoy-primer/#example-with-jwt-payload-passed-from-envoy
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/network_filters/kafka_broker_filter
https://adam-kotwasinski.medium.com/kafka-mesh-filter-in-envoy-a70b3aefcdef
https://strimzi.io/blog/2019/10/25/kafka-authentication-using-oauth-2.0/
https://medium.com/geekculture/a-deep-dive-into-strimzi-50c3e0ea4916
https://strimzi.io/blog/2021/08/18/using-http-bridge-as-a-kubernetes-sidecar/
https://medium.com/jinternals/kafka-ssl-setup-with-self-signed-certificate-part-1-c2679a57e16c
https://github.com/NovatecConsulting/tc-kafka-service-mesh

Jan 9, 02:17:50 PM ... 02:18:50 PM
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The Kiali screenshot above represents both a producer and a consumer connecting to Kafka through the Strmzi bridge.

Access to the bridge is controlled using JWT which is checked using an Istio AuthorizationPolicy.

AuthorizationPolicy

api Version: "security.istio.iolvlbetal"
ki nd: "Aut hori zati onPolicy"
net adat a:
nanme: "kafka-bridge-policy"
namespace: kafka
spec:
sel ector:
mat chLabel s:
app. kuber netes. i o/ nane: kaf ka-bri dge
action: ALLOW
rul es:
- from
- source:

request Principals: ["http://keycl oak. defaul t: 8080/ aut h/ r eal ns/ opa",

syst em 80/ aut h/ r eal ns/ opa"]

- to:
- operation:
met hods: ["POST", "GCET"]
paths: ["/topics", "/topics/*", "/consumers/*"]
when:

- key: request.auth.clainms[clientRole]
val ues: ["opa-client-role"]

"http://istio-ingressgateway.istio-

By enabling tls on one of our bootstrap listeners user certificates are automatically created when we create a new KafkaUser

- name: tlsauth
type: internal
port: 9096
tls: true
authentication:

type: tls

Setting the authentication type to tls also ensure secure communication between Kafka and zookeeper.

We also set authorization to simple for the Kafka cluster, this means ACLs will be used.



kafka:
authorization:
type: simple
superUsers:
- CN=kowl

Any users you want to by-pass ACL checks should be listed under superUsers.

We can then setup our bridge user and include the ACL permissions as part of the KafkaUser definition:

KafkaUser

api Version: kafka.strinei.io/vlbetal
ki nd: Kaf kaUser
net adat a:
name: bridge
namespace: kafka
| abel s:
strinei.iol/cluster: ny-cluster
spec:
aut henti cati on:
type: tls
aut hori zati on:
type: sinple
acl s:
# access to the topic
- resource:
type: topic
nane: ny-topic
operations:
- Create
- Describe
- Read
- Wite
- AlterConfigs
host: "*"
# access to the group
- resource:
type: group
nane: ny-group
operations:
- Describe
- Read
host: "*"
# access to the cluster
- resource:
type: cluster
oper ations:
- Ater
- AlterConfigs
host: "*"

Authorization between the bridge and Kafka is done using user certificates.



KafkaBridge

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaBri dge
net adat a:
nane: strinei-bridge
namespace: kafka
spec:
replicas: 1
boot strapServers: ny-cl uster-kaf ka-boot strap: 9096
http:
port: 8080
| oggi ng:
type: inline
| oggers:
| ogger . bri dge. | evel : " DEBUG'
| ogger . send. nane: "http. openapi . operation. send"
| ogger . send. | evel : " DEBUG'
tls:
trustedCertificates:
- secret Nane: my-cluster-cluster-ca-cert
certificate: ca.crt
aut henti cati on:
type: tls
certificateAndKey:
secret Nane: bridge
certificate: user.crt
key: user. key

Records can then to be posted to a topic with a call like this:

Endpoint:

http://istio-ingressgateway.istio-system:80/topics/my-topic

Payload: {"records":[{"key":"key-366","value":"value-366"}]}

and read from a topic using the following syntax:

i) Create a consumer group

Endpoint: http://istio-ingressgateway.istio-system:80/consumers/my-group

Payload: {"name":"my-consumer","format":"json",

auto.offset.reset":"earliest","enable.auto.commit”:false}

i) subscribe to a topic

Endpoint: http://istio-ingressgateway.istio-system:80/consumers/my-group/instances/my-consumer/subscription
Payload: {"topics":["my-topic"]}

iii) Read records from a topic

Endpoint: http://istio-ingressgateway.istio-system:80/consumers/my-group/instances/my-consumer/records

These calls will be redirected to the bridge using a gateway and a virtual service


http://istio-ingressgateway.istio-system:80/topics/my-topic
http://istio-ingressgateway.istio-system:80/consumers/my-group
http://istio-ingressgateway.istio-system:80/consumers/my-group/instances/my-consumer/subscription
http://istio-ingressgateway.istio-system:80/consumers/my-group/instances/my-consumer/records

Gateway/VirtualService

api Versi on: networking.istio.io/vlbetal
ki nd: Gat eway
nmet adat a
name: strinzi-bridge-gateway
namespace: kafka
spec:
sel ector:
istio: ingressgateway # use Istio gateway inplenentation
servers:
- port:
nunber: 80
name: http
protocol : HITP
host s:

waxn

api Versi on: networking.istio.io/vlbetal
ki nd: Virtual Service
nmet adat a
name: strinei-bridge-vs
namespace: kafka
spec:
host s:
i
gat eways
- strinzi-bridge-gat eway
http:
- nane: "strinei-bridge-routes”
mat ch:
-ouri:
prefix: "/topics"
-ouri:
prefix: "/consuners"
route:
- destination:
port:
nunber: 8080
host: strinzi-bridge-bridge-service. kaf ka. svc. cluster.|oca

Note: To use Kowl with this setup you'll need to create a kowl user and configure kowl to use tls

Kowl

api Version: kafka.strinei.iol/vlbetal
ki nd: Kaf kaUser

net adat a
nane: kow
namespace: kafka
| abel s:
strinei.iol/cluster: ny-cluster
spec:

aut henti cati on:
type: tls



Kowl configmap

api Version: vl
ki nd: Confi gVap
net adat a:
narme: kow -config-cm
namespace: kafka
dat a:
config.yam : |
kaf ka:
brokers:
- ny-cluster-kaf ka-0. ny- cl ust er - kaf ka- br oker s. kaf ka. svc: 9093
tls:
enabl ed: true
caFilepath: /etc/strinei/calca.crt
certFilepath: /etc/strinei/user-crt/crt/user.crt
keyFi | epath: /etc/strinei/user-key/key/user.key

® ca.crtis obtained from the my-cluster-cluster-ca-cert secret, user.crt and user.key are obtained from the kowl secret.

Admission Controllers

An admission controller is a piece of code that intercepts requests to the Kubernetes API server prior to persistence of the object, but after the request is
authenticated and authorized.

Admission Controllers Reference

Kyverno

https://kyverno.io/

Opa Gatekeeper
Open-policy-agent Gatekeeper

OPA Gatekeeper: Policy and Governance for Kubernetes


https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/
https://kyverno.io/
https://github.com/open-policy-agent/gatekeeper
https://kubernetes.io/blog/2019/08/06/opa-gatekeeper-policy-and-governance-for-kubernetes/
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