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Introduction

Kafka Connect allows you to continuously ingest data from external systems into Kafka via connect sources and write data from Kafka to external system
via connect sinks.

Various plugins are available for a variety of different data sources and data sinks.
Confluent Plugins

Camel Plugins

Debezium Plugins

Single Message Transformations (SMTs) are applied to messages as they flow through Connect.

Connect Demo

Postgres JDBC Sink Connector (Confluent)

Prepare the connector image

Download the JDBC sink connector from JDBC Connector (Source and Sink)

Create a docker file for this connector

Docker

FROM quay. i o/ stri nzi/kaf ka: 0. 32. 0-kaf ka-3.3.1

USER r oot : r oot

RUN nkdir -p /opt/kafka/ plugins/jdbc

COPY ./confl uentinc-kaf ka-connect-j dbc-10.6.0. zi p /opt/kaf ka/ pl ugi ns/j

dbc/

RUN unzi p /opt/kaf ka/ pl ugi ns/j dbc/ confl uenti nc-kaf ka- connect -j dbc-10.6.0.zip -d /opt/kafka/ pl ugi ns/jdbc
RUN rm / opt/ kaf ka/ pl ugi ns/j dbc/ conf |l uenti nc- kaf ka- connect -j dbc- 10. 6. 0. zi p

USER 1001

Build the image and copy it to your docker repository

docker build -f Dockerfile . t ktimoney/strimzi connector

Prepare the postges database

Setup a new username/password and schema for Kafka connect to write to


https://www.confluent.io/hub/
https://camel.netlify.app/camel-kafka-connector/latest/connectors.html
https://debezium.io/documentation/reference/stable/connectors/index.html
https://www.confluent.io/hub/confluentinc/kafka-connect-jdbc?_ga=2.35885608.905173912.1673438251-691767826.1655723630&_gac=1.15678788.1673621184.Cj0KCQiAn4SeBhCwARIsANeF9DJsIVWG24ct4EA-OLyR64Y6fmg_-z2JtSUqI44UYduJIu43E83wRO0aAoC9EALw_wcB

Postgres

SELECT ' CREATE DATABASE kaf ka'
VWHERE NOT EXI STS ( SELECT FROM pg_dat abase WHERE dat nane = ' kafka')\gexec
DO $$
BEA N
I F NOT EXI STS (SELECT FROM pg_user WHERE usenane = 'kafka') THEN
CREATE USER kaf ka W TH PASSWORD ' kaf ka' ;
GRANT ALL PRI VILEGES ON DATABASE kaf ka TO kafka;
END I F;
END
$3;

Prepare the message producer

In this example we are going to deserialize the kafka key and value to json, for this to work we need to include the json schema with the message.

They will take the following format:

Schema & Payload

{
"schema": {
"type": "struct",
"optional": false,
"version": 1,
"fields": [
{
"field": "id",
"type": "string",
"optional": true
}
]
}
"payl oad": {
"id 1

The above structure can be represented in golang using the following structs:



Go Structs

type SchemaPayl oad[ T any] struct {
Schema Schema “j son:"schem"’
Payl oad T “json:"payl oad""

}

type Schema struct {
Type string “json:"type"®
Optional bool “json:"optional"®
Version int “json:"version"’
Fields []Fields “json:"fields""
}

type Fields struct {
Field string “json:"field"
Type string “json:"type""
Optional bool “json:"optional"®

}
type KeyPayl oad struct {
Id string “json:tid"”t

}

type Val uePayl oad struct {
Text string “json:"text"®

}

We can use the same SchemaPayload struct for both keys and values, we only need to provide the Payload struct type we initialize it with.

Create the KafkaConnect object




KafkaConnect

api Version: kafka.strinei.io/vlbetal
ki nd: Kaf kaUser
net adat a:
nane: connect
namespace: kafka
| abel s:
strinei.io/cluster: ny-cluster
spec:
aut henti cati on:
type: tls
api Version: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect
net adat a:
nane: ny-connect-cluster
namespace: kafka
annot ati ons:
# use-connector-resources configures this KafkaConnect
# to use KafkaConnector resources to avoid
# needing to call the Connect REST APl directly
strinei.iol/use-connector-resources: "true"
spec:
i mage: ktinmoney/strinzi-connect
replicas: 1
boot strapServers: ny-cl uster-kaf ka-boot strap: 9093
tls:
trustedCertificates:
- secretName: ny-cluster-cluster-ca-cert
certificate: ca.crt
- secretNane: my-cluster-clients-ca-cert
certificate: ca.crt
aut henti cati on:
type: tls
certificateAndKey:
secret Nane: connect
certificate: user.crt
key: user. key
config:
group.id: connect-cluster
of fset.storage.topic: connect-cluster-offsets
config.storage.topic: connect-cluster-configs
status. storage.topic: connect-cluster-status

# -1 means it will use the default replication factor configured in the broker

config.storage.replication.factor: -1
of fset.storage.replication.factor: -1
status.storage.replication.factor: -1

We are connecting to the 9093 tls port so we include required certificates in our configuration.

The image tag references the image we built earlier : ktimoney/strimzi-connect

Create the Sink connector




KafkaConnector

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect or
net adat a:

name: ny- si nk- connect or

namespace: kafka

| abel s:
strinei.iol/cluster: ny-connect-cluster
spec:
class: io.confluent.connect.jdbc.JdbcSi nkConnect or
tasksMax: 2
config:

topics: ny-topic

connection.url: jdbc: postgresql://postgres.default: 5432/ kaf ka
connection. user: kafka

connection. password: kafka

key. converter: org.apache. kaf ka. connect.j son. JsonConverter
val ue. converter: org. apache. kaf ka. connect . j son. JsonConverter
key. converter. schenas. enabl e: true

val ue. converter.schenmas. enabl e: true

pk. node: record_key

pk.fields: id

auto.create: true

del ete. enabl ed: true

The KafkaConnector is configured to use the "io.confluent.connect.jdbc.JdbcSinkConnector" class.
The converters are set to "org.apache.kafka.connect.json.JsonConverter"
The pk.mode is set to "record_key" and pk.fields is set to "id", this means it will use the id field from the key as the primary key.

The database connection details are also included.

Influxdb Sink Connector (Apache Camel)

Prepare the connector image

Download the Influxdb connector: wget https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-influxdb-kafka-connector/0.8.0
/camel-influxdb-kafka-connector-0.8.0-package.tar.gz

Create a docker file for this connector

Docker

FROM quay. i o/ strinei/kafka: 0. 22. 1-kafka-2.7.0

USER r oot : r oot

RUN nkdir -p /opt/kafka/ pl ugi ns/ canel

COPY ./ canel -i nfl uxdb- kaf ka- connect or - 0. 8. 0- package. tar. gz / opt/ kaf ka/ pl ugi ns/ canel /

RUN tar -xvzf /opt/kafka/plugi ns/canel/canel -infl uxdb-kaf ka-connect or-0. 8. 0- package.tar.gz --directory /opt
/ kaf ka/ pl ugi ns/ canel

RUN rm / opt/ kaf ka/ pl ugi ns/ canel / canel - i nf| uxdb- kaf ka- connect or - 0. 8. 0- package. tar. gz

USER 1001

Build the image and copy it to your docker repository

docker build -f Dockerfile . t ktimoney/strimzi_influxdb_connector

Prepare the message producer


https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-influxdb-kafka-connector/0.8.0/camel-influxdb-kafka-connector-0.8.0-package.tar.gz
https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-influxdb-kafka-connector/0.8.0/camel-influxdb-kafka-connector-0.8.0-package.tar.gz

In this example we are going to deserialize the value to json, we can do this without using a schema.

They will take the following format:

Schema & Payload

{

"canel | nfl uxDB. Measur enent Nane": "di sk_space"
“time":"2023-01-23T13: 03: 312"

"host": "l ocal host"
"region":"IE-region”
"used": " 19%
"free":"81%

}

The important thing to note here is that one of the "keys" has to be "camelinfluxDB.MeasurementName", this is required by the camel transformer when
converting into an influxdb point object.

The above structure can be represented in golang using the following struct:

Go Structs

type I nfluxPayl oad struct {
Measurenent string " json:"canel | nfl uxDB. Measur enent Nanme"*
Ti me string “json:"tine""
Host string “json:"host""
Regi on string “json:"region""
Used string "json:"used"®
Free string “json:"free"®

Create the KafkaConnect object




KafkaConnect

api Version: kafka.strinei.io/vlbetal
ki nd: Kaf kaUser
net adat a:
nane: connect
namespace: kafka
| abel s:
strinei.io/cluster: ny-cluster
spec:
aut henti cati on:
type: tls
api Version: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect
net adat a:
nane: ny-connect-cluster
namespace: kafka
annot ati ons:
# use-connector-resources configures this KafkaConnect
# to use KafkaConnector resources to avoid
# needing to call the Connect REST APl directly
strinei.iol/use-connector-resources: "true"
spec:
i mage: ktinmoney/strinei-influxdb-connect
replicas: 1
boot strapServers: ny-cl uster-kaf ka-boot strap: 9093
tls:
trustedCertificates:
- secretName: ny-cluster-cluster-ca-cert
certificate: ca.crt
- secretNane: my-cluster-clients-ca-cert
certificate: ca.crt
aut henti cati on:
type: tls
certificateAndKey:
secret Nane: connect
certificate: user.crt
key: user. key
config:
group.id: connect-cluster
of fset.storage.topic: connect-cluster-offsets
config.storage.topic: connect-cluster-configs
status. storage.topic: connect-cluster-status
config.storage.replication.factor: 1
of fset.storage.replication.factor: 1
status.storage.replication.factor: 1

We are connecting to the 9093 tls port so we include required certificates in our configuration.

The image tag references the image we built earlier : ktimoney/strimzi-influx-connect

Create the Sink connector




KafkaConnector

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect or
net adat a:

name: ny- si nk- connect or

namespace: kafka

| abel s:
strinei.iol/cluster: ny-connect-cluster
spec: cl ass: org. apache. canel . kaf kaconnect or. i nf | uxdb. Canel | nf | uxdbSi nkConnect or
tasksMax: 1
config:

topics: my-topic

errors. deadl etterqueue. topi c. nane: ny-topic-d

errors. deadl etterqueue.topic.replication.factor: 1

key. converter: org.apache. kaf ka. connect . st orage. Stri ngConverter

val ue. converter: org.apache. kaf ka. connect . j son. JsonConverter

key. converter. schemas. enabl e: fal se

val ue. converter.schenas. enabl e: fal se

key.ignore: true

auto.create: true

canel . beans. i nflux: "#class:org.influxdb.|nfluxDBFactory#connect (' http://influxdb.default: 8086
“influxdb', "influxdb' )"

canel . si nk. pat h. connecti onBean: i nfl ux

canel . si nk. endpoi nt . dat abaseNane: ts_host_netrics

canel . si nk. endpoi nt. operation: insert

canel . si nk. endpoi nt.retentionPolicy: autogen

The KafkaConnector is configured to use the "org.apache.camel.kafkaconnector.influxdb.CamelinfluxdbSinkConnector" class.
The value converter is set to "org.apache.kafka.connect.json.JsonConverter".

The camel connector comes with a in built TypeConverter called CamellnfluxDbConverters which will read the json produced as a Map<String, Object>
map) and return an Influxdb Point object.

The database connection details are specified in camel.beans.influx.
This sets up a connection bean to be used by camel.sink.path.connectionBean.
Note: It is important to wrap the camel.beans.influx parameter in quotes otherwise it will be treated as a comment.

The yaml for the influxdb pod is available here: influxdb.yaml

When the connector is running it will produce records to influxdb like the following:


https://wiki.o-ran-sc.org/download/attachments/67534866/influxdb.yaml?version=1&modificationDate=1674643970513&api=v2

InfluxDB query

{"pretty': "true', 'db': 'ts_host_netrics', 'q : 'SELECT "region", "host", "free", "used" FROM "disk_space"
WHERE "host"=\"1ocal host\"'"'}

{
"results": [
{
"statenent_id": O,
"series": [
{
"name": "di sk_space",
"colums": [
“time",
"region",
"host",
"free",
"used"
1.
"val ues": [
[
"2023-01-23T13: 03: 32. 12464362",
"1 E-region",
"] ocal host",
"81%,
"19%
]
]
}
]
}
]
}

Minio Sink Connector (Apache Camel)

Prepare the connector image

Download the minio sink connector: wget https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0
/camel-file-kafka-connector-3.20.0-package.tar.gz

We need to create some custom classes:

CamelMinioConverters.java - this will allow us to deserialize to json and convert the hashmap to an inputstream


https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0/camel-file-kafka-connector-3.20.0-package.tar.gz
https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0/camel-file-kafka-connector-3.20.0-package.tar.gz

CamelMinioConverters

package com custom convert. ni nio;

import com fasterxni.jackson. core.JsonProcessi ngExcepti on;
inport com fasterxnl.jackson. databi nd. Obj ect Mapper;

import java.io.ByteArrayl nput Stream

inport java.io.lnputStream

inport java.util.Mp;

i mport org.apache. canel . Converter;

@onverter (generateLoader = true)
public final class Canel M nioConverters {

private Canel M ni oConverters() {

}

@uppr essWar ni ngs("deprecation")
@onverter
public static |nputStream fronMapTol nput Stream Map<String, Object> nap) {

String json = "{}";
try {
json = new Obj ect Mapper (). witeVal ueAsString(nmap);
} catch (JsonProcessi ngException e) {
e.printStackTrace();
}
return new ByteArrayl nput Strean(j son. getBytes());

}

StringAggregator.java - this will allow us to aggregate the messages and set the file name



StringAggregator

package com custom aggr egate. m ni o;

import java.text.Sinpl eDat eFor nat ;

inport java.util.Date;

import java.util.HashMap;

import java.util.Map;

i nport org. apache. canmel . Aggr egati onStr at egy;
i mport org. apache. canel . Exchange;

i nport org. apache. camel . Message;

public class CustonftringAggregator inplements AggregationStrategy {

/] @verride
publ i c Exchange aggregat e( Exchange ol dExchange, Exchange newkExchange) {
Message newl n = newExchange. getIn();
Map<String, String> keyMap = (HashMap) new n. get Header s(). get ("canel . kaf ka. connector.record. key");
String key = keyMap.get("id");
Si npl eDat eFor mat sdf = new Si npl eDat eFor mat (" ddMWy- hhmmss- SSS") ;
String fil eName = "ExchangeKaf ka-" + key + "-" + sdf.format( new Date() ) + ".json";
newl n. set Header ("file", fileNane);

/1 lets append the old body to the new body
if (ol dExchange == null) {
return newExchange;

}

String body = ol dExchange. getln().getBody(String.class);
if (body !'= null) {
String newBody = newl n. get Body(String.cl ass);
if (newBody != null) {
body += System | ineSeparator() + newBody;
}

new n. set Body( body) ;
}

return newkExchange;

We can then create a custom jar for our code and copy it into the docker container.

Note: You can also set the filename in the Kafka header using either CamelHeader.file or CamelHeader.ce-file

Create a docker file for this connector

Docker

FROM quay. i o/ strinei/kafka: 0. 32. 0-kafka-3.3.1

USER r oot : r oot

RUN nkdir -p /opt/kafka/pl ugi ns/ canel

COPY ./ canel - m ni o- si nk- kaf ka- connect or - 3. 20. 0- package. tar. gz / opt/ kaf ka/ pl ugi ns/ canel /

RUN tar -xvzf /opt/kafka/plugi ns/canel/canel - m ni o- si nk- kaf ka- connect or - 3. 20. 0- package.tar.gz --directory /opt
/ kaf ka/ pl ugi ns/ canel

COPY ./customconverter-1.0.0.jar /opt/kafka/plugins/canel/canel -m ni o-si nk- kaf ka- connect or/

RUN rm / opt/ kaf ka/ pl ugi ns/ canel / canel - m ni o- si nk- kaf ka- connect or - 3. 20. 0- package. tar.gzRUN rm -rf /opt/kafka

/ pl ugi ns/ canel / docs

USER 1001

Build the image and copy it to your docker repository

docker build -f Dockerfile . t ktimoney/strimzi_minio_connector



Prepare the message producer
In this example we are going to deserialize the value to a string. (Same producer as the influxdb example)

They will take the following format:

Schema & Payload

{
"canel | nfl uxDB. Measur enent Nane": "di sk_space"
“time":"2023-01-23T13: 03: 312"

"host": "l ocal host"
"region": "l E-region"
"used": " 19%
"free":"81%

}

With the type converter n place we can also deserialize as a json object.

They key will be a json that loos like this: {"id":"119"}

Create the KafkaConnect object




KafkaConnect

api Version: kafka.strinei.io/vlbetal
ki nd: Kaf kaUser
net adat a:
nane: connect
namespace: kafka
| abel s:
strinei.io/cluster: ny-cluster
spec:
aut henti cati on:
type: tls
api Version: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect
net adat a:
nane: ny-connect-cluster
namespace: kafka
annot ati ons:
# use-connector-resources configures this KafkaConnect
# to use KafkaConnector resources to avoid
# needing to call the Connect REST APl directly
strinei.iol/use-connector-resources: "true"
spec:
i mage: ktinmoney/strinei-m ni o-connect
replicas: 1
boot strapServers: ny-cl uster-kaf ka-boot strap: 9093
tls:
trustedCertificates:
- secretName: ny-cluster-cluster-ca-cert
certificate: ca.crt
- secretNane: my-cluster-clients-ca-cert
certificate: ca.crt
aut henti cati on:
type: tls
certificateAndKey:
secret Nane: connect
certificate: user.crt
key: user. key
config:
group.id: connect-cluster
of fset.storage.topic: connect-cluster-offsets
config.storage.topic: connect-cluster-configs
status. storage.topic: connect-cluster-status

# -1 means it will use the default replication factor configured in the broker

config.storage.replication.factor: -1
of fset.storage.replication.factor: -1
status.storage.replication.factor: -1

We are connecting to the 9093 tls port so we include required certificates in our configuration.

The image tag references the image we built earlier : ktimoney/strimzi-minio-connect

Create the Sink connector




KafkaConnector

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect or
net adat a:
name: ny- si nk- connect or
namespace: kafka
| abel s:
strinei.iol/cluster: ny-connect-cluster
spec:
cl ass: org. apache. canel . kaf kaconnect or . m ni osi nk. Carmrel M ni osi nkSi nkConnect or
tasksMax: 1
config:
topics: ny-topic
key. converter: org.apache. kaf ka. connect.j son. JsonConverter
val ue. converter: org. apache. kaf ka. connect . st orage. Stri ngConverter
key. converter.schemas. enabl e: fal se
val ue. converter.schenas. enabl e: fal se
canel . beans. aggregat e: "#cl ass: com cust om aggr egat e. mi ni o. Cust onSt ri ngAggr egat or "
canel . aggregation.size: 1
canel . aggregation.timeout: 20000
canel . aggregati on. di sabl e: fal se
canel . kanel et. i ni o- si nk. bucket Nane: canel
canel . kanel et . mi ni o- si nk. accessKey: ybK7Rl eFUkdDeYBf
canel . kanel et. m ni o-si nk. secret Key: X0Y4zK84bwdef RTl j rnPzOb1l 0A60Q 2
canel . kanel et . m ni o-si nk. endpoi nt: http://mnio.defaul t: 9000
canel . kanel et . mi ni o- si nk. aut oCr eat eBucket: true

The KafkaConnector is configured to use the "org.apache.camel.kafkaconnector.miniosink.CamelMiniosinkSinkConnector class.
The value converter is set to "org.apache.kafka.connect.storage.StringConverter".

The minio connection details are specified in camel.kamelet.minio-sink parameters.

The aggregation size is set to 1 so it won't aggregate any of the files

This timeout is also specified so it will only aggregate records arriving within this time out value (20 seconds).

These values can be adjusted depending on your requirements.

The main purpose of the aggregator in this example is for setting the file name, this is done by setting a header with a key of "file".

The yaml for the minio pod is available here: minio.yaml

When the connector is running it copies the kafka records into minio as files:

OBJECT STORE « Object Browser Start typing to filter objects in the bucket Q ‘ {é'}
ZE® LICENSE L

= camel
Object Browser ‘ Refresh ¢, ‘ Upload 1ty
< ‘ Create new path ‘
Name  Last Modified Size
Administrator
a BF0A3477E3B874F-0000000000000000 Today, 12:09 142.0B
h BF0A3477E3B874F-0000000000000001 Today, 12:09 142.0 B
h BF0A3477E3B874F-0000000000000002 Today, 12:09 142.0B
h BF0A3477E3B874F-0000000000000003 Today, 12:09 142.0B

h BF0A3477E3B874F-0000000000000004 Today, 12:09 142.0B



https://wiki.o-ran-sc.org/download/attachments/67534866/minio.yaml?version=1&modificationDate=1674657207411&api=v2

Here's a screen shot where we use the aggregator to set the file name:

OBJECT STORE « Object Browser Start typing to filter objects in the bucket Q ‘ 5% ‘
EE0& LICENSE —
= camel
Object Browser ‘ Refresh ¢ ‘ Upload (f
< ‘ Create new path ‘
« Name Last Modified Size
Administrator

. ExchangeKafka-1-310123-081515-415.json Today, 08:15 142.08B
. ExchangeKafka-10-310123-081714-909.json Today, 08:17 14208
. ExchangeKafka-11-310123-081734-941.json Today, 08:17 141.0B
- ExchangeKafka-12-310123-081755-196.json Today, 08:17 142.08B
B Fxchanaekafka-13-310123-081815-219.is0n Todav. 08:18 14208R

File Sink Connector (Apache Camel)

Prepare the connector image

Download the file connector: wget https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0/camel-file-
kafka-connector-3.20.0-package.tar.gz

Create a docker file for this connector

Docker

FROM quay. i o/ stri nzi/kaf ka: 0. 32. 0-kafka-3.3.1

USER r oot : r oot

RUN nkdir -p /opt/kafka/ pl ugi ns/ canel

COPY ./canel -fil e-kaf ka- connect or - 3. 20. 0- package. tar. gz / opt/ kaf ka/ pl ugi ns/ canel /

RUN tar -xvzf /opt/kafka/plugins/canel/canel-fil e-kafka-connector-3.20.0-package.tar.gz --directory /opt/kafka
/ pl ugi ns/ canel

RUN rm / opt/ kaf ka/ pl ugi ns/ canel / canel -fil e- kaf ka- connect or - 3. 20. 0- package. tar. gz

RUN rm -rf /opt/kafkal/pl ugi ns/ canel / docs

USER 1001

Build the image and copy it to your docker repository

docker build -f Dockerfile . t ktimoney/strimzi_file_connector

Prepare the message producer
In this example we are going to deserialize the value to a string.

The value will take the following format:


https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0/camel-file-kafka-connector-3.20.0-package.tar.gz
https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/camel-file-kafka-connector/3.20.0/camel-file-kafka-connector-3.20.0-package.tar.gz

Schema & Payload

{

"canel | nfl uxDB. Measur enent Nane
"time":"2023-01-23T13: 03: 312"

1 "di sk_space"

"host": "l ocal host"
"region": "l E-region"
"used": " 19%
"free":"81%

}

Due to some limitation with Strimzi KafkaConnect we will need to use a mutating webhook to attach a persistent volume to our connector pod.
The go code for this is available here: kafka-webhook.go

We need to create a docker image for this program

Webhook docker

FROM gol ang: | at est

RUN nkdir /app

COPY ./ kaf ka- webhook /app

RUN chnod +x /app/ kaf ka- webhook
WORKDI R / app

ENTRYPO NT ["/ app/ kaf ka- webhook" ]

docker build -f Dockerfile . -t ktimoney/kafka-webhook
Mutating webhooks require https so we also need to create some certificates.
Make sure cfssl is installed on you system, then run the following commands.
cfssl gencert -initca ./ca-csr.json | cfssljson -bare ca
cfssl gencert \
-ca=ca.pem\
-ca-key=ca-key.pem \
-config=ca-config.json \
-hostname="kafka-webhook,kafka-webhook.kafka.svc.cluster.local kafka-webhook.kafka.svc,localhost,127.0.0.1" \

-profile=default \
ca-csr.json | cfssljson -bare webhook-cert

Run the following commands to create the values you need to use in the yaml file:
TLS_CRT=$(cat webhook-cert.pem | base64 | tr -d '\n')

TLS_KEY=$(cat webhook-cert-key.pem | base64 | tr -d '\n")
CA_BUNDLE="$(openssl| base64 -A <"ca.pem")"

Replace the values in : kafka-webhook.yaml

Note: You can also configure the hostPath and the containerPath as part of the deployment:


https://wiki.o-ran-sc.org/download/attachments/67534866/kafka-webhook.go?version=1&modificationDate=1675256094266&api=v2
https://wiki.o-ran-sc.org/download/attachments/67534866/ca-csr.json?version=1&modificationDate=1675256576825&api=v2
https://wiki.o-ran-sc.org/download/attachments/67534866/ca-config.json?version=1&modificationDate=1675256612798&api=v2
https://wiki.o-ran-sc.org/download/attachments/67534866/ca-csr.json?version=1&modificationDate=1675256576825&api=v2
https://wiki.o-ran-sc.org/download/attachments/67534866/kafka-webhook.yaml?version=1&modificationDate=1675256849402&api=v2

Container command args

cont ai ners:
- nane: kaf ka- webhook
i mge: ktinoney/ kaf ka- webhook
i magePul | Policy: |fNotPresent
comand: ["/app/ kaf ka- webhook"]
args: [
"-port", "8443",
"-tlsCertFile", "/certs/tls.crt",
"-tlsKeyFile", "/certs/tls.key",
"-hostPath", "/var/strinzi/files",
"-containerPath", "/opt/kafka/data"

Run: kubectl create -f kafka webhook.yaml to start the pod.

Note: You can delete the webhook once the connector pod starts.

Create the KafkaConnect object




KafkaConnect

api Version: kafka.strinei.io/vlbetal
ki nd: Kaf kaUser
nmet adat a
name: connect
namespace: kafka
| abel s:
strinei.io/cluster: ny-cluster
spec:
aut henti cati on:
type: tls
api Version: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect
net adat a
nane: ny-connect-cluster
namespace: kafka
| abel s:
webhook: "true"
annot ati ons:
# use-connector-resources configures this KafkaConnect
# to use KafkaConnector resources to avoid
# needing to call the Connect REST APl directly
strinei.iol/use-connector-resources: "true"
spec:
i mage: ktimoney/strinzi-file-connect
replicas: 1
boot strapServers: ny-cl uster-kaf ka- boot strap: 9093
tls:
trustedCertificates
- secretNane: my-cluster-cluster-ca-cert
certificate: ca.crt
- secretNane: ny-cluster-clients-ca-cert
certificate: ca.crt
aut henti cati on:
type: tls
certificat eAndKey:
secret Nane: connect
certificate: user.crt
key: user.key
config:
group.id: connect-cluster
of fset.storage.topic: connect-cluster-offsets
config.storage.topic: connect-cluster-configs
status. storage. topic: connect-cluster-status
config.storage.replication.factor: 1
of fset.storage.replication.factor: 1
status.storage.replication.factor: 1

We are connecting to the 9093 tls port so we include required certificates in our configuration.
The image tag references the image we built earlier : ktimoney/strimzi-file-connect

In the metadata section of KafkaConnect | have added a new label webhook: "true", this will be picked up by the MutatingWebhookConfiguration:



MutatingWebhookConfiguration

api Versi on: admni ssionregistration.k8s.io/vl
ki nd: Mut ati ng\WebhookConfi guration
net adat a:
nare: kaf ka- webhook- config
namespace: kafka
annot ati ons:
cert-nmanager.io/inject-ca-fromsecret: kafkalkafka-webhook-cert
webhooks:
- nane: kaf ka-webhook. kaf ka. svc. cl uster. | ocal
adni ssi onRevi ewVer si ons:
A
si deEf fects: "None"
ti meout Seconds: 30
obj ect Sel ector:
mat chLabel s:
webhook: "true"

matchLabels: webhook: "true"

Create the Sink connector

KafkaConnector

api Versi on: kafka.strinei.io/vlbeta2
ki nd: Kaf kaConnect or
net adat a:
nane: ny-sink-connector
namespace: kafka
| abel s:
strinei.iol/cluster: ny-connect-cluster
spec:
cl ass: org. apache. canel . kaf kaconnect or. fil e. Canel Fi | eSi nkConnect or
tasksMax: 1
config:
topics: my-topic
val ue. converter: org.apache. kaf ka. connect . st orage. Stri ngConverter
key. converter: org.apache. kaf ka. connect.j son. JsonConverter
key. converter.schemas. enabl e: fal se
val ue. converter.schenas. enabl e: fal se
canel . si nk. endpoi nt. fil eName: nydat a- ${ dat e: now. ddMWy- hhmmss- SSS} . t xt
canel . si nk. path. di rectoryNane: /opt/kafka/data
canel . si nk. endpoi nt.fil eExi st: Append
canel . si nk. endpoi nt. autoCreate: true
canel . aggregati on. di sabl e: true

The KafkaConnector is configured to use the "org.apache.camel.kafkaconnector.file.CamelFileSinkConnector" class.
The value converter is set to "org.apache.kafka.connect.storage.StringConverter".
The connector filename is set using the expression: mydata-${date:now:ddMMyy-hhmmss-SSS}.txt

When the connector starts your kafka records will be copied to the persistent volume as files:



docker@minikube: /var/strimzi/files$ 1ls -1
total 68
-rw
—rW-r

1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb

1 mydata-010223-095832-818.
il

1

i

1

1

if

1 1001 root 142 Feb
1

il

1

1

1

1

i

1

mydata-010223-095832-996. txt
mydata-010223-095833-103. txt
mydata-010223-095833-111. txt
mydata-010223-095837-438. txt
mydata-010223-095857-469. txt
mydata-010223-095917-U485. txt
mydata-010223-095937-511. txt
mydata-010223-095957-538. txt
mydata-010223-100017-585. txt
mydata-010223-100037-606. txt
mydata-010223-100638-700. txt
mydata-010223-100642-123. txt
mydata-010223-100702-1560. txt

1001 root 142 Feb mydata-010223-100722-158. txt

1001 root 142 Feb mydata-010223-100742-179. txt
-rw 1 1001 root 142 Feb 1 3 mydata-010223-100802-208. txt
docker@minikube: /var/strimzi/files$ cat mydata-010223-1007u42-179.txt | xargs echo
{camelInfluxDB.MeasurementName:disk_space, time:2023-02-01T10:07:42Z host:localhost,region:IE-region,used:19%, free:81%}

LW N1
—rw-r——r—
—I'W

1001 root 142 Feb
1001 root 142 Feb
1001 root 141 Feb
1001 root 142 Feb
1001 root 142 Feb
1001 root 142 Feb
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Links

Kafka Connect And Schemas

Building your own Kafka Connect image with a custom resource
Kafka Connectors with Strimzi

Kafka Connect Deep Dive — Converters and Serialization Explained
Connector Developer Guide

How to Write a Connector for Kafka Connect — Deep Dive into Configuration Handling
Apache Camel

Camel Kafka Connector Examples

Camel Kafka Connect Maven Repository

Camel Basic Configuration

Camel Components Source Code

Camel Kafka Connector Source Code

Using secrets in Kafka Connect configuration

Kafka Connect Transformations


https://rmoff.net/2020/01/22/kafka-connect-and-schemas/
https://strimzi.io/blog/2021/03/29/connector-build/
https://strimzi.io/blog/2020/05/07/camel-kafka-connectors/
https://www.confluent.io/blog/kafka-connect-deep-dive-converters-serialization-explained/
https://docs.confluent.io/platform/current/connect/devguide.html#connector-developer-guide
https://www.confluent.io/blog/write-a-kafka-connect-connector-with-configuration-handling/?_ga=2.41096746.905173912.1673438251-691767826.1655723630&_gac=1.155161802.1673629655.Cj0KCQiAn4SeBhCwARIsANeF9DL3y3lq6NPn-ieZdfSMuIRQ301-1O7qbCrSKshibM21MFne9JU3_ooaAogSEALw_wcB
https://camel.apache.org/
https://github.com/apache/camel-kafka-connector-examples
https://repo.maven.apache.org/maven2/org/apache/camel/kafkaconnector/
https://camel.netlify.app/camel-kafka-connector/latest/basic-configuration.html
https://github.com/apache/camel/tree/main/components
https://github.com/apache/camel-kafka-connector
https://developers.redhat.com/blog/2020/02/14/using-secrets-in-apache-kafka-connect-configuration#creating_the_connector_using_the_apache_kafka_connect_rest_api
https://github.com/apache/kafka/tree/trunk/connect/transforms/src/main/java/org/apache/kafka/connect/transforms/
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