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Introduction

MinlO supports using an OpenID Connect (OIDC) compatible IDentity Provider (IDP) such as Keycloak.

This feature can be enabled by adding the following environment variables to your Minio deployment.

Minio Env

export M NI O_| DENTI TY_OPENI D_CONFI G_URL="ht t ps: // openi d- provi der. exanpl e. net/. wel | - known/ openi d- confi guration"
export M NI O_| DENTI TY_OPENI D_CLI ENT_I D="<stri ng>"

export M NI O_| DENTI TY_OPENI D_CLI ENT_SECRET="<stri ng>"

export M NI O_I DENTI TY_OPENI D_CLAI M_NAME="<stri ng>"

export M NI O_I| DENTI TY_COPENI D_CLAI M_PREFI X="<stri ng>"

export M NI O_I| DENTI TY_OPENI D_SCOPES="<stri ng>"

export M NI O_I DENTI TY_OPEN D_REDI RECT_URI ="<stri ng>"

export M NI O_I| DENTI TY_OPENI D_COMMENT="<st ri ng>"

Only MINIO_IDENTITY_OPENID_CONFIG_URL is mandatory.

Minio Setup

This yaml file minio.yaml has the environment setup as follows:

env

env:
- name: M N O _ROOT_USER
value: mnio
- nane: M NI O _ROOT_PASSWORD
val ue: mnio0l23
- nanme: M N O_| DENTI TY_OPENI D_CONFI G_URL
val ue: http://keycl oak: 8080/ r eal ns/ m ni o/ . wel | - known/ openi d- confi gurati on
- name: M NI O_| DENTI TY_OPENI D_CLI ENT_I D
val ue: mnio-cli
- nane: M NI O_| DENTI TY_OPEN D_CLI ENT_SECRET
val ue: YVZGoUdpr Hhgex| X30st zGMZt T2SNI |
- nane: M NI O_| DENTI TY_OPEN D_CLAI M_NAVE
val ue: policy
- name: M NI O_| DENTI TY_OPEN D_CLAI M _PREFI X
val ue: ""
- name: M NI O_|I DENTI TY_OPENI D_REDI RECT_URI
val ue: http://mnio: 9001/ oaut h_cal | back

Keycloak Setup

Go to the keycloak Ul and create a new realm called "minio".

Next create a client called "minio-cli"


https://wiki.o-ran-sc.org/download/attachments/71762276/minio.yaml?version=1&modificationDate=1679666908658&api=v2

Set client Authentication to "On"
Check "Service account roles"

Set "Valid Redirect URIs" to the address of you minio server e.g http://minio:9001/oauth_callback (for this to work with minikube you need to add an alias
of minio for you localhost in your windows hosts file before starting "minikube tunnel”)

Set "Web Origins" to *

Once the client has been created go to "Client Scopes" "minio-cli-dedicated"
Click on the "Add Mapper" "By Configuration" "Hardcoded Claim"

Give the claim a name e.g Policy Claim

The "Token Claim Name" should be set to policy

"Claim value" should be set to one or more of the following predefined vales (seperated by a comma):

Policies

consol eAdm n
di agnostics
readonly
readwite
writeonly

or one of your own custom polices you have already setup in minio (see Minio Policies below).
Lastly make sure "Add to access token" and "Add to ID token" are turned on.
The value or values you use here will determine your access right to minio.

Then go to "Advanced" "Advanced Setting" and change the access token lifespan to 1 hour. (Clients using the "AssumeRoleWithClientGrants" require a
minimum "DurationSeconds" of 3600)

Lastly set up a user with a permanent password you can login with.

Go back to you minio setup and update the environment variables in your deployment so they match what you have in Keycloak e.g. client secret

Minio Policies
You can create you own policy by copying one of the existing policies and modifying it to suit your needs.

e.g.

Custom Policy

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Alow',
"Action": [
"s3: Put Obj ect”
1.
"Resource": [
"arn:aws: s3:::canel - source*"
]
}
]
}

The user with this policy will have write access to the "camel-source" bucket.

SSO Login


http://minio:9001/oauth_callback

When you go to the Minio URL you will see the "Login with SSO" button

MINIO

OBJECT STORE

Multi-Cloud
Object Store

MinlO's high-pe

licensed under

publ

the nse or to | ore about comme

visit the pricing page.

Documentetion | Github | Support \ Download

When you click on the button you will redirected to the Keylocak login screen

Sign in to your account

Usernamsa or email

Passworc

Login with the Keycloak user you created earlier to access the Minio console.

What is displayed in the console will depend on what value you assigned to policy in the Keycloak mapper.
"consoleAdmin" will give you full access where as the other policies are more restrictive.

In this case we are using the built-in redirect_url that comes with Minio - http://minio:9001/oauth_callback
You can redirect to a different URL if you like if you want to see what's going on under the hood.

Minio provides a go program for doing this: web-identity.

You can compile this and create a docker file to run it in your cluster.

Use the following yaml file to deploy it: web-identity.yaml


http://minio:9001/oauth_callback
https://github.com/minio/minio/tree/master/docs/sts
https://wiki.o-ran-sc.org/download/attachments/71762276/web-identity.yaml?version=1&modificationDate=1679669128676&api=v2

Make sure to change your redirect_url in both Keycloak and Minio to point to your new container.

Minio Clients

Once Mnio/Keycloak has been setup you can create a client to obtain an access token from keycloak and use the temporary access key and secret to
work with Minio.

The following is an example python program that creates a bucket and uploads a file;

Minio Python

#!/ usr/ bi n/ pyt hon3

from keycl oak i nport Keycl oakOpenl D

i mport requests

import xnltodict

frommnio inport Mnio

frommnio.error inport (ResponseError, BucketAl readyOmedByYou, Bucket Al readyExi sts)
i mport uuid

inport io

def get_token():
# Configure client
keycl oak_openi d = Keycl oakOpenl D(server_url ="http://keycl oak: 8080",
client_id="mnio-cli",
real m nane="m ni 0",
client_secret_key="YVZGoUdpr Hhgex| X30st zGMZt T2SNI | )
return keycl oak_openi d.token(grant _type='client_credentials")

def get_credentials():
token = get _token()
r = requests. post("http://mnio:9000",
dat a={
"Action': "AssuneRol eWthWebldentity",
'Version': "2011-06-15",
'Webl dentityToken': token['id_token'],
' DurationSeconds': token['expires_in']
9]
tree = xnltodict. parse(r.content)
return dict(tree[' AssuneRol eWthWebl dentityResponse' ][' AssuneRol eWt hWebl dentityResult'][' Credentials'])

# Retrieve credenstials
credenstials = get_credential s()

# Initialize Mnio client

client = Mnio(
"m ni o: 9000",
access_key=credenstial s[' AccessKeyld'],
secret _key=credensti al s[' Secret AccessKey'],
sessi on_t oken=credensti al s[' Sessi onToken'],
secur e=Fal se,
r egi on=None,
http_client=None,
credenti al s=None

)

# Create bucket if it doesn't already exist
print("Create Bucket")
print("------------- ")
bucket _nane = "py-bucket"
found = client.bucket_exists(bucket_nane)
if not found:
client.make_bucket (bucket _nane)
print(f"Bucket '{bucket_nane}' created")
el se:
print(f"Bucket '{bucket_nane}' already exists")

buckets = client.list_buckets()



# Retrieve list of buckets
print("\nBucket List")
print("----------- ")
for bucket in buckets:
print(f"{bucket.nane} created on {bucket.creation_date}")

# Upl oad an object to a bucket

data = "I want to stream sone data to minio"
obj ect _bytes = data.encode('utf-8")

obj ect _stream = io. Byt esl ( obj ect _byt es)

obj ect_name = f"{uuid. uuidl()}.txt"

print("\nUpl oad To Bucket")
print("----e-memeaaaaa ")
try:

client.put_object(bucket_nanme, object_nane, object_stream,

print(f"{object_nanme} uploaded to {bucket_nane}")
except Exception as ex:
rai se ex

Sample output:

Create Bucket
Bucket 'py-bucket' already exists

Bucket List

| en(obj ect _bytes))

camel created on 2023-01-25 12:08:33.163000+00:00
camel-sink created on 2023-02-28 17:03:55.36U4000+00:00
camel-source created on 2023-02-28 17:04:05.829000+00:00
py-bucket created on 2023-03-24 10:27:32.035000+00:00

Upload To Bucket

e7503ce8-ca57-11ed-8365-00155ddf07b2.txt uploaded to py-bucket

A similar program written in go is available here: Minio Go Client

Keycloak over SSL

If you are using keycloak over SSL you'll need to copy the CA certifcate for keycloak in to the /root/.minio/certs/CAs directory.

This is required so Minio can read the keycloak endpoints over https.

You can create a secret to store and CA and then mount it in the /root/.minio/certs/CAs directory

CA secret

kubect| create secret generic keycl oak-ca-secret --fromfil e=keycl oak-ca.crt=rootCA crt

Minio SSE (Server Side Encryption)


https://github.com/pydio/minio-srv/blob/e9b145e8b5d4/docs/sts/full-example.go

MinlO SSE uses Key Encryption Service (KES) to secure objects at the storage layer.
We can test this using the KMS server at play.min.io

Download the root.key and root.cert fom the play.min.io server:

curl

curl -sSL --tlsvl.2 -O 'https://raw. githubusercontent.conl m nio/kes/nmaster/root.key' -O'https://raw.
gi t hubuser cont ent. coni i ni o/ kes/ master/root.cert’

Use these to create a secret, mount the secret in the pod, then setup some environment variables to enable SSE.

Minio SSE

api Version: vl
ki nd: Secret
net adat a:
name: kns-ssl
namespace: default
type: kubernetes.io/tls
dat a:
tls.crt:
LSOt LS1CRUdJTi BDRVJUSUZJQOFURSOt LSOt Ck1J SUJLRENCM ZBREFNRUNBaEl 2dmVvi R0O1VZkt ubUJ Le XFv QXBSUO9INQVVHQXI 0bGNEQW NUnt 3
RndZRFZRUUQKREJ CeW y OTBRSEJ z\Whr dW XbHVMbWk 2 TUI OVWERUSXANRFF6 TURFMULQSXI OV YRFRIMULEUXI PVEUXTWHhJeQuOVIMB3R3pFVW1C
YOdBMVWFQXd3UWAE OXZk RUJ3YkdGNUxt MXBi aTVwYnpBc U1BVUdBe XRs YOFNaEFMenmd3Mz VXCniZt UOgvZ2hLecysOaVBXem aTWLXZA Xci 9z¢cXZx
ZVcr V3dTe@6VXdNek FPQrd OvkhROEJIBZj hFQk FNQOI 0QXc KRXdZRFZSMGx CQXd3QRdZSUt 3WUJ CUWWI QXdJ dORBWURWL) BUQVFI LOJBSXdBREFG
QrdNcl pYQURRUURaT3JHSwpi MkFUaORs d TJWWGNQWDx5aFNCRHBZaDdWNFR2al Jr Q RSZ2pr YWANDend GTQ0r bwgr NLVTOFYOZEIJWSURz Sj R1CnVX
bOYweTZ2YkxWROI sa0cKLSOt LS1FTkQyQOVSVEl GSUNBVEUt LSOt LQo=
tls. key:
LSOt LS1CRUdJTi BQUKI WQVRFI Et FWS0t LSOt Ck 1DNENBUUF3Q FZREsyVndCQOI FSUQBRTAGULI Xck1EK1ZgaEk2c TUONWNZVDI ZT3! GeFpi N1Vu
akVl cFl EUmMWKLSOt LS1FTkQyUFJJVKFURSBLRVKt LSOt LQo=
env:
- nanme: M N O KMS_KES_ENDPO NT
value: https://play.mn.io:7373
- name: M N O KMS_KES_CERT_FI LE
value: /etc/kns/ssl/tls.crt
- name: M NI O KMS_KES_KEY_FI LE
value: /etc/kns/ssl/tls.key
- name: M N O KMS_KES_KEY_NAME
val ue: ny-first-key
vol umreMount s:
- nmount Path: "/etc/kns/ssl"
name: kns-ssl
readOnly: true
vol unes:
- nane: kns-ssl
secret:
secret Nanme: kns-ssl

Check the encryption has been enabled by running the following command:

Key Status

nc admin kns key status <minio alias>
Key: ny-first-key

- Encryption

- Decryption

Create a bucket on your minio server and upload a file to it: mc cp test.txt myminio/encrypt

Run the following command to check the file has been encrypted:



mc statt

nc stat nymni o/ encrypt/test.txt

Nare © test.txt

Dat e : 2023-04-11 15:24:48 | ST

Si ze 13 B

ETag : 8c3be95h9d3517d5b9e5d699f 2692437

Type c file

Met adat a
Cont ent - Type: text/plain

Encrypted :
X- Anz- Ser ver - Si de- Encrypti on- Aws- Kns- Key-1d: arn: aws: kns: ny-first-key
X- Az- Ser ver - Si de- Encrypti on :aws: ks

If you try to view the file on the hard drive you will see the following:

test.txt

cat test.txt/xl.nmeta
XL2 $TI [ 8! TypeV2Ohj | DDDi r | C\ DBOBECAI goEcMECNECBSI zeEcl ndexEcDi st CSumAl goPaSi ze- MTi meTl [ 8Met aSysx- mi ni o-i nternal -
i nli ne-datatrue9X-M ni o-1nternal - Server - Si de- Encr ypt i on- S3- Kns- Seal ed-
Keyl bFBRVMyNTYt RONNXINI QT 1Nt kgNmRl YWVBN2 Qx YTMA OW/i MAUy OGQBOWFIMIg LNTRK YTPEEPO6T631t 4/ N7 XQ6Fe
/ FO6zEDBPSI v8j cuci oK+tAuMwi SKMbCs6ccJ30AFoeH]+5N1gWwvaBaMaL18JNXXf QVaHb8ed9G 6Wh661 XcDMpWId6X- M ni o- | nt er nal -
Ser ver - Si de- Encrypti on- Seal - Al gor i t hnDAREvV2- HVAC- SHA256* X- M ni o- | nt er nal - Ser ver - Si de- Encryption-1v,
7TM/Ci 8f r GGEX7qFSmIyL/ xSoPJsonR2E3eN8AaVwc DO=6X- M ni o- | nt er nal - Ser ver - Si de- Encr ypt i on- Kns- Seal ed-
Key Xl AAf ALq9UzWSFkk3j Z3aCUso5gj vBONynr f anMB1hRx09V1val W Bs CB2NXMH+RLNY Chf MLEr G6Ya6ABI b3EQ==5X- M ni o- | nt er nal -
Server - Si de- Encrypti on- S3- Kns- Key- | d
nmy-first-keyMetaUsrcontent-typetext
/ pl ai net ag® 20000f 00f 4a8e3628e7f 7f 3823c26a0b9d4f h2526422ea3dbdedbc64a63d607664f 3e7c390bf 8f e75eadded80909e086vc&@
nul | M; Z
x8)
5c: Ls~#Cr *i UR@Pdocker @i ni kube:

Links

Configure MinlO for Authentication using OpenID
AssumeRoleWithWebldentity

AssumeRoleWithClientGrants

Minio/Keycloak Quickstart Guide

Python Client API Reference

Python Keycloak

Server-Side Object Encryption with Hashicorp Vault Root KMS

How to Secure MinlO - Part 1


https://min.io/docs/minio/linux/operations/external-iam/configure-openid-external-identity-management.html
https://min.io/docs/minio/linux/developers/security-token-service/AssumeRoleWithWebIdentity.html
https://github.com/minio/minio/blob/master/docs/sts/client-grants.md
https://github.com/minio/minio/blob/master/docs/sts/keycloak.md#configure-keycloak-realm
https://min.io/docs/minio/linux/developers/python/API.html
https://pypi.org/project/python-keycloak/
https://min.io/docs/minio/linux/operations/server-side-encryption/configure-minio-kes-hashicorp.html#configuration-reference-for-hashicorp-vault
https://blog.min.io/secure-minio-1/
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