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Introduction

ksqlDB is a database purpose-built to help developers create stream processing applications on top of Apache Kafka.

Setup

The following setup is deigned to work with Strimzi.

Kafka keystore/truststore

Create a strimzi user (ksqldb)

Strimzi User

api Version: kafka.strinei.iolvlbetal
ki nd: Kaf kaUser
net adat a:
narme: ksql db
namespace: kafka
| abel s:
strinzi.iol/cluster: ny-cluster
spec:
aut henti cati on:
type: tls

Generate keystore/truststore secret



generate_stores.sh

#!/ bin/ sh
if [ -z "$1" ]
then
echo "No argunent supplied"
exit 1
fi

kaf kauser =$1
WORKDI R=$(di rnane “$(real path "$0")")

rm $WORKDI R/ ca. crt $WORKDI R/ user.crt $WORKDI R/ user. key $WORKDI R/ user-keystore.jks $WORKDI R/ user.pl2 $WORKDI R
/user.password $WORKDI R/ user-truststore.jks 2>/ dev/null

kubect| del ete secret ${kafkauser}-jks -n kafka 2>/dev/null

kubect| get secret my-cluster-cluster-ca-cert -n kafka -o jsonpath='{.data.ca\.crt}' | base64 --decode >
$WORKDI R/ ca. crt

kubect| get secret ${kafkauser} -n kafka -o jsonpath='{.data.user\.key}' | base64 --decode > $WORKDI R/ user. key
kubect| get secret ${kafkauser} -n kafka -o jsonpath='{.data.user\.crt}' | base64 --decode > $WORKD| R/ user.crt
kubect| get secret ${kafkauser} -n kafka -o jsonpath='{.data.user\.pl2}' | base64 --decode > $WORKDI R/ user.pl2

kubect| get secret ${kafkauser} -n kafka -o jsonpath='{.data.user\.password}' | base64 --decode > $WORKDI R/ user.
passwor d

export PASSWORD="cat ${WORKDI R}/ user. password’

keytool -inport -trustcacerts -file $WORKDI R/ ca.crt -keystore $WORKDI R/ user-truststore.jks -storepass $PASSWORD
- nopr onpt

keyt ool -inportkeystore -srckeystore $WORKDI R/ user.pl2 -srcstorepass ${PASSWORD} -srcstoretype pkcsl2 -
dest keyst ore $WORKDI R/ user - keyst ore. j ks -dest st orepass ${ PASSWORD} -deststoretype jks

kubect| create secret generic ${kafkauser}-jks -n kafka --fromliteral =keyst ore_passwor d=$PASSWORD - - f r om
file=user-keystore.jks=${WORKDI R}/ user -keystore.jks --fromliteral =truststore_password=$PASSWORD - -from
file=user-truststore.jks=${WORKDI R}/ user-truststore.jks --fromliteral =key_passwor d=$PASSWORD

Run ./generate_stores.sh ksqgldb

This will create a secret called "ksqgldb-jks" which contains the keystore and truststore needed to connect to Kafka over SSL.

ksqldb-server

ksqgldb-server

api Version: apps/vl
ki nd: Depl oynent
net adat a:
nane: ksql db-server
namespace: kafka
spec:
sel ector:
mat chLabel s:
app: ksql db-server
tenpl ate:
net adat a:
| abel s:
app: ksql db-server
version: vl



spec:
cont ai ners:
- nane: ksql db-server
i mge: confluentinc/ksql db-server:0.28.2
i magePul | Pol i cy: |fNotPresent

env:
- nane: KEYSTORE_PASSWORD
val ueFrom

secr et KeyRef :
name: ksql db-j ks
key: keystore_password
- nane: TRUSTSTORE_PASSWORD
val ueFrom
secr et KeyRef :
name: ksql db-j ks
key: truststore_password
- nanme: KEY_PASSWORD
val ueFrom
secr et KeyRef :
name: ksql db-j ks
key: key_password
- name: KSQL_BOOTSTRAP_SERVERS
val ue: mny-cl uster-kaf ka- boot st r ap. kaf ka: 9093
- nanme: KSQL_LI STENERS
val ue: http://0.0.0.0:8088
- nane: KSQL_KSQ._SERVI CE_I D
val ue: ksql _service_2_
- nane: KSQL_SECURI TY_PROTOCOL

val ue: SSL
- nanme: KSQ._OPTS
val ue: "-Dssl. keystore.|location=/var/private/ssl/user-keystore.jks -Dssl.keystore.

passwor d=$( KEYSTORE_PASSWORD) - Dssl . key. passwor d=$( KEY_PASSWORD) - Dssl .truststore.|location=/var/private/ssl
/user-truststore.jks -Dssl.truststore. passwor d=$( TRUSTSTORE_PASSWORD) -Dlisteners=http://0.0.0.0:8088/"
- name: KSQL_KSQL_EXTENSI ON_DI R
val ue: /opt/ksql db-udfs
vol umeMount s:
- nane: ks
mount Pat h: /var/private/ssl
readOnly: true
vol unes:
- nane: jks
secret:
secret Name: ksql db-j ks
api Version: vl
ki nd: Service
net adat a:
name: ksql db-server
nanespace: kafka
| abel s:
app: ksql db-server
service: ksql db-server

spec:
type: LoadBal ancer
sel ector:
app: ksql db-server
ports:
- port: 8088

name: http-80

The above YAML file deploys the ksqldb server to your cluster.

It has been configured to connect to your kafka cluster over SSL using the "ksqldb-jks" secret created in the previous step.

ksqldb-cli



ksqldb-cli

api Version: apps/vl
ki nd: Depl oynent
net adat a:
narme: ksql db-cli
namespace: kafka
spec:
sel ector:
mat chLabel s:
app: ksql db-cli
tenpl at e:
net adat a:
| abel s:
app: ksql db-cli
version: vl
spec:
cont ai ners:
- nane: ksql db-cli
i mge: confluentinc/ksqgldb-cli:O0.28.2
i magePul | Pol i cy: |fNotPresent

env:
- nane: KEYSTORE_PASSWORD
val ueFrom

secr et KeyRef :
name: ksql db-j ks
key: keystore_password
- nane: TRUSTSTORE_PASSWORD
val ueFrom
secr et KeyRef :
name: ksql db-j ks
key: truststore_password
val ueFrom
secr et KeyRef :
name: ksql db-j ks
key: key_password
- nane: KSQL_BOOTSTRAP_SERVERS
val ue: ny-cluster-kafka-boot strap. kaf ka: 9093
- nane: KSQL_SECURI TY_PROTOCOL

val ue: SSL
- nanme: KSQ._OPTS
val ue: "-Dssl.keystore.|location=/var/private/ssl/user-keystore.jks -Dssl.keystore.

passwor d=$( KEYSTORE_PASSWORD) - Dssl . key. passwor d=$( KEY_PASSWORD) - Dssl.truststore.|ocation=/var/private/ssl
/user-truststore.jks -Dssl.truststore. password=$( TRUSTSTORE_PASSWORD) - Dl i steners=http://0.0.0.0:8088/"
vol umeMount s:
- nane: jks
nmount Pat h: /var/private/ssl
readOnly: true
vol unes:
- nane: jks
secret:
secret Nane: ksql db-j ks

We can then connect to the ksqldb-server through the client.

kubectl exec -it <ksgldb-cli-POD-NAME> -n kafka -- ksql http://ksgldb-server:8088


http://ksqldb-server:8088

$ kubectl exec -it ksqldb-cli-84dc88U46d-28Tnx -n kafka -- ksql http://ksqldb-server:808
8
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CLI v0.28.2, Server v0.28.2 lecated at http://ksgldb-server:B8a@88
Server Status: RUNNING

Having trouble? Type 'help' (case-insensitive) for a rundown of how things work!

ksql> |

The client can be used to create streams, tables and run queries.

Steams

pms stream

CREATE STREAM | F NOT EXI STS PMS_STREAM (
event STRUCT<
commonEvent Header STRUCT<donmi n VARCHAR,
event Nane VARCHAR,
sour ceNanme VARCHAR,
reportingEntityNanme VARCHAR,
st art EpochM crosec BI G NT,
| ast EpochM crosec BI G NT,
ti meZoneOf f set VARCHAR>,
per f 3gppFi el ds STRUCT<per f 3gppFi el dsVer si on VARCHAR,
measDat aCol | ecti on STRUCT<granul arityPeriod |NT,
measur edEnti t yUser Nane VARCHAR,
neasur edEntityDn VARCHAR,
measur edEnt i t ySof t war eVer si on VARCHAR,
meas| nf oLi st ARRAY<STRUCT<
nmeasl| nf ol d STRUCT<sMeas!| nf ol d VARCHAR>,
measTypes STRUCT<
sMeasTypesLi st ARRAY<VARCHAR>>,
nmeasVal uesLi st ARRAY<STRUCT<
measQoj I nst1d VARCHAR,
suspect Fl ag VARCHAR,
measResul t s ARRAY<
STRUCT<p I NT, "+
sVal ue
VARCHAR>>>>>>>>>)
W TH ( KAFKA_TOPI C=' pns',
VALUE_FORMAT=' JSON
PARTITIONS = 1);



pms transform1

CREATE STREAM | F NOT EXI STS pns_stream transforml AS

sel ect event - >comopnEvent Header - >domai n as donai n,

event - >commbnEvent Header - >event Nane as event Nane,

event - >commonEvent Header - >sour ceName as sour ceNane,

event - >commonEvent Header - >st art EpochM crosec as start EpochM crosec,

event - >commonEvent Header - >| ast EpochM crosec as | ast EpochM crosec,

event - >per f 3gppFi el ds- >per f 3gppFi el dsVer si on as perf 3gppFi el dsVer si on,

event - >per f 3gppFi el ds- >nmeasDat aCol | ecti on->granul arityPeriod as granul arityPeriod,

event - >per f 3gppFi el ds- >measDat aCol | ecti on- >neasur edEntityUser Name as neasur edEntityUser Name,

event - >per f 3gppFi el ds- >neasDat aCol | ecti on- >neasur edEntityDn as neasuredEntityDn,

EXPLODE( event - >per f 3gppFi el ds- >neasDat aCol | ecti on- >neasl| nf oLi st) - >measTypes- >sMeasTypesLi st as sMeasTypesLi st,
EXPLODE( event - >per f 3gppFi el ds- >neasDat aCol | ecti on- >neas| nf oLi st) - >neasVal uesLi st as measVal ueslLi st
from pns_stream EM T CHANGES;

pms transform2

CREATE STREAM | F NOT EXI STS pns_stream transforn2 AS

sel ect neasuredEntityDn, neasuredEntityUserNane, sMeasTypeslLi st,
expl ode( neasVal uesLi st)->measObj Instld as neasObjlnstld,

expl ode( neasVal ueslLi st)->measResults as nmeasResults
frompnms_streamtransfornl EM T CHANGES;

pms transform3

CREATE STREAM | F NOT EXI STS pns_stream transforn8 AS
sel ect neasuredEntityDn, measuredEntityUserName, expl ode(sMeasTypesList) as sMeasType,
measoj I nst1d, expl ode(neasResul ts)->sVal ue as sVal ue from pns_stream transforng;

pms transform4

CREATE STREAM | F NOT EXI STS pns_stream transformd AS

sel ect neasuredEntityDn + nmeasObjInstld + sMeasType AS MY_COVPCS| TE_KEY,
nmeasur edEnti tyDn, neasuredEntityUser Name, sMeasType, neasCbjlnstld, sVal ue
from pns_stream transforng;

pms transform5

CREATE STREAM | F NOT EXI STS pns_stream transfornb AS
sel ect MY_COWOSI TE_KEY, measuredEntityDn, neasuredEntityUserNane, sMeasType, neasObjlnstld, sValue
frompnms_streamtransformd partition by MY_COVWPCSI TE_KEY;

Tables



pms table

CREATE TABLE | F NOT EXI STS PMS_TABLE ( RONKEY VARCHAR PRI MARY KEY
measur edEnti t yDn VARCHAR,
measur edEnt i t yUser Nane VARCHAR,
sMeasType VARCHAR,
measQoj I nst1d VARCHAR,
sVal ue VARCHAR
) W TH ( KAFKA_TOPI C=' PM5_STREAM TRANSFORMG' , VALUE_FORMAT=' JSON', PARTITIONS = 1);

pms view

CREATE OR REPLACE table pms_view as select * from PMS_TABLE EM T CHANGES;

Queries

tream limit 1;

S
|EVENT
P
| { COMMONEVENTHEADE| erf3gpp, EVENTNAME=perf3gpp_gnb-Ericsson a SOURCENAME=0-DU-1122, REPORTINGENTITYNAM
| TEPOCHMICROSEC=-1570739712, LASTEPOCHMICROSEC=-1569839712, TIMEZONEOFFSET=+8@:@0}, PERF3GPPFIELDS={PERF3GPPFIELDSVERSION=1.®, MEASD|
|ATACOLLECTION={GRANULARITYPERIOD=208, MEASUREDENTITYUSERNAME=RNC Telecomville, MEASUREDENTITYDN=SubNetwork=CountryNN,MeContext=MEC-|
|Gbg—1,MahaqedElemeht=RNC—Gbg—1, MEASUREDENTITYSOFTWAREVERSION=, MEASINFOLIST=[{MEASINFOID={SMEASINFOID=}, MEASTYPES={SMEASTYPESLIST|
|=[attTCHSeizures, succTCHSeizures, attImmediateAssignProcs, succImmediateAssignProcs]}, MEASVALUESLIST=[{MEASOBJINSTID=RncFunction=|
|RF-1, UtranCell=Gbg-997, SUSPECTFLAG=false, MEASRESULTS=[{P=1, SVALUE=813}, {P=2, SVALUE=913}, {P=3, SVALUE=1013}, {P=4, SVALUE=1113|
|31}, {MEASOBJINSTID=RncFunction=RF-1, UtranCell=Gbg-998, SUSPECTFLAG=false, MEASRESULTS=[{P=1, SVALUE=898}, {P=2, SVALUE=901}, {P=3,
| SVALUE=123}, §{P=u, SVALUE=23u}]}, {MEASOBJINSTID=RncFunction=RF-1,UtranCell=Gbg-999, SUSPECTFLAG=true, MEASRESULTS=[{P=1, SVALUE=4]|
|56}, {P=2, SVALUE=567}, {P=3, SVALUE=678}, {P=4, SVALUE=789}]}1}, {MEASINFOID={SMEASINFOID=ENodeBFunction}, MEASTYPES={SMEASTYPESLI|
|ST=[attTCHSeizuresl, succTCHSeizures2, attImmediateAssignProcs3, succImmediateAssignProcsd]}, MEASVALUESLIST=[{MEASOBJINSTID=Manage|
|dElement=RNC-Gbg-1, ENodeBFunction=1, SUSPECTFLAG=false, MEASRESULTS=[{P=1, SVALUE=4}, { . SVALUE=86,87,2,6,77,96,75,33,24}, {P=3,
| SVALUE=48}, {P=4, SVALUE=90}]}]}, {MEASINFOID={SMEASINFOID=}, MEASTYPES={SMEASTYPESLIST=[attTCHSeizures5, succTCHSeizures&, attImm|
|ediateAssignProcs?, succImmediateAssignProcs8]}, MEASVALUESLIST=[{MEASOBJINSTID=RncFunction=RF-1,UtranCell=Gbg-997, SUSPECTFLAG=fal|
|se, MEASRESULTS=[{P=1, SVALUE=238}, {P=2, SVALUE=3d4} 6 {P=3, SVALUE=563}, {P=4, SVALUE=787}]}, {MEASOBJINSTID=RncFunction=RF-1,Utral|
|nCell=Gbg-998, SUSPECTFLAG=false, MEASRESULTS=[{P=1, SVALUE=898}, {P=2, SVALUE=905}, {P=3, SVALUE=127}, {P=4, SVALUE=238}1}, {MEASO|
|BJINSTID:RncFunction:RF—l,UtranCs'L'l:Gbg—'-)Q'—), SUSPECTFLAG=true, MEASRESULTS=[{P=1, SVALUE=45u} {P=2 6 SVALUE=569}, {P=3, SVALUE=672} |
|, {P=t, SVALUE=785}1}1}1}1} |
Limit Reached
Query terminated

ksql> select * from pms_view where smeastype = 'succTCHSeizures2';
—————————————— e ——— e e e e e e e e e e
| MEASUREDENTITY |MEASUREDENTITYUSERNA | SMEASTYPE |MEASOBJINSTID | SVALUE
|ME I |

ountryNN|SubNetwe yNN|RNC Telecomville | suceTCHSeizures?2 |ManagedElement=RNC-G|86,87,2,6,77,96,75,3|
| ,MeContext=MEC-Gbg-1| ,MeContext=MEC~Gbg-1| I |bg-1,ENodeBFunction=|3,24

| ,ManagedElement=RNC-| ,ManagedElement=RNC-| I 11 | |
|Gbg—1ManagedElement=|Gbg-1 | \ | |

|RNC-Gbg-1 , ENadeBFunc | | \ | | |
|tion=1lsuceTCHSeizure| | \ | |

|s2 | \ | |

Query terminated

ksql> |

Links

ksqldb
How to create a user-defined function
Scalar functions

Table Functions


https://ksqldb.io/
https://docs.ksqldb.io/en/latest/how-to-guides/create-a-user-defined-function/
https://docs.ksqldb.io/en/latest/developer-guide/ksqldb-reference/scalar-functions/
https://docs.ksqldb.io/en/latest/developer-guide/ksqldb-reference/table-functions/

Cleaning messy sensor data in Kafka with ksqlDB


https://simon-aubury.medium.com/cleaning-messy-sensor-data-in-kafka-with-ksqldb-6607ca016207
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